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(ﬁ:m . https://www.python.org/community/logos/)
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2.2 Ransomware dawasisanale [6]
fawassenAla (Ransomware) lasunisimualagnsensegisssuvesanigewsni Tu

'
o Ql

Fruggluuundvesognssumsleesniddnenin Aaunsaneliianansenulusyaulan
wenINUGEnsaaieansEnueg1aNn ausadarnanisaliugsia wastlugnisgade
v A o Y oo o c{' J v W ¢ A d M v =

TayaiidAyla ddnwaugn1svitnunueandsiudawisussiandug fe laldgnesnwuuuiiive

Yluedeyaresfdunnegiala wiszdrswansedeonlndlidnaslulidienars yuam 3dle

o
Y

Alduarlidanansalavsednfsndmaniule dsudliasdewinmstetuaudeninu “Seon
! ) = < v Y P
Ale” ieUandenUoyamuin

Ingdoyansetaniy “Senala” vkanwmaslndgnidnsiaseusasndm J1uiukueld
zuaneineiuly lngazdsiaegn $150 - $500 lnguseuauasn1stseRufeadiseiussuund
ANYINABNITATIVADUMS BAAAIN L¥U ASloUdUHIUNIBIanNTeNnd, Paysafecard 158
Bitcoin \Jusiu usiegdlsinunistiszRuildlivineanuidlivisiezdsdnldlunisuanion
Tnalruglda

Ransomware 9zLWINI¥AY IAINIUTDINIA ) ATl
« TugUuuutenansuuun1ediug Ransomware 93U lUFULUULBNATISULUUNNBLIE Lo dLuands
o & DA - v o | | Yo v N P T ! «
fnasdudlviuinsiisianegiudu suans wavagldvidenioUsslenfiguetiends “ Dear
Value Customer”, “Undelivered Mail Returned to Sender”, “Invitation to connect on
Linkedin.” 1l Uszianveslnduuuiazdu “.doc” wie “xis” vlidldAnindulvdienans
Word 38 Excel uillilonsi9dauaztiuuiuana “.exe” ¥ousy 981919 “Paper.doc.exe” us
dlfaziiuanig “Paper.dac” viidlatindndulnailisunsie
- lugUuuureslawan (Malvertising) Ransomware 813y tugUsuuve e 11319zl

LY 3 ¢ A Y @ ¢ 1

wiiugandwITvsemuntIulefe 9

s

- Woulpsludaiuladdunseuarerdevedivivesyendiuas Jlddiaunsanaeilumielilag
Luildsisla isadiBenvuniniuignglinisfidnuneuen fegragu gnantlvaniéa (Code)
& [ ! v d' v 14
mdudunseriunadavauuuiuesly Flash detanddusui 3 lag Ransomware ¥nagly
Usgloguanteunnsesniedeslniniuainuiaondsd uglulusiiwes, Lenantu w3e
a va ' Y 2o a 1 [ 3 I3 s N ey
szuulians vesasendnagiinandedniluiiuiusriwes, Java way PDF widedlwininuunn

fanAfely Flash

9
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b Your personal files are encrypted!

*Cryptol ock » computer

If you need your files, you have to recove: ker” from the antivirus quarantine,
or find a copy of "Cryptol ocke termet and start it again.

Cryptolocker
Your important files encryption produced on this computer: photos, videos, documents, -\1
elc
1f you see this text, but do not see the *C Ker™ window, then your antivirus deleted

You can download *Cryptol.ock n the link given below.
P = =
software wil lead to the mmedute
Approximate destruction time of your private key: Private ‘To‘/'l'j';?-o‘ﬁ"'v“’
0 013 3:15 Al :
10/12/2013 3:15 AM e
If the time is finished you are unable to recover files anymore! Simply remove this
wallpaper from your desktop. P

68:28:10

S o g = Y
gﬂw 2 PIBENIBAINN "Lﬁ'ﬂlﬂﬂf]‘zﬂu

(71 : trendmicro.com/vinfo/ph/security/definition/ransomware/)

2.3 Microsoft Visual Studio [7]

Microsoft Visual Studio A “Qﬂﬁ@uuﬂﬂmﬂiu (Integrated Development Environment)
Usznauselusunsumanes sildlunisardusunsududaguuussuudfiRnisiuled viold
ahadulusunsy airaduuing dansgrudeya uazduq Snunnune Visual Studio lésausm
wesilowmunsineg Adlunswauilusunsusious wihaeildiamulusunsy (Development
interface) Lﬂ%aaﬁdumim’swmmﬁmiﬂﬂiLmi:u (Debugging tool) AvedmlusiRlunisideu
Tusunsa (Wizard tool) §rdnn1sgiudeya (Database management) wazdnuUseneudui
ndulumsimulusunsy danvszneuduluge ondn Integrated Development

Environment (gaaunlusunsy) viseisengas 31 IDE
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717 3 Microsoft Visual Studio

(ﬁrm : http://blog.bru.ac.th/wp-content/uploads/bp-attachments/10774/Chapter-1.pdf)

awv ad ¥

2.4 uIReNNgde9
2.4.1 yATeiFes uumssiuileuaznssuudanguesisadensdidawndiondild (2]
ﬁaLL’J%L‘%&JM’Mu“;luLﬂ‘%'aaﬁasuamu%wsJ”Lsszua%ﬁﬁaqmisgﬂsshﬂm%’wéLﬁaiﬁlﬁmaﬂszIaﬁaﬂﬁ
Hudasu wennesasswenvinisuszasdsielavedumnaluladsiadunannaiuiuimnailais

Frnssuganyiag Juunesielazmngndulanisnassanudsmerlanluriamvane VN[ 1w

L3 s

fawsauaisgnamianudis luunutivagliadnanudemelaiulsmenuiaassys aedfy

v o v A

FUALLINVBINTITTUTBAUSBANAY UL ADNITUNLAEN1TT1UEULAL LITBTOINUANI 1N
Foens lasanisenidnalaidumadeonuiislivdeldsuiuusiuaziaiedionanneuliaws u

wAse wnguarauadinsgnineglunquivanauntrdumdmassuil nssuilaidagneiey
g

'
a

nsufasnisteRududdgiaeryguuzi aaenaun1sinnswouseriufiiieinmeiioan

[
v oA o

n1sungsruInlulndie diunissulledanesuaenisdrsesteyanarUsuusaveoniuag
szuvUftAmsuazlusunsudosiubialulsed deamaduudammeluveffuiidsdsamn
Usziededlianudidy msideslssdoyannmdelugruzfudaiudssloniogadsionns
dumuiilesusumeuvdnguilugnisigainisnsyiiniinvesauie
MnaATeRinardunsinwan nlyviwararusuusiveuiamsiionaila wazdaue
wuamans¥uiiosnenisfuudavnuszuunsiiuinisvewniisnuiina Jeuanddiiuis

CY & a ! 1 J
ﬂ’JWiIEULLiQ‘UENlIaLL’JiLﬁEJﬂﬂ’]lﬂIUUigL.ﬂ‘VIG\N i
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2.4.2 ATeE0e wuMmIsinwauiunsasndeanawadioneilalun i ui
WNFANU NIAANWILUALAIA Guideline for Ransomware Detection and Prevention at the
Buddhist Places : A case study of Maze Gang [1]

1$19991N91N NSNS TEUIRYRslsALAIN e linaenT A.A. bolbo [Wureiinisvieu
it (Work from home) Téfidnanifunumdndayronsdns ssfanazmingnumlan silkde
anaumslsuaslusuuuuing 4 Adnnnslénuumedidniumndatu Tnsawsde
MnTawasisenala 31nN15an519lul WA b&om U An1slandnisleivesmeiawisusenn

'
% =

Uluwaiuinmsaniu deiy NwdTvatuiliiingussasdiefnwiwumienistesiuanudung
UaoadsandaunlsisenalaannsnunIuIssun TN I709NUNAMLAEAUTEINA LAz
TinsalAnwaseannislananislgiuesanmanis uonndlasiununanisiasziae o uld
I (% a [2% = 5 a [2% 1 =]
Wuwwmstasdunislaufnnuaufisainuanisfinydusneunislaufvesuanionuii §
WeANTIUMAIERENaINTadIa s wInslunsUesiule wu nisueuilaiieglussuy

laswnglunanuunesunavasioundeyandifyesnuinnnietnevesthmneuazaiiiunis

dhaalnddeya withdunsnislunisihseissuuiasetienfidisme Ao1992a111500599NY

' [
fal a =

'y} [ Y & a ] v Y &, % (v 5 Y] Qsljd %
wazseiuduanauleiuasinguann dawisisendilale Wusu danu unanuaduiidsldiaue
wwIaNsUesAuNslauAINTAIS S un AN b AR UL U IUN SO URIANTD AN TUNIRSF I
wazmAluladuiarAnseNgIndivg ansys lawn (o) Nsimuauinsnsauiuaslasnsdsle
Wwas (o) msﬂm’]aa@mw%’wéﬁu

av o 1 = aa a 6V I (v LY = 1 1 %
NIERINANANEIITAsTaNAveuaLAIIs U NwusvasTakssonAlawuuldAu
413 (Human-operated ransomware) UuszUUUURNTIULAIE F9508as wa v0ITAWISSEN

Aladulndunuana exe JavhauuuszuulfuRn1siulaod

2.4.3 1uATeis0e HLMD: a signature-based approach to hardware-level behavioral
malware detection and classification [5]

Malicious programs, or malware, often use code obfuscation techniques to make
static analysis difficult. To deal with this problem, various behavioral detection techniques

have been proposed that focus on runtime behavior to distinguish between benign and
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malicious programs. The majority of them are based on the analysis and modeling of
system call traces, which are a common type of audit data often used to describe the
interaction between programs and the operating system. However, the techniques are not
widely used in practice because of high performance overheads. An alternative approach
is to perform behavioral detection at the hardware level. The basic idea is to use
information that is accessible through hardware performance counters, which are a set of
special purpose registers built into modern processors providing detailed information
about hardware and software events. In this paper, we pursue this line of research by
presenting HLMD, a novel approach that uses behavioral signatures generated from
hardware performance counter traces to instantly detect and disable malicious programs
at the beginning of their execution. HLMD is especially suitable for independent malicious
programs that can be run standalone without having to be attached to a host program.
Each behavioral signature is composed of some number of singular values and singular
vectors, obtained by applying the singular value decomposition to the hardware
performance counter traces of a known malware family. HLMD follows a two-stage
heuristic matching strategy to increase the detection performance to an acceptable level
while reducing the detection complexity to linear time. The results of our experiments
performed on a dataset of benign and malicious programs show that HLMD can achieve
an average precision, recall, and F-measure of 95.19%, 89.96%, and 92.50%, respectively.

MNATeing dnmsdnwuieatunginssuvesiausiluagtuidmadenidnides
n3nsduled FeldAndunarnuatedslunisnsiadu auldisnsnsiadunginssudisedu
g15ouas Fadunumsniildaedunginssufiasaduannisianudtuussansamues
g5 awf i onsiadunazdaldoulusunsuiidusunseluiuiides udiiuns uwasuanis

noaekansliiudl HLUMD dfieuusiuglunisnsiaduiiawisas



15

2.4.8 11U3%e1389 Ransomware Digital Extortion: A Rising New Age [3]

Threat

Imagine what would happen if you were stopped from accessing your own files or
accessing your own computer system.

Now imagine further if to get back the access someone demanded ransom amount
from you. Globally increasingly social

interactions and financial transactions involve few critical aspects such as digital
data, computing device and the internet.

This is an area where Ransomware has spread and become a major concern against
digital extortion in the form of a

new age threat vector to corporates and end users alike. This paper presents the
various ways and methods adopted

by cyber criminals against Ransomware and present an anti-malware detection
system. Background/Objectives: The

impact of Ransomware has caused immense damage to end users and corporates
alike. Access to authorized data being

blocked and being released only after the ransom demand has been mate, is a
new age digital extortion has which holds

promise as a viable option against the cyber-attacks on user systems, mobiles and
handhelds. Methods/Statistical

Analysis: The authors reviewed existing Crypto and Locker ransomware, studying
their propagation, attack techniques

and new emerging threat vectors as file Encryption Ransomware, Screen Lock
Ransomware, Windows & Browser Lock,

Pop Advertisements and URL Redirection. The authors also designed and tested
cloud-based malware detection system,

performing comparison evaluation with and without the proposed anti-malware

solution in form of sandboxes, so even
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if the environment got compromised, it could be easily decommissioned and
rebuilt from a fresh clean virtual snapshots.

The system comprised of three virtual environments running services for Malware
Behavioral Analysis, Malware Code

Analysis and Malware Reporting. Open source and commercial tools were used in
each of the three environments. Malware

Behavioral environment for analyzing malware for before and after receiving
malware payload files and logs from infected

user devices. Malware Code Analysis gathered assembly code and memory dumps
from memory and performed analysis

on malware payload instructions. The Reporting environment analyzed Web URL
proactively for malicious sites hosting

malware code or payloads and also checked the user system and devices for
before and after analysis logs. Findings:

When comparing to the standard antivirus scanners that rely on signatures, the
proposed malware detection and alerting

process has better malware mitigation results and advantages. The Anti-Malware
scanning security apart from being a

cloud service with the secure scanners operating from cloud platforms display a
high level of resilience. Being a Cloud

application has the standard cloud feature advantages of being elastic, scalable,
pay-as-you-use, user driven cloud model.

This model can also help in saving costs by promoting the BYOD concept.
Application/Improvements: The Anti-Malware

cloud model can be modified to offer specific payload blocking for different
customers even as other customers of that very.

application programs are able to access them and even benefit from experience

of the infected customers. This model can
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be scale up dynamically as required.

Mnuddediedu dnsfnviiesgiusuduuns ethllesnuuuuazaaeuss uy
nTvdudawdsuuaad vinsidseuisunuuiinasldiinistesdudauasluguuuvuvesuyud
fond Famanisiserudoudiaiiilessuiisusulvsunsuaunulifaninsgiudu ndade

anusnann1suninvaslisausuduwslannd waviinnuaensdegendi
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3.1.1 wWards Flowchart
TflunsuanatunauvedssuunsRIuianAunaNutuasasndenaleues
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Flowchart kands5euuN1sns93utawisisananta
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3.2 MsfiuanunnsesNUULAT WAL ILEWNALATY
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wehieg Antusw N megeuszuunsRIundlilanilulidunseuaglnddunsie iivelvinains
< v [ o v v )
ulumuiidesnis uwazuileuiulsnsieuressuussuunadudeanauneanudung
Uneansennsleiues sUkuU Data breachiintoianaianisluiiunuunuiangly
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NANIINTILUUITIUIVY
NNIRVISEUUNISIANISHalSSenaAla wultssuvamsavin1sasdulnandilsa
Fenala swdsmdnlaidnisudsivesifasenailals lnenisidenaunulnanaesnis
M990V STUVIUHURNIINTINEOU waswninauuiinisudaseunsulsfiivaslifazananle
dldanunsadendniulndivgnsiaaeuaudrdguesiidnoumdala Jeanunsaldaulaniy
Taguszasduazvouafiauiinvinlanathmingld
4.1 a1 IALUUY
nsdnviszuuNsianstawisisenala lednsantiumuinszytuseuluuni 3 lagld
TUsuAsy Visual Studio Code tagn1w1 Python lun1swamunsyuu Saililananisaiiueu

v

J

be

4.1. MNIBNITVINIUVDITTUY
wivenanvedlusunsuasianslunvun 4 Yu laun ‘Select Directory’ Button,

‘Scan’ Button, ‘Delete Ransomware’ Button lay ‘Quarantine’ Button

-
’ Ransomware Detector — O X

Selected directory: None
Select Directory

Scan

Delete Ransomware

Quarantine

Ui 7 wihaeuanyeslisunsy
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- Select Directory Wuludmsuidenlnanesiifoinisauny
- Scan Wududwsunisaunulnaiilaviinisdenun
- Delete Ransomware (Jutdudmiunisidenauliaiiawnuaslifasenailawssiiog

- Quarantine \ududmiuinfulwandlisasenanlouliey

4.2 \flapanidu Select Directory azunthansdmsudeninaneluiniaavely

- v A B > This.. > Desktop

Organize » New folder ?

= ~
) 1

v ick access =
* Qu HxDSetup S New folder

B Desktop #
L. Downloads #

! Documents #

PDFExtract-mai

a Pictures - -

B data
B et

BB RansomwareDe
RSW - Copy

Folder: | RSW - Copy

Select Folder Cancel

= P P - < = - 3
Eﬂw 8 LL@WJWU7W7JZVL@@HZW@L@@?ﬁ7HZHLW?@0?7EJJWQLW@?7]@\71272’27
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4.3 \dlenaideninaneiud Negvadvlanesiifenizuansidiurnvesly

Selected directory: C:/Users/ASUS/Desktop/last
Select Directory

Scan

Delete Ransomware

Quarantine

JUR 9 uannagnsninaenwawmas

Souece Code Select Directory

self.select dir button = tk.Button(frame, text="Select Directory”, command=self.select directory)
self.select dir button.place(x=5, y=2)
self,select dir button,config(height=2, width=15)

self.select dir label = tk.Label(frane, text="Selected directory: None", bg="white", wraplength=500, justify="left")
self.select dir label.place(x=122, y=0)
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select directory(self):
self.selected dir = filedialog.askdirectory()

self.select dir label.config(text="Selected directory: {}".format(self.selected dir))

gﬂ‘ﬁ" 10 Source Code Select Directory (2)

4.4 JanantawmeinfeinsaunuiEauiesudn Winnsaunulaaadniilu Scan e Eun1sauny

gdounglinalu Scan taandalilitinismenivamas sunsuazuansuiseuliiaaninawmaingiasnig

aununaw uaznTawmainawnulidillafaBanenldudesineg azuansdiapanuiiu “Ransomware not

found”

Select Directory

Scan

Delete Ransomware

Quarantine

Selected directory: None

° Please select a directory to scan

OK

JUA 11 Taunswwdusewliiden Wawme sesnisaununau
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' Ransomware Detector — m] X

Selected directory: C:/Users/ASUS/Desktop/team
Select Directory

Ransomware not found
Scan

Delete Ransomware

Quarantine

JUR 12 waansuaasnsaunulname i Wl lafaGunAlauslsaeg

lunadliaunulnaimesfiitlafaFand-ldulwineg azuansdiapauiiu “Found ransomware” s
Foafiagaeslnaiiu uardereslafaGananlanaglulndiu

' Ransomware Detector — a x

Selected directory: C:/Users/ASUS/Desktop/last
Select Directory

Found ransomware at: C:/Users/ASUS/Desktop/last\TRACERT EXE
Ransomware: Sodinokibi (REvil) ransomware

Delete Ransomware

il

Quarantine

JUA 13 waansvesnzaunuinaweiiilaiazanald
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Source Code Scan

self.scan button = tk.Button(frame, text="Scan", command=self.scan directory)

self.scan button.place(x=5, y=50)
self.scan button.config(height=2, width=15)

;ﬂﬁ' 14 Source Code Scan (1)

scan_directory(self):

if sel ected dir
<.showerror("Error”, "
return

self.ransomware_found =

for root, dirs, files in os.walk(self.selected dir)
for file in files:
file = os.path.join(root, file)
with open(file, 'rb') as f:

contents = f.read()

for signature ,ransomware name in RANS( E_STGNATURES.items():
if signature in contents:
self.ransomware_found =
self.result label.config(text="Found r : {}\nR are: {}".format(file, ransomware name), font=("Helvica", 18), fg =
self.delete button.config(stat
self.quarantine button.config(sta
return

self.ransomware_found:
self.result label.config(text= 0 ( a", 10), fg = "blue")
self.delete button.config(state="di ¢
self.quarantine button.config(state

gﬂﬁ’ 15 Source Code Scan(2)

4.5 1Nt wngldresnisidenaulwdnilsaiencilauleiney awnsafenadniiduaula

Y

Viufl Fau Delete Ransomware zanunsaldeulandeiiowslndnilsaionalaulsiey

windu Fadlefl¥naniiva Delete Ransomware wéaunsavinisidalndlasasenalaliass

(%

au szuanadenuiisnuevesdudu “ Ransomware file was deleted”
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Selected directory: C:/Users/ASUS/Desktop/last

Select Directory

Ransomware file was deleted
Scan

Delete Ransomware

Quarantine

Ui 16 uanraawsnsiA WA IAA 15

- Source code Delete Ransomware

self,delete button = tk.Button(frane, text="Delete Ransomiare”, comnand=self,delete ransomiare, state="d

f
self,delete button.place(x=5, y=100)
f

self,delete button,config(height=2, width=15)

gijﬁ' 17 Source Code Delete Ransomware (1)
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f delete ransomware(self):
if not self.ransomware found:

cbox . showerror ("Err are found, cannot d

ransomware file = self.result label.cget("text").split("\n")[@].split(": ")[1]

except PermissionError:
self.result label.config(text="Acc¢
except FileNotFoundError:
self.result label.config(text="Ransomware file not found")
self.delete button.config(state="d ed”

delete ransomware file")

gﬂﬁ' 18 Source Code Delete Ransomware (2)

4.6 Tunsainelganudaludesnisianlndniiniswresvadlisasonalanatnuae Weans

Y

naauANUddgyvatlnanawnweslisaiendild anusadennalu Quarantine Wadndiu

o

Idlnewinisavlunendald lneniduasannsaldanuldndedisawnuaslvdnilsasond

Leuslesneg Fadlegldndniiy Delete Ransomware wddanunsavinisidalndlifasendnldla

GERGY) %LLaﬂﬁaﬂu’lmﬁﬁ’luﬂJ’J’lmaﬂﬂuL‘ﬁu “ Ransomware file in Quarantine”

Selected directory: C:/Users/ASUS/Desktop/RSW
Select Directory

Ransomware file in Quarantine
Scan

Delete Ransomware

Quarantine

JUA 19 nagwswasnainnulndlasazanalolddusa



- Source Code Quarantine

self.quaranting button = tk.Button(frame, text="uarantine", comand=self.quarantine ransomvare, state="disab
self.quarantine button.place(x=5, y=156)

self.quarantine button.config(height=2, width=15)

gﬂﬁ‘ 20 Source Code Quarantine (1)

ef quarantine_ransomware(self):
if self.ransomware found:
for root, dirs, files in os.walk(self.selected dir):
for file in files:
file path = os.path.join(root, file)
with open(file path, 'rb") as f:
contents = f.read()
for signature in RANSOMWARE SIGNATURES:
if signature in contents:
dst dir = r"D:\ext\Q
os.makedirs(dst dir, exist ok=True)
dst_file path = os.path.join(dst_dir, file)
shutil.move(file path, dst file
self.result label.config(text="
pt PermissionError:
self.result label.config(text="
self.delete button.config(state=
self.quarantine button.config(state="disa
retcurn
self.result label.config(text=
self.delete button.config(stat
self.quarantine_button.config(

q;ﬂ_/ﬁ‘ 21 Source Code Quarantine (2)

32
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wazilavinisininindiseusesuds Indduasdreleg waines QuarantineFolder

N Sort v

v N B > ThisPC > New Volume (D:) > ext > QuarantineFolder

Name Date modified Type

v W Quick access
M Desktop ’ B i

30/3/2566 13:28 Application
' Downloads

! Documents

& Pictures

I data

I ext

B RansomwareDetect

Il team
B This PC

€8 Network

1item |

JUA 22 uaavuagnsnsiniulWa 1157 Wawes QuarantineFolder
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4.7 Jefldindulwdiaidunds mndosnisnsavaeusazyiinisidaaunsavilalaedilui
seuUlnaLnes QuarantineFolder Fwtivenanvadlusunsuasivuvianun 2 Yuse “Select
Directory” Buttton iag “Delete ransomware” Button

- yvenanvasszuunniulndlsasenalla

' Quarantine Folde = O

QUARANTINE
FOLDER

Select Directory

Delete ransomware

JUR 23 mihaeuanaavssuuriniuivalafaGansdllo

N v

wannslduvesluiiaail
- Select Directory Fanlnamesiaidngenisinanmunnieglulianes

- Delete ransomware manlnandennelulnawmes
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4.8 dlegflvinisaanluiidu Selec Directory asuanmiiwinslydldnudelnanesiisenis
A518N13LE Feazanunsaienisianiglilaines “QuarantineFolder” Wity yniden
anesou aziansnasstonnuuiasiowdy “Please select a directory named

'‘QuarantineFolder' " wsivinniaanidu QuarantineFolder TUSHNTUALWAAITIENIT NS LY

awmasviud

f Quarantine Folde = O

QUARANTINE
FOLDER

Select Directory
° Please select a directory named 'QuarantineFolder

Delete ransomware

Uit 24Tsunsu uansnaawsnisden ameiau
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# Quarantine Folder - O

QUARANTINE
FOLDER

calc.exe

Camera.exe
Select Directory cmd.exe
dfrgui.exe

Delete ransomware

Uit 25 Waunsuuansuaanslunisidenawes QuarantineFolder

o
Y

Tnesenisindiuansnelulnawes QuarantineFolder fudulwavisnuengldlavinnas

v o

Anfueld TunsaligldaudainisnsaaeuanudiAgyvaddnanewinismdn
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- Source Code Select Directory

self.select dir button = th.Button(frame, text=" ' y", comand=self.select directory, font=
self.select dir button.place(x=10, y=30)
self.select dir button.config(height=, width=15)

self.select dir label = tk.Label (frame, text="Se e", pady=19, font= rey", wraplength=150, justify="left")
self.select dir label.place(x=10, y=70)

gﬂﬁ’ 26 Source Code Select Directory (1)

f select directory(self):

folder path = filedialog.askdirectory()

if os.path.basename(folder path) != "Q
mess box.showerror(“Error", "Please select a directory named ‘Quarant

self.select dir label.config(text="S d : {}".format(folder_path))

self.file list.clear()
self.listbox.delete(@, tk.END)

files = os.listdir(folder path)

for file in files:
file path = os.path.join(folder path, file)
self.file list.append(file_path)
self.listbox.insert(tk.END, file)

gﬂﬁ’ 27 Source Code Directory (2)
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4.9 denihlusunsuuanssensilaudy gldanunsadenliandenisinda dsaunsadenauls

1NNIMTIINEMIUANUADINTS

QUARANTINE
FOLDER

calc.exe
Camera.exe

Select Directory cmd.exe

dfrgui.exe

Delete ransomware

sUA 18 udanndenWaiawsaden lauinndimise s

- Source Code listbox

self.listbox = tk.Listbox(frame, selectmode=tk.MULTIPLE, width=29, height=12)

self.listbox.place(x=200, y=12)

7171 29 Source Code listbox (1)
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update files list(self):

self.listbox.delete(0, tk.END)

self.file list.clear()

self.folder path = self.select dir label.cget("text")[11:]
files = os.listdir(self.folder path)

for file in files:
file path = os.path.join(self.folder path, file)
self.file list.append(file path)
self.listbox.insert(tk.END, fil

self.delete button.config(state=

gﬂﬁ’ 30 Source Code listbox (2)

4.10 Wadanlnaniden1saulieusaeudd amunsananfidy “Delete ransomware” e
fdnlndndenleviui wazileaursarmdnlndlsasunealaladisavzuaninanitoniuiiie
Y oA o W calo &
Wi RauN1AdRlNANESD

QUARANTINE
FOLDER

Select Directory
0 Ransomware deleted successfully

Delete ransomware

JUR 31 udenisudasiaunisiia iWad e
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wazmngldeunanilu OK nilnlilsunsuazinnis Refresh finaasiinpauiiuanslngnialy

awafiui WaldnaulidnlWaniaaniiu 4181700130 1A A5 RLLAY

’ Quarantine Folder =

O

QUARANTINE
FOLDER

Select Directory

Delete ransomware

, , .
JUA 32 Tsunsuuaauaans linsud Waidengniiamaiaduuas
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Tuuniagnamiaunasuiasdolausuuzvesssuunsadufognaumearusiunsasnsty
ydlaiued JULUU Data breach laifuiugiufiazainlugnisanisieoly

5.1 agunan1saniung

5.2 dywiinulunnsfing

5.3 YoLaUDLLUY

5.1 ggunan1saiunis
JEUUATIRTUABANAINN AU uAsaandeni1lelues JULUY Data breach i
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Sunalanudadunneluldlaeldmaiia Signature-based Aenisasraminasunsielnanis

v [

Juangia mdshash nqueesiigamiliinissusuuazuladdidue binary dmiy
nsnsdunelulndfidosnsmaaey uarldimmaaeunisiaunasUssdnsamuessyuy
mnlidiegaisnddusunmowas ndiivaonse
asUnansnaaeusruuaTIadufeanaunsanuiunsUaendevndleiues ULUU Data
breach UuszUUU{TANTS Windows leinssuuanansavinisnsadulidiidutauid Senenla
18 Tnonsaunuitaglldnelulnawmesfidonidiovhmsaunu mnngluliawesduiinnniimds
Ind szuufagyihnsaunuiiazlidnudiau wmnnudawasisonaildssuuaznganisaunuuay
uansfiog To vesliddsnan wnetay binary wazviisvesiawasiFonalafinummildidul i
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“Quarantine” Aaga1d1salaanlndsuns189 doen1sLazidanadun15aueenaNAs 8
ARUNMBS ALY MuAUABINSYREltnUULTTUIUATIITUAEANAUN AL UATUARAdY

msliued JULUU Data breach Nianansaldaulaineuazagain

5.2 Jymniiwulunisdnen

5.2.1 MInnsHANsEUURTRduABAnA N saLtiunsasnfemsleiued suluy
Data breach szuudslidanunsansiaduliawisisendlalannuiin

5.2.2 vdannidenaulyidluList Box veswiQuarantine d15auda srensdelldluList
Box azdialaivihnssmandutiagiiu deadonDirectorylvsl s1en1sdielnalu List Box 392
NLAR

5.2.3 winlrlawmesdeniiievinisaunu fnamesegaelu msvihanufasdmudiunm

vesldmaineluliamesiuiuwailnasunseniitawsisenalaazidulndusnginsiaae

5.3 YaLauamus

5.3.1 Wannszuulinisasvaeubinary vildanmsisteyaldan cov Indiiiednesie
msé’wmm%’auﬂa Ransomware Signature okl

5.3.2 14 Model Machine Learning Tun1swamnszuunisnsiadu iielanunsedasizi
fawrsiFonanlanliilugrudeyaldainnng train ua test vesModel Machine Learning

5.3.3 USuugauaraanwuunsidnuuwasniniGUivesssuulllianuivadeunniu
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W lumAuledvas Visual Studio Code udatdan Downloads azuansntinlfidan

N1SANNY

Thdanmuszuuufifnisvasdld wazseliinishnnaasadiu

Visual Studio Code D 3 APl Extensions AP Search Docs { Download

4 Windows 4 .deb 4 .pm 4 Mac
Windows 8,10, 11 Debian, Ubuntu Red Hat, Fedora, SUSE macOS 10.11+

srlnstler (503 D de B o ieson v
System Installer [ EER (M) rpm _ _
o [0 EmE orgz (2] [ () C! (R [T
Sna Snap Store
TR o] "

cu

o v sy . o -z
sUi 33 minduladuansiidannisins
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LIDANAWESIFUY zuaAINLNFIUAIUNITEANSURDU LY
T¥i@an ‘accept the agreement’

alAan Next

. . Setup - Microsoft Visual Studio Code (User)
Visual Studio Code Up . D Search Docs

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

'| GETTING STARTED

Overview This license applies to the Visual Studio Code product. Source Code for . ,

Visual Studio Code is available at https://github.com/Microsoft/vscode V5 Code n Acton
SeTup under the MIT license agreement at Top Extensions
CET STARTED https://github.com/microsoft/vscode/blob/main/LICENSE.txt. Additional First Steps

license information can be found in our FAQ at

USER GUIDE G e _t t| n https://code.visualstudio.com/docs/supporting/fag.
(

Keyboard Shortcuts

Downloads
SOURCE CONTROL MICROSOFT SOFTWARE LICENSE TERMS _—
TERMINAL Visual Studiod MICROSOFT VISUAL STUDIO CODE ends
LANGUAGES available for W ipt and ¥ fueetinsink
. Subscribe
—_ NOde.JS and ha gizccep:the ag:r:hement t ' C#, Java, T\ N cri t
. (0)1do not accept the agreemen S Ask questions
Python, PHP, G
JAVASCRIPT y ¥ Follow @code
Cancel
TYPESCRIPT () Request features
® Report issues
PYTHON . : . - £ reo
Visual Studio Code in Action S

IAVIA

el’ o dl’
E‘UW 34 ﬂ@ﬂﬂ?l/ﬂ??‘ilﬂj\/il/wﬂu’l?l
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WIUNTFAN Setup

\d0n ‘Create a desktop icon’ LNBAS NN NAAEMSULTUSUATH thag

nyyaaeulviuiladn "Add to PATH" lagniden

NAIINUUAAN "Next"

»{) Setup - Microsoft Visual Studio Code (User) - X
Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Visual Studio Code, then click
MNext.

Additional icons:

Create a desktop icon

Other:

[] Add "Open with Code" action to Windows Explorer file context menu

[ ] Add "Open with Code" action to Windows Explorer directory context menu
Register Code as an editor for supported file types

Add to PATH (requires shell restart)

JUR 35 uamswiein Setup

50
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Aan ‘Install’

)a Setup - Microsoft Visual Studio Code (User) —

Ready to Install
Setup is now ready to beqgin installing Visual Studio Code on your computer.

Click Install to continue with the installation, or click Back if you want to review or change any settings.

Additional tasks:
Additional icons:
Create a desktop icon
Other:
Register Code as an editor for supported file types
Add to PATH (requires shell restart)

< Back Install Cancel

= P P -~ 2
3‘7_/‘1/! 36 WENUAAIANNTaN TN 19RA
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solin1sAndILasaEY

ﬂ Setup - Microsoft Visual Studio Code (User) — x
Installing
Please wait while Setup installs Visual Studio Code on your computer.
Extracting files...

C:\...\Local\Programs\Microsoft VS Code'\resources\app\extensions\theme-monokai\package.json

Cancel

>~ ) =~ 2
EUW 37 NUIBNURANNI1TAALN
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AaN ‘Finish’

ﬂ Setup - Microsoft Visual Studio Code (User) —

Completing the Visual Studio Code
Setup Wizard

Setup has finished installing Visual Studio Code on your computer. The
application may be launched by selecting the installed shortcuts.

Click Finish to exit Setup.

ﬂ Launch Visual Studio Code

< P v s 2o
3‘1/7/! 38 NUIAWUAIABRUNITEIALNA T

Y a o v Y
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) File Edit Selection View Go Run Terminal Help Visual Studio Code

which can be debugged
or run.

Run and Debug

To customize Run and Debug,
and create a launch,json file.

TERMINAL +

~ BREAKPOINTS . - y ’ Python
i fETS D: \ext\QuarantineFolder\cmd.exe
B Raised Exceptions d'F>glli\zxe \ 18t Python Deb...
D:\ext\QuarantineFolder\dfrgui.exe
W User U ght Exceptions PS D:\ext>

®oAo & @ Golve A 0

¥ Uncaught Exceptions

JUA 39 mihlisunsuuassnsaaiaizeusae

%11 Desktop wuanisanamiun1sitaly

Visual Stu
Code
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JUPBUNISLADNINALRADS

NADINITAWNU

Selected directory: None
Select Directory

Scan

Delete Ransomware

Quarantine

sUA 41 wihaeuanaeslisunsy

panfiva Select Directory tialaaninainesnaeenisaunu uafentiawmes

N1789N15 wazAan Select Folder

MW > This.. > Desktop

= ~
T 0 — -_—

Organize ~ New folder

v Quick access | =
* Qu = HxDSetup last Mm New folder

BV Desktop *
ok qrt RSW

! Documents #
- PDFExtract-mai
a Pictures

R
n
B data
.- . - -

B RansomwareDe

RSW - Copy team test

Folder: | RSW - Copy

Select Folder Cancel

>~ o P - = = -
U a2 whsaldiaenawesnie lumresnauianes
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' Ransomware Detector — O X

Selected directory: C:/Users/ASUS/Desktop/last
Select Directory

Scan

Delete Ransomware

Quarantine

JUR 43 uanamaansnmndenwames
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A A ey = Y ¥ ¥ o a Ay A a
WwaraninalaaiNfasnsaunuEaLTaauan ’Lummammu‘llmmnwuu Scan WaLTNNITALLNY YN

Wawainaunulaidlhiadenanlawlsdtey azuansdiananuiiu “Ransomware not found”

' Ransomware Detector = O X

Selected directory: C:/Users/ASUS/Desktop/team
Select Directory

Ransomware not found
Scan

Delete Ransomware

Quarantine

JUA 44 Taunsuusasioulfiden iawmafnaunisaun

Tunsdinaunuinawmaindhiasendnldulssisag azuansiinnnuiiu “Found ransomware” sna
fosfagaaelndriu uasdaveslaFazansnlonag ulvdiu

¢ Ransomware Detector - [m] X

Selected directory: C:/Users/ASUS/Desktop/last
Select Directory
s Found ransomware at: C:/Users/ASUS/Desktop/last\ TRACERT EXE
an Ransomware: Sodinokibi (REvil) ransomware
Delete Ransomware
Quarantine

JUA 45 uamsnaawsnsaunulwame Al lhsaisunanlousksong
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& 2% = saay o Yo o 1 = a al v
NN ngldresnsidenaulianilsaieneilauwlsined anunsadenadniiduauls

L%

Viufl Fau Delete Ransomware zanunsaldeulansdeiiowalndnilsaionalauliiey

o ' '
U =2 a A

winlu Fadledldndniivy Delete Ransomware wavanunsavinisidalndlsasenailalaiade

au zuanstoruiidnuunvestudu “ Ransomware file was deleted”

’ Ransomware Detector = O X

Selected directory: C:/Users/ASUS/Desktop/last
Select Directory

Ransomware file was deleted
Scan

Delete Ransomware

Quarantine

'
ol
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Tupsalngldnudilidosnismanlnaninisulsivedhdaienelanawnuiae wenis
nRaeuANLdAgyvetlnanawnusliFasendqld anunsadennadu Quarantine weafinfu
Idlineuihnsaulunenddld lnenduesannsaldinulanredioaunuaslnaifilsasone

Lowlasieg FuflefldadnfiUu Quarantine wanazuanadonuniurweIduly

“ Ransomware file in Quarantine”

Selected directory: C:/Users/ASUS/Desktop/RSW
Select Directory

Ransomware file in Quarantine
Scan

Delete Ransomware

Quarantine

N o - o o calaly o o Ly o
3‘7_/7/] 47 LLZV?NN@@Wﬁﬂ7?ﬂﬂﬂuZ(V\/ﬂWilzﬂ?ﬂﬁﬂ/ﬂﬂ'?zﬂﬂf«/dm?@é/

wazilavihnisininindiseuiesuds Indduasdrellegilnaines QuarantineFolder

N Sort v = View v

VN I > ThisPC > New Volume (D:) > ext > QuarantineFolder

Name Date modified Type

v Y Quick access
W Desktop B cilc 30/3/2566 13:28 Application

' Downloads

! Documents

& Pictures

W data

Bl ext

B RansomwareDetect

Il team
B This PC

$8 Network

JU7 48 nasmeaageunisinmulng
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LJJEJQI‘UﬂﬂﬂUIWﬁLﬁiﬁ]ﬁULLﬁ’] ﬂﬁﬂﬁ]@ﬂﬂ’]i@]ﬁ'ﬂf\]ﬁ@‘ULLﬁ%‘VI'mWiﬂ’lﬁlﬂﬂﬁmﬁ’iﬂ‘ﬂﬂéﬂﬂm%’ﬂﬂm

seuulnaLmas QuarantineFolder
' Quarantine Folde - O

QUARANTINE
FOLDER

Select Directory

Delete ransomware

< o o o o ° o -
g‘ﬂ‘Vl 49 Vu']@@”@ﬂ?/@ﬂ??ﬁﬂﬂnﬂﬂu“ﬂ?ﬁﬂ’VQWZV\/@

iegfldvinnisadnluiiu Selec Directory azuanwthnslvigldanudelnamesndesnis
A518N15LE Feazannsaienisianiglilaines “QuarantineFolder” Wity Walionua?

TUSHATUAZARIS18NT NS LUl WA B SYTUT
¢ Quarantine Folder =

(]

QUARANTINE
FOLDER

Select Directory

Delete ransomware

gt 50 uamssrenislndlulwawmes QuarantineFolder
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denihlusunsuuanssensiilauds gldansadenlndiisenisida Feanunsaiden
aulaunnIudalndmumnuAeenig
' Quarantine Folde - O

QUARANTINE
FOLDER

cmd.exe
dfrgui.exe

calc.exe
Camera.exe
Select Directory

Delete ransomware

U 51 udavnindenWaiawsadenlauinndimise s

\dinidenlndnfeinisauiseuiosus awnsananiidy “Delete ransomware” iverindnlngn

donleiudl wazdloaunsamanindhsasenaloladisaasianinaostomnumiowadAouns

o

"nlanduia
' Quarantine Folde = O

Do

QUARANTINE
FOLDER

Select Directory

Delete ransomware
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wazmngldeunanilu OK nilnlilsunsuazinnis Refresh finaasiinpauiiuanslngnialy

awafiui WaldnaulidnlWaniaaniiu 4181700130 1A A5 RLLAY

’ Quarantine Folder =

O

QUARANTINE
FOLDER

Select Directory

Delete ransomware

. , .
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- Source Code Convert md5hash to byte
import csv
import codecs
with open(input.csv/, 'r') as csv_file:
csv_reader = csv.reader(csv file)
next(csv_reader) # skip header row if present
with open(‘output.csv', ‘W', newline=") as output file:
csv_writer = csv.writer(output file)
csv_writer.writerow(['Signature’, 'Filename'])
for row in csv_reader:
filename = row[0]
md5hash = row[1]
byte hash = codecs.decode(md5hash, 'hex’)
csv_writer.writerow([byte hash, filename])
- Source Code Ransomware Detection
import os
import tkinter as tk

from tkinter import filedialog, messagebox

65
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import csv

import shutil

import tkinter.messagebox as messagebox

# Define and initialize RANSOMWARE_SIGNATURES

RANSOMWARE SIGNATURES = {

b'MZ\x90'\00\x03\x00\x00\X00\X0A\X00\XO0WOONXXIT": ‘Ryuk

ransomware’,

b'MZ\x90\x00\x03\x00\x00\X00\X0A\X00\X00\WOO\X ST 'Sodinokibi

(REVil) ransomware',

b\X6A\X6A\XT7 2\x6a\X6 1\X76\X6 1\X00\XxAd\X53\x57\x53\x6f\x66'": 'Maze

ransomware’,

b \X55\x55\xaa\xaa\x11\x1 1\x33\x33\x00\x00\x8e\xe5": 'Dharma

ransomware’,

b"X21\X3c\X6 1\x72\x63\x68\x3e": 'Locky ransomware),

b"\x00\WX4d\x5a\x90\x00\x03\x00\x00 X000 \X00\X00\X00\WAXFAXO0\X00":

'WannaCry ransomware),

b"\x2e\x74\x6f\x72\x00\x00"'GandCrab ransomware’,



67

b"\x30\x82\x0 1\xfFAX02\x0 1\x0 1\x04\x04\x00\x02\x00\x00\Xx00\x8 1\x88":'Cryp

toLocker ransomware’,

b"\x4d\x5a\x90\x00\x03\X00\x00\x00 04 \X00\X00\X00\XAXAX00\X00":'Petya

ransomware’,

b"\x6 7\x33\%33\x00\x00\X00\X00\x00\x00 \X00\W00\X00\X00\X00\WO0\X00\X00\
x00\x00\x00\x00\x00\Xx00\X00\X00\WX00\WX00\X00\X00\X00\X00\X00\X00":'Locky

ransomware',

b \nN\t\xa2\x1c/(\xc8\xc5\Wb5\xd 1h\xfe\xb6h\xa8\x0b" :'
VirusShare 0a09a21c2f28c8c5b5d168feb668a80b '

)

b"\XbclL\xe 1\xdOFoBI4\x18\xd6[\x9a\x1e\x88\x0f' !
VirusShare bcdceld0466f42493418d65b9a1e880f '

)

b'0\x86\xd 1h*\x10\xbc\xa6\x19E\xcc\xca\x93\xcc\x80\x98" '
VirusShare 3086d1682a10bca61945cccad93cc8098 "

b"\X06\x83\Xb5\x86\X3\Xb9\xeaz\x06 \xdA\xd3\x1 5UNXF3\x11\x80" '
VirusShare 0683b586f3b%ea7a06d4d31555f31f80 ',

b"\Xxd7M\xae\xe5\x15\xbdZwW\xf2\x99\x15\x1aV\x8c\xb5z' '
VirusShare d74daee515bd5a77f299151a568cb57a ',

b'~\Xxf3Q*\xf9Z\xe 7\xb3=B\Xx9NXOfE\XO5WAxaf" '
VirusShare 7ef3512af95ae7b33d42990f450557af |



b"\Xx8AX9dmM\xa5\xbO\xc 7\xb8\xbc\x8e N\x90\x80# \xae\xb 7\xf1'
VirusShare 8f9d6da5b0c7b8bc8e7d908023aeb7f1 |

b'1\xcd"\xb7\xcd\X84#T\x83B\xfeH1\xbek<" '
VirusShare 31cd22b7cd8423548342fed831bebb3c ',

b"\xa0%\X9c\x15\Xb0\xcb\x1b\Wxc6\x93@GNn\x03\xacp\xb0" '
VirusShare a0259¢15b0cb1bc69340476e03ac70b0 ',

b\t?bAX1b\xdAxc2\xfA\xc9\xe8\xe5\t '] !
VirusShare 093f62661bddc2fdc9e8e50920605d20 ',

b'Y7\xcA\xef\xa8\x8b\x85\xe 7\xcc\x16\xecl\xd 1@G\x96' !
VirusShare 5937cdefa88b85e7ccl6ec6cd1404796 "

b \Xd6\xd5\XIM\X08N\Xef 7TK\xeA\X83:\x1 T\xb 7.\xf1 " '
VirusShare d6d5ff084eef374bed833a17b72ef120 ',

b \xd7\xc3\x1fO\xc9\x1a%)\xab\x08\xfA\x89\xe9I\xad\xf1\x9a'
VirusShare d7c31f4fc91a2529ab08f489e9adf19a ',

b'-0\XxdIWAX0 7 \Xdd S\Xb6\X0C\XaI\XFONXC 7TM\xd 1d\x90":'
VirusShare 2d6fd97707dd24b60ca9f0c74dd16490 ',

b'=\x13\x128\xb8\xd6)Sa\xc6f\xde\x0e\xacE\xd4' !
VirusShare 3d131238b8d6295361c666de0eacd5dd |

b"\XccMXCNXFA\Xx 1 D\X89YE\xad\xc 1\x9aE \xfb\xf1\xd1' !
VirusShare cc5ec9fd1b895945adc19a4560fbf1d1 "

b'8&D\Xb 7KVAXf8\x81{d\xa1T\x0c\\\xaas":'
VirusShare 382644b74b56f8817b64al540c5caa’3 ',

1

1
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b\Xb1\xbe\x1cN8\X9a\xb6\xad\xdd\xa2\x05\xb0S \n\xe8" '
VirusShare blbelcde389ab6addd4a205b0242e0ae8 ',

b WXac\Wb0AXI5\xd 7\x13\xb Iw/Axb A SO !
VirusShare _acb05e95d713b1772fb96a5e607d539f ',

b' \xcd\xd5r\xeO\x7fP\x86\xc 1\x8 1\\OJj\xde\x10' !
VirusShare 20cdd572e07f5086c1815c4fdabadel0 ',

b"xe0\xdN\xfe\xdb\xfc"J\xcd\xd 17eNE\xd2d\xdb' :
VirusShare eOdffedbfc22d4acdd137654ed45d264db ',

b"\xeeM\xd0\xe3M\xe9e\xca\xfo7Q\x92 \xcc\xc3' !
VirusShare ee5ed0e35ee965caf937519260ccdac3 "

B \XcA\X9H\X0 7\xa0Q\xe\xd8\xef\r\xbe;\x05\x93\x1 7\x83\xe5'
VirusShare cc9407a051e9d8ef0dbe3b05931783e5 |

b \xeel\xad\xaf\x8d\xca\xcA\xdd\x7f6D\x90\x8d\x85\x 1a\xda'
VirusShare eed9adaf8dcacddd7f3644908d851ada |

b'R\Wde\x90\x9ah\x08\x91]\xf92" 6\xb3C\x10a" '
VirusShare 52de909a6808915df9326036b3431061 ',

b't\Wb 7\x08K\xe0sH\x8A\\X14L\x12\xda\xb0O\xfd\xbe" '
VirusShare 74b7084be073488f5c144c12dab0fdbe ',

b'e\x8d\xch9\x9e\xfa\xa7B\xd 7\x0c\x89:rFIN" '
VirusShare 658dcb399efaa742d70c893a72466cde |

b \x0e%@\x82\xe8\x87d#\xfbu\xc5i\x8f\x98/\xad' !
VirusShare 0e254082e8876423fb75c5698f982fad "



b"\Xf3\xb6 \Xbd\xf9:\x05K\X8b \Xc3\x07@\x99\x95w" '
VirusShare f3b620bdf93a054b8b60c30740999577 ',

b e INh\X8AXFC\XbOUXCOHXC2K\X 188y \xIfY-" '
VirusShare e14e6884fcb075c6c26b1838799f592d ',

D \Xb\XINXBT\\76\x1a\x81\xce\x97\x89t\xa9c\xca" '
VirusShare bc99875¢c37361a81ce978974a963ca22 R

b' \Xc7\xceg\x9d\xdem\x81a\xc0\xb2\xdc\x80\x82\x19\x95" '
VirusShare 20c7ce679dde6d8161c0b2dc80821995 ',

b"\x93\x81h{\xbaP>&=Wq\xef\x0fs\x0e\xb0" '
VirusShare 9381687bba503e263d5771ef0f730eb0 |

b"\xba\xa0\x98F\xb0SA\x83\xef\x89,n\xbe\xbd\xcO{' '
VirusShare baa09846b0534183ef892c6ebebdc07b |

b'-NXcA\WXdb\WbIWI0r \x15\x0b\x85p\xe8\Xbf T' !
VirusShare 2d49c4dbb990725f150b8570e84abf54 |

b XWX 189=\X84\x14d\Xx8IYAE4*g\x87cA" '
VirusShare 5818393d84146489595e342a6787635e ',

b"\xc8\xdca\x8b,\xd7\xde\x1c\x905\xad\x06\xa8~\xcd\xad' '
VirusShare c8dc618b2cd7de1c9024ad06a87ecdad |

b"\x9e\xc2\xd 1\xcfK\c 7TEO\Ng\t\x00k\xa0af' '
VirusShare 9ec2d1cfdbc745300a7109006ba06166 ',

b"\x02\xed\xe61\xa3\xa1l(\xa7[\xfO\xa2p\x8bj7;":'
VirusShare 02ede631a3a128a75bf0a2708b6a373b |



B"\X9IEWAXB8AAX08\xaeu\xe5\xd8~\xac\x00,\x11ei\xe2" '

VirusShare 96578f08ae75e5d87eac002c116569e2 ,

b X\x7A\xee\\\x8d)\x03\xcd\x82*\xfbv\xcc\x1b&T' ;!

VirusShare 587fee5c8d2903cd822afb76cclb2654 ,

b"\xef\xeb]\xe8c\xd5"\x9d\x93z\x0eR\x9 1;#0" '

VirusShare efeb5de863d52a9d937a0e52913b2330 ,

b"\xad\xd21 \x05\xdb8]\x88\xd7\x07\xaf\x03\x0cl@" '
VirusShare add2315f05db385d88d707af030c3140 R

b \Xbd\xcAt\xd\xc452\xb 5 AxfA\x8b\xe2\xcN\xaa\x97u' !
VirusShare bdc474dfcd3532b52ffd8be2c9aad9775 |

b\Xxb19\x1cK\xbeCL\xe6\xe8\xf8/\xf6\x0bL\xcb\xdf' '
VirusShare b1391cdbbed3dce6e8f82ff60bdccbdf |

b \x9a\\\xb2\xe8bb\x8d\xd5\x0c\xa8\xdd\x13\r\x8bu\xfc' '
VirusShare 9a5cb2e862628dd50ca8d4130d8b75fc |

b"xd7\xda\WXf6\xe89\xaf\x15\x9d\xb9 &ST\xdfg\wxd1" '
VirusShare d7daf6e839af159db95f265354df71d1 p

b"\Xb3\xcd\xd9A T\xd6\xf3a\xe 1\x9f7\xe5\x80\xedA5" '
VirusShare b3cdd95e37d6f361e19f3fe580e44135 ',

b"\Xx1c\xd 7\ XOAXbAX 1 cP\xef\x1e\x06U\x93\x1 1\xa7~\x9b\xeb'
VirusShare 1cd70fbf1c50ed41e06559311a77e9beb ',

b"\Xf3+\xda@\Wb9\Wd 7\x8c\xf2\xe9Z\xf3\xe5\x8 1 \xca\xad\xd0'
VirusShare f32bdad0b9d78cf2e97af3e581caadd0 ',

1

71



b"Mla0A\t0\X1a\x99\xadR\WX84M\x9a"\x10\xd0"
VirusShare 4d6c61303409301a99a452849a2710d0 ',

b'D\xd3\x9c\xee&8\x1a\xfO\xb\xd9fe\x9e\xfd\xe3t' '
VirusShare _44d39cee26381af9bfd96665%efde374 ',

b'Li\xed\x05\x1b\xab\W8e\xa5\x14\xbb7G\x15\xeb\xacZ" '
VirusShare 4c6ced051bab8ea514bb374715e6acha ',

b"\X87\Xfct\xc2]\x 1 fd\x9d\x8\x807\xe5|v "I !
VirusShare 87fc74c25d1f649d8f803fe57c766049 ',

b"\xaa\xbe\x82\xeeyM\xd2{GUDF\xfc{' '
VirusShare aabe82ee794addd27b47557d2946fcTb "

b"\xefX,:thxbf8\xcel\xd0\xe 3|\xb5\xf1\x 10’ :
VirusShare ef582c3a747dbf38ce21d0e37cb5f110 ',

b'=Tn}g\x895\t\xbe\x1f\x12\xea\x95P\t' !
VirusShare 3d546e7d67892409belf12ea9550095¢ |

b'>\x9e\xd3\x13P\x89\x84#\x93\x1a\xfd\xa6Y\xa8C@':'
VirusShare 3e9ed31350898423931afda659a84340 p

b'F\X84\xa8GIVAXbf|\x12\r\x0 1wAxcO\x1a5\x17" '
VirusShare 4684a8473956bf7c120d0177c91a3517 ',

B" X9 \xe S\XFENE\XAf \XA6\XI T\XFENXOC\XCH\XF2X3\xf6\x92"
VirusShare 9ce5f609df27d697f60cc5f25833f692 "

b"\xa1Z\xa2\xc IWAX08\XC T\X8 7;\xb6VAX 1 8\x0f\xc 1\xbf\xd5" '
VirusShare al15aa2c15708c7873bb656180fclbfd5 ',



b"\x16\xdb\WX99\xb5d\Xx1bk\xc5\xec\x00-\x93\xed.\x1c& !
VirusShare 16db99b5641b6bc5ec002d93ed2elc26 |,

b"\xda\xe8\x10\xed\x8c\xf1\x80\xa9\x9a\x0c\x05"\xb A \xf8\xfO\xb5":'
VirusShare dae810ed8cf180a99a0c0572b4f8f9b5 |

b"\xd8mM\xf33\xf5\x9f\xa5\xc6\xda\xbc\xcax\x05pz\x90' !
VirusShare d86df333f59fabc6dabcca7805707a90 B

b"Xaf\x92\xa20k\xa7\xb9\xfe. \xb9\x93\x8f\x88\xa2" :'
VirusShare af92a2306ba7b9fe5e2e2cb9938f88a2 ',

b"\XcNXC7\X90*|OL\Xad\x90\x85\xd 7\xa8{\x8e\xc6\xd0' !

VirusShare c9c7902a7cdfdcad9085d7a87b8ec6d0 ,

b"\Xb8\xc1\WX93x\xbfk\xb6\Xb8 LKeC\x94\xc2\x10' :

VirusShare b8c19378bf6bb6b8204cd4b654394c210 ,

b'AWXONXbT\X8I\WXXb 1, \xb 5k \Xd\XC T\x8 7\xb5\xce' '

VirusShare 340fb789ffb12cb56b63df76c787b5ce ,

b'/\xe67\xd2(y=N\xaa\xc2\xf7\xbeM?0R" '

VirusShare 2fe637d228793d4%aac2f7bedd3f3052 ,

b'zn\x8b\x1b\x19\xdd)aT\x01M\x0b\xd5\x9c\xel<" '

VirusShare 7a6e8b1b19dd296154015e0bd59cel3c

b"+\WXd96\xals\x1biT\xba'\xa7\x1b5G\xal" :

VirusShare 2bd936a1731b6954baz274aa71b3547al ,

b'o\Xxc0:g\xd8\xc9\xde\xeb\x1d\xec\xe5\xdb\xcd\x9f(n' !
VirusShare 6fc03a67d8c9deebldece5dbcd9of286e "
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b' PO\X9b\x95\xd8\xdal.\xf2;\x00\x0em"t' :
VirusShare 2050399b95d849dadcf23b000e6d2274 ',

b'Y\Xxd8)\xe3\xf3\xfO\xflb,\xc 1\x9 1\x7fAxec\xd8\x1b\x82\x98" :'
VirusShare 59d829e3f3f0fb2cc1917fecd81b8298 R

b"\Xb8.V\Xc5\XxabA\XfI\X00\x 1 b\x86(&tH\X9O\X8f' :
VirusShare b82e56c5ab41f9001b8628267448908f ',

b"\t\Wa 1\WXd\x08/\x84" \xaa\xea\xad\x1 9\x93\x86\xcb\xc5" '
VirusShare 5d09a1fd082f8427aaeaad199386cbc5 ',

b"\xe 1Qi\Xc\x03\xe 7\xf6\x1 1K@\xc21\xbej\x14N' ;!
VirusShare e15169cf03e7f6114b40c231bebaldde |

b\ x08\x9f\xaeKk2\xa 7\xc8\xeb\xb5\xcd\xfa\x04\x 1 d\xf3\xbc'
VirusShare 089faedb6b32a7c8ebb5cdfa041df3bc |

b"\X16\x0bj\x96\x10=\xd8\xca{i\t[\xfO\xc7q\x89"' !
VirusShare 160b6a96103dd8ca7b69095bf0c77189 |

b "X 14\Wdf\xad x99 \xe T\xb8\xc2\ac\x1f\x0clV,-~\xdd" '
VirusShare 14dfad99e7b8c2ac1f7d0c21562c2ddd p

b Xb5\x90\xbA\x15\%88\xa0\x95]\xa2\xdA\x9 1 \xb3\X057\xe5\xbc"

VirusShare b590b41588a0955da2dd491b30537e5bc

b"\XdI\xcd\XfbtHAG\Xxac\\\Xf5l6\xb 7Z\xadT" '
VirusShare d9cdfb74234147ac5cf54936b75aad54 ',

b'7\xa 1 \xd3P\xfe\xd8\xb 7:\xa0\xfaON\xf5\xb8\x1a\x10' !
VirusShare 37ald37dfed8b73aa0fa304ef5b81al0 "

1

1
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b \X0b\X8c\xad\Xx9A\x8dY\x 1 7\xfA\x93\x0e\xb0/\x0b SS\Xf6'

VirusShare 0b8cad9f8d5917f4930eb02f0b2453f6

!
)

1

b"\X88\xa5\x15\xfdy\x9a\xcd\x89\x0 14\x 1fS\x0 1\x0b\x12\x16'

VirusShare 88a515fd799acd8901341f53010b1216

b\r\x0e\x1d{jx\x82\xa3\x18\x92¢c_%aT\xd0' '
VirusShare 0d0e1d7b6a7882a31892635f256154d0

b"\xed\xad\x0clOUX87>\xbbZ \x8eT\xe5\x84J" '
VirusShare edad0c214f55873ebb5ada8e54e5844a

b"\X82\Xf54RVhp\X83\xa5\x92 \xfbcB<\x16' '
VirusShare 82f5345256687083a5925efb63423c16

b"\xec,gPg\xec\xb2&9\xaf\xb2h\x82\xdb0w" '
VirusShare ec2c715067ecb22639afb26882db3077

b0} \xed\x927\x9aM\x91\x13\xad#@W\XC3\xe0'
VirusShare 0c7d5eed923f9a5e9113a4234077c3e0

B\N\X02\N\t\xac\xd4d 7\xb8\xe 1\xc2\r\xcaY\xcO\xf3\xa6":'

VirusShare 0d020d09acd437b8elc20dca59c0f3a6

b \\3\X01\X01M\X9e\Xx05\xce\xc 1 SAxc1L#\W92 ' '
VirusShare 5¢3301015e9e05cec12421c14c239220

b'A\Xbc\xc8i\xf3\x8a\x15m\x1b=-\xc6\x0e \xd0.'
VirusShare 41bcc869f38a156d1b3d2dc60e20d02e

b \XxeNXF1\x08\xb\xeA\xf2G\Xdb\X95\x9 7\xaa\x Ldm@\x8c\xb9'

VirusShare e9f108bfedf247db9597aa1d6d408ch9

!
)

)

!
)

1

1
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b"\Wda\xbcp S\xfAx9d97\xad\xda\x86~\x02'S" '
VirusShare dabc706024ff9d3937adda867e022724 ',

b \xe 1\x9d\x17\x80\xf1.\x0bg\xea\xd3\xe 7E\xbcBT\xcd'
VirusShare _e19d1780f12e0b67ead3e745bc4254cd ',

b \Xdf<u\xd1 w?\x88\xed\xb0b\xb5\xe2\xb6\xd57" '
VirusShare _df3c75d120773f88edb062b5e2b6d537 ',

b \xb7\xe1\x16V\xc0,\xbOv\xcc\x1d\xad\x87Tm=D?" '
VirusShare b7e11676c02cb076ccldad876d3d443f ',

B \X85\X0C\X99\xc5\x85\xfd\xbe\x93?#\xc 7\nc~\xa3\xe8'
VirusShare 850c99c585fdbe933f23c70a637ea3e8 |

b’ AON\\WX83K\\\xc3\x12\xa5\xef\xfd ?k\xb8\xb 11" '
VirusShare 414f5c836b5cc312a5effd3f6bb8b166 ',

b'=\xcdM\xa0UEWXda>\x84\x980yR\x11}\xc9"
VirusShare 3dcd5ea05545da3e84984f7952117dc9 ',

b'O\XcAF\x96\xdb\x9f\xee XXX L fI#\x82\xd\x81" '
VirusShare 4fc44696db9f21ee9ff91f5d2382df81 ',

b'6\xe5\xa8@\Wxcd\W8ce\x17)\x9a>\xa9/\xf6\xd5L' :
VirusShare 36e5a840cd8c65177d9%9a3ea%2fféd54c ',

b XM 1AXb3\WXbe\xd9\xcb\x12\x92Q+=\x9%e\xd3\xed\xfb'
VirusShare 9f211fb3bed9cb1292512b3d9%ed3edfb ',

b"\xe2\x1aR\xba\x1f\x1bB\xeaS\xb3\xbb\x7f\xab\xa3aX'
VirusShare_e2la7dbalflbd2ea53b3bb7faba36158 B

1

1

1

1
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b"\X01\WXbd\WX02\xba4" \xcd\xc 7\xb9\xbd\xdcP6\xd3\xed5P" '
VirusShare 01bd02b422cdc7b9b4dc5036d3ed3550

b \xe6\xe3K\x0ee#\x18\x1c\x8d\xdbk\xc2gQ3\xd0' '
VirusShare e6e34b0e6523181c8dd66bc2715133d0

b"\x84\x1a\xcaV\xc 1\xddjx\xdc\x0f\x0eM/"\x05' ;!
VirusShare 84laca566cc1dd6a78dc0f0edd2f2205 ',

b"\X8M\X85N\X13u\xa9\xb2DY\x1a\\\xe 7\x87m]' :
VirusShare 8fdd854e1375a9b244591a5ce7876d5d ',

B \Xc8\x83\x16\xfb-\x06\xd IN\xcN\xbeco\xf3kP\xb8" '
VirusShare c88316fb2d06d14ec9be636ff36b50b8 |

b'S\XcA\WXI0AAVMXT6AMMXBA\WX00WA IXAXOA\XIAXD5" '
VirusShare 53cc90414176f65e6d8d00d178041fb5 ',

b \Xb9hw\x91\x81\xa 7!+i\xc5A\xae\xba4x8\x87" '
VirusShare b968779181a7212b69c541aebd 783887 |

b \XfEK\Xd8\X90\Xf3\x18\xf\x1a\xd2.\x00\xfa\xa0Y\xec\x8b" '
VirusShare f64bd890f318fflad22e00faa059ec8b p

b"\xfbo\xa 7' m[\x1 7\x88G\x8 7\xb 1\x9b\xf1\x83\xa3A\xec" !
VirusShare fba7276d5b17884787b19bf183a341ec ',

b'H\WX92\x8a[\xe8QS5A\xd0 M\xad\xf5\t\x0ej' '
VirusShare 48928a7ce8512434d05fddadf5090e6a B

b"\xe 1\xe9v\x95\x08\xd3\xd8\x1e\x9a\xb0\x85\x86\xd 6 \xce\xba\x00'
;! VirusShare e1e9769508d3d81e9ab08586d6ceballd
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b'P\Xb 7\X12\X88\XCbFV\XfcGE\xa7>\x8fN\xbd\xe9" '
VirusShare 50b71288cbd676fc4745a73e8fdebde B

b"WafA\W88\xdfyy(c]\xcd\xdd\Wxd2\x18\xf2z\x10' !
VirusShare af5e88df797928635dcdddd218f27a10 ',

b'5\XxbAXd7\xd6\t.\xa 7-\xc8;\x8A\x017?> \xe2' '
VirusShare 35b4d7d6092ea72dc83b8f013f3e2ee2 |

b"UpW8bd\x82Q\xaexP\x87\xa 1" xdc\xfd\xbeK" '
VirusShare 55708b648251ae786687al27dcfdbedb ',

B \X93\Xx92\xd N\ xa0\xb 7/D\x08\x8 1 \xa6 C2\xfbt\xef\xc0'
VirusShare 9392d9a0b72f440881a64332fb74efcO |

b"Xa2\xd8\xabvc\xd3\Wxb0\x15\x80\xe 7[\x116\xbb\x98'
VirusShare a2d8ab7663d3b01580e75b1136bb5e98 ',

b"\Xa0*\xffu=\xfA\xb 1:\xd04\xcag\xae\xd9\x85\xd8"' '
VirusShare a02aff753dffb13ad034ca67aed985d8 |

b"\xd0\Wxda"X06\xd35~\xd3\xcc 7\rd\x882*\xb 0" !
VirusShare d0da2706d3537ed3cc370d6488322ab0

b"\Xc2\xdb\r\x85\x16]:"\x9c\xd9\xce\xe2F\xb 1\xa 7\xad'
VirusShare c2db0d85165d3a229cd9cee2d6blarad

b \XbI{\X05vS\WXAA\XIAXBAB\XI60L\X 1 6\xf5\X10\x90" '
VirusShare b97b057624d49f8442966f4c16f51090 ',

b'9\x88k\xa0#\xe0\x88N\XFI\x8b\xchb\xce\xbb\xb1\x93p'
VirusShare 39886ba023e0884ef98bcbcebbb19370 ',

1

1

78



b'Z\xb6\xd6}\ a6 \xb5\xbA\x1e\xbe\xb6\x93 \x8f=y\xd 1’

VirusShare 7ab6d67da6bb5bd1ebeb6935d8f3d79d1

b"\xe2@\xdc\x8d\xdbj\xc6\x9a\x8A\xb5\xce~\x16\xba\xccR' :

VirusShare e240dc8ddb6ac69a8fb5bce7el6bacch2

b VAXF1b\xc 1\x1a\XAXbO&&F8\Xx1b\t\X8 1 M\xf0" '
VirusShare 56f162c11affb0262646381b09815ef0

b'g\xdd\xb5\t~a\x920\xd3\xfaEoX\x 7fsG' :
VirusShare 71ddb5097e619230d3fad56f587f7347

b'NNrxe5\xcf\xb9\x15\xf23\xebuo\n\x04\x81\xcc'
VirusShare 6e6e72e5cfb915f233eb756f0a0481cc

b IV\Xxcd6 S\XFAXBC\XxIb\xd6\x04. $\xec\x 1 d\xbf\x90'
VirusShare 5d56cd3624ff8c9bd6042e24ec1dbfo0

b"\X8LAXBONXF2\Xf3~btVyx\xb5<\x94\xa 1\x80"
VirusShare 8b3480f2f37e6274567978b53c94a180

b', ~t\W8c&\xa0\xd3\xaf\x9e>\xd7A\xfe ) \xc1' '
VirusShare 2c607e748c26a0d3af9e3ed741fedacl

b"\Xc2AX83\xbb\x15\X96r\xef\xffX\xc9\x08\xb8\xad\xe 1\x03'

VirusShare c24183bb159672efff58c908b8ade103

!
)

!
)

1
)

1
)

b"\X13\Xff~$\x89\x98\x19\xd 7\xad\xad\xb 1\xfOu\xdbPA'

VirusShare 13ff7e24899819d7adadb1f975db505e

1
)

b"\xde\xe3\xbe\x14f\x0c\x10@\x1a\x18\x0c-\rc\xbd\xc9'

VirusShare dee3be14660c10401a180c2d0d63bdc9

!
)

1

1

1

1



b"\xfa\xa6\xefO\\Y2\x818\xc60\xc1P\xcd\xdb\xc0' '
VirusShare faa6efdf5c59328138c64fc150cddbcO |

b*\x05\xc01\x95\xb8\xed\xa8\xde\x9c\t\x1c\xfec\x98\xcc" '
VirusShare 2a05c03195b8eda8de9c091cfe6398cc ',

b"Xx82\x0c\xe0<\xa9\xe6\xbd\xcfd\xdd\xdc+4x- ' !
VirusShare 820ce03ca%e6bdcf64dddc2b34782d20 ',

b"\X87;\xb0\xdaVaAL\xcA\x9ba\xe8\xed9\xdb\xc8\x92" '
VirusShare 873bb0da56344cc49b61e8ed439dbc892

B"\xacx(\xO7\xf 1 5{\xe0\xf1\xc 1k\xea\xe8\xd0\xb2\x80":"
VirusShare ac786c07f1357be0f1c16beae8d0b280 |

b"\XbddTwp\X8N\\Xd3\x7AxdaxM\xb4, L \xd0"
VirusShare bd34547770895cd37fda784db42cdcd0 |

b \xe3\x93\xb6\tU\x0e\XcAXf2\x9c\xd 1HT8\xeb\xa5\x14' !
VirusShare e393b609550ecff29cd1485438eba514 |

b \Xf3\X88 T\Xb8\Xfd\W89\xa9\xe 5\ 7TAXfb\xchb \xfbVAX9 7\xb8S "'
VirusShare f38854b8fd89a9e57ffbcbfb5697b853 p

b "Xb50\Wc6{\x8e 1\xcO\XF5B\xdc\x1 7\xb0j\xcag\x90" '
VirusShare b530c67b8e31c9f542dc17b06aca6790 ',

b"\Xb3(\x18f\xc6\xde{\xa3\xcO\xle\xfd \ndG " '
VirusShare b3281866c6de7ba3c01efd200a344720 ',

b"\Xc2\xd6\r\xd2\VAxef\x05\xd 1\xba;; |+ \xcO\x94' !
VirusShare c2d60dd256ef05d1ba3b3b7c2b60c094 |
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b"\X14X\x83\xe8Gs\xad\xeb\xe5\xb 7"\xc8\x0eq\xefx" '
VirusShare 145883e84773adebe5b727c80e71ef78

b'OE\xeaY\xe2\xe20\x1 7\x1 7TM\X7)k\xbOv\x80' '
VirusShare 4fd5ea59e2e24f17174d7f296bb07680

b'w\xe2\xfen\xe3\x18\x88\x8b\xd8\xadh\xf17\xe2,\x8c'
VirusShare 77e2fe6ee318888bd8ad68f137e22c8¢

b"\xcdX\x08\xa2\xc9\xb0\xcO\xaf\xc9\xea\xac\xdb g\
VirusShare cd586c08a2c9b0cOafc9eaac5ddb715¢

b"zi"X0AX01\xe 1\X0b\X9fm\x00Q6\x12\x0cn\xb 0" !
VirusShare 7a69270f01e10b9f6d005136120c6eb0

b"\Xb3\X95\xbd\X98b\Xx83\xbb%\xe6u\xb3\Xc8\X89|\xc3\x03" :

VirusShare b395bd986283bb25e675b3c8897cc303

b"\x1a\Wxc0Wc9,\xdd\xbe\x16\xb5Xk\xeb5\xe 7\x9d\xb9\xd2" :

VirusShare 1ac0c92cddbe16b5586beb35e79db9d2

b"\Xf3\x1dUo\Xf3\x82\xdb\x99#\x8 1 C\xc6\x8e\xda\x15\xb6" :

VirusShare f31d556ff382db99238143c68edal5b6

!
)

!
)

!
)

1
)

1
)

1
)

1
)

1
)

1

1

1

1

1

b'?N\xa6\x13\x97\x83\xcf\x9b\xda\xb 15\x8e\xa2\xde\x10\xe1'

VirusShare 3f7da6139783cf9bdab1248ea2de10el

b"\xab\xd9\x7f[\xebK\xe3\xfe\x1a5\xdc\xde\x90Lq{' '
VirusShare abd97f5bebdbe3fela35dcde904c717b

b'=\xe3~+\xc5Y\xe8\xed8\x88\xae\xafS\xc3\xed\x02" '
VirusShare 3de37e2bc559e8e43888aeaf53c3ed02

1
)

1
)

!
)
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b X0 7\xab,\XIf\O8\XBCR\XfO\X9 11\x81\Xfa\xcfG\x10" '
VirusShare 07ab2c9f29088c52f0914981facfd710 ',

b"\X16\xdc\x93\x85c\xae\x15\xda\x17>~"\x1b\x15DE" :'
VirusShare 16dc938563ae15dal73e7e221b154445 ',

b"\X07r\xbe\Xbc\X96P&\x14.\xee\xd6\xcO\XcC\X0C\xd9\x99'
VirusShare 0772bebc965026142eeed6c0ccOcd999 B

b \Xf3d\xaf\xae\xd 7\x9a\xf1\xb0\x18\t\x 1 5\xa6\xf0&\xa0('
VirusShare f334afaed79af1b0180915a6f026a028 ',

b \x86\xd 16\xfc\xe2\x9c\xc93\xbN\xbbF\x9d[\xbfa"' '
VirusShare 3a86d136fce29cc933b9bb469d5bbf61 |

b \xd6\x84\x96\xc2\xea\xef\x13\xc8n\xb68\Wd0Tn\xa3'

VirusShare d68496c2eaef13c86eb638d0546e7da3 ,

b"\X0A\xec\\dw\xa IH\X88AXb 7#\x8a\xcOl\X97\xe0" '

VirusShare 0Ofec5c3477a1488841b7238ac06c97e0 ,

b"\xbd\xa5\x87\xc4Hf\xa1\x176[ola\xbb\xdf{' '

VirusShare bda587c44866a117365b6f2161bbdf7b ,

b"\x17<P\xfd\x11\xf6\x8f\xe8H\x12\\\xe5\xd4Y\xbd" '

VirusShare 173c50fd11f68fe848127d5ce5d459bd ,

b)/AXf6\xbb62\x88g\xea\xb5\xe8\xedi \xa5\xe0' :

VirusShare 292ff6bb36328867eab5e8e46920a5e0 ,

b'/, \Xc2\x9aVi\x1a&\xdf\x13\x88u\x14\xbe\xb 7\x86\xed'
VirusShare 2f2cc29a761a26df13887514beb786ed ;
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b"\xd 1\xbf\xe6\x8c\xac\n\xealL Z\VAx908\x9bp\xea\xd5'
VirusShare dlbfe68cacOaeadc5a5690389b70ead5 R

b'n\xc5WAxa 1\xaa\xcaY\xe 7 X\xcA\x87e\xfb\xbc\xd3\x03'
VirusShare _6ec557alaaca59e758cf8765fbbcd303 B

b'oWX93\W07JTAOWX8b\X18%\a0l\xbc]) \xcc' '
VirusShare 6f93074a545e4f8b1825a06cbcdabfcc ',

b'O\xa 7D\WXc5\xa2\xd0\xbA\X0b\WX27h\xa6[\x0cOWX06" '
VirusShare 4fa744c5a2d0b40bf23768a65b0c4f06 ',

b'czE\xa2\x12\x940\xecy\x7A\xbbL\xda\xc5\x8af' ;!
VirusShare 637ad5a212944fec797fbbdcdac58a66 |

b'\V\x05\aar 1E3\Wbb\x11\x12’\xc9B2\xb0\xb0" :'
VirusShare 7605aa5e314533bb11127dc94232b0b0

b"\xc1\xd0\Wd5\Wxe88&\Wa T\XfC\XCBN\Xcd\X 7TfN\x9a\xa8\x8 1E" :

VirusShare c1d0d5e826a7fcc84ecd7f4e9aa88145 ',

b X\WeNn\x1c\xdc\Wf2\xbdH\xbb\xfb\x8a)\xbcz*{' !
VirusShare 58e90alcdcf2bdd48bbfb8a29bc7a2arb p

b">r\xbadl,gS\xc5\x9b\xe 7\xcfF\x04\x 14" ;!
VirusShare 3e72ba394c2c6753c59be7cfd6041427 ',

b'6\xe1"\X96\x16\x07\xc5\xca\x15d\t5(G\xef\x10' :
VirusShare 36e122961607c5cal156409356c47ef10 ',

B"\Xcb\X00\x96\x03N\NZ\xb31 1\x16A\X87Q\xb9\xe7" '
VirusShare cb0096034e0a7ab3313116418751b%e7 |



b"\X17\xa2A1\X17-c\x17<.\\\xb 1\xc3\X9c\xa5\xb 0’
VirusShare 17a24131172d63173c2e5cb1c39cabb0

b"\xfO\xaf\xbdz\xf6EzZ\xdaa\xccao@\xfc\xb2T" '
VirusShare fOafbd7af6457ada61cc616f40fcb254

b7 \WX81\xb 1\xd 7+5\Xx9\Xx8dO\Xdb\x82R\xf3\xedy '
VirusShare 3f81b1d72b739f8d4fdb8252f3e47920

B \X90\WXbIPX\XF 1\xfa\x1d\x 1 fPVAXx84\x87S\xbbk\xdf'
VirusShare 90b95058f1fald1f5056848753bb6bdf

b"\xe I\WFOM\X13C\WX08\x83\xa2\x14\x 1 1 \XcI\x13\xf20 ™

VirusShare 60e1f05e13430883a21411c913f26f60

b \XcbWAXF1\xad\x94*{\x98q\x9eJ. \x81\x84\*xa80'
VirusShare cb57f1a4942a7b98719e4a2e8184a830

b'MjPX8c\XdAw\xc3\xf5)<\xa3\xf305\xc4' !
VirusShare 4d6a7d8cdd776cc3f54a3ca3f34f35ca

b"\Xd 7\XOf[j\xa8\xa 7\x82\x08YN\Xfc\X9c\x0 1 \xc\xe 1 \xf3'

VirusShare d70f5b6aa8a782085949fc9c01cdelf3

b'd\WI9ES\xd3\xbbeux1e\xab\x83Y\xe 7\xdfmz'
VirusShare 6499454ad3b665751eab835%e7df6d7a

b"\xcd\Xxf565\xcfa\x1a\x86.\x98\xda\xccGP\x96\xd9"
VirusShare cdf53673cf611a862e98daccd75096d9

b WOfAX01n\xddX\xef\xe2"L\x9aV\XbA\xb 1\x11\r8'
VirusShare 0f016edd58efe2224c9a56bdb1110d38

1
)

1
)

1
)

1
)
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b"\x0e6\xc6\Xx8d\xef\x80\xcOU\xbe\xd6\x9f \x06<T\xd0' !
VirusShare 0e36c68def80c055bed69f3f063c54d0 |

b"\Xx06\xchb\xe 7\xa 1tH\XcOXVX\x1c\WF6MAE\X 10"
VirusShare 06cbe7al7448c07856581cf64d760910 ',

b"\Xxa39{8;JSH\XCT\Xf2\x86\x0e\x16\x 1 7\\! :
VirusShare a3397b383bd4a5323c7f2860e16175c21 ',

b"\x12\xa8F\x01\x9c\x 1 5N\x1d\xe8\x92\xb5\x82\x84\xcc\x03D'
VirusShare 12a846019¢15211de892b58284cc0344 R

b\xabu]StL\x1c\x9c\xbd\x9ellL\xac\x7fw\xfe' '
VirusShare a6755d53744c1c9cbd9ebcdcactfrfe |

b'Ga&\WINX13\x92\x85\xe 7Y\ Xb 7\x04\X00\XfO&d\Xx90" '
VirusShare 4761269f139285e759b70400f9266490 ',

b"\x10\WX88\xf8\Xd0\Xx9 1\x9eCy\xceh\xfO 9 \X90 T\x03r' !
VirusShare 1088f8d0919e4379ce68f99f90540372 ',

b'D\xe3\Wd1\x7fAx8c\x18\xcc|/\xa20\xcf\x13M\x13\xb2' !
VirusShare 44e3d17f8c18cc7c2fa230cf135e13b2 p

b'\r@We5+W0c\xd3\W\x00\x94\xed 1\xeb\x1cOWx13' '
VirusShare 0d40e52b0cd3ff004a%ded31eblcdf13 ',

b \X0AXbAX8c\x9 1\xaf\xd0\x999\xc5\xad~\xdc \xbb<b' !
VirusShare 0fbf8c91afd09939c5ad7edc5ebb3c62 "

b'L\xd5S5\xe2T\xe2\xe8\xee\x928x>u\x90\x90\xd2" '
VirusShare 4cd553e254e2e8ee9226783e759090d2 |
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b'9\XdfPA\xObWAxe 7\x1f\xa8\xdb\x92\x0f\xa6 .\xaf '

VirusShare 397bdf500b57e71f6ca8db920fab2eaf ,

b"\xde'f\xa2~#+\xcA\XfdD\xd8\x9c\xfaG\x8f>" '

VirusShare de2766a27e232bc4fd44d89cfad78f3e ,

b "\XAT\\\X90\X8 7V \Xa9&\XFA\Xf2\x 1 6\xddM\x07\xabXe" '
VirusShare d75c908776a926f4f216dd5e07a55865 ',

b"\X97\xec\xad " \xOb]\x7fd\xf1%|d\x18X\x18D" '
VirusShare 97ecad3f0b5d7f64f1257c6418581844 ',

b"\xa8"\xf4 \xbb\x9c\x99\x17(\xfa\xfd\xcd\xd 7" ;!
VirusShare a822f420bb9c991728f4fd7dcdd72222 |

b"XI I\Xxc 1\ 10M\XF5q\x89K\X8 1\XF6\xcIL \xfa\x9d\t\xbc' !
VirusShare 91c1106ef571896b81f6c94cfa9d09bc ',

b'+E\Xd8y\xff(-\x05@+\xf3$\xacl\xe 1\x80' :
VirusShare 2bd45d879ff282d05402bf324ac6ce180 ',

b"\xaab6}\x94\xa8#F\x0e\x1d\xec D\x9cf\x94j" '
VirusShare aa367d94a823460e14ec5f449c66946a p

b"\xccy\t\Waa\xfcY\xe2/Axf7gU\xe5\x 1 7THAX 11"
VirusShare cc7909aafc59e22ff76755e517486611 ',

b',rU\xb4%\xa9y\xa0\xdO\xfdAw\x94=\x8az' '
VirusShare 2c7255b425a979a0d0fd4177943d8a7a ',

b'/Axce\x1e\xd1\x91 \xfc\x90\xb 5 \x84\xae\xea\x8a\x02\x93":'
VirusShare 2fceled1912cfc90b57d84aeea8a0293 B



b"XOfb-\X0f\x08j\xed\xe 7" \x87\x93"\xfO\xd99" :'
VirusShare 0f622d0f086aede75e2e879322f9d939 ',

b':-hWAXBc\xd6b\x1e\xfd?)H\Xc5\xfO\Xff@' !
VirusShare 3a2d68578cd6621efd3f2923c5f9ff40 ',

b \x9bQ\x8a\xdf@\x1e\x10\xe2\xa9&M\xbbk\xde\x1d\xc5' '
VirusShare 9b518adfd01e10e2a92654bb6bdeldc5 R

b"\x93=\x9a\xc5\xb3\xchb\xce\xc3\xch\xac\x0b\Wx8e\x14\xd8\xbd\xc1'
;! VirusShare 933d9acbb3cbcec3cbacOb8eldd8bdcl ',

b"\X99\Xxb 2\x8d\x82\xfA\x0f\xaa\xdf\xe5\xcf9]\xde\xa8e(' !
VirusShare 99b28d82fd0faadfe5cf395ddea86528 |

b'd~\xb7\xab\x9e\xe7 \xdf\x833C\xcc\xcad\xcd~"' !
VirusShare 647eb7ab%ee72cdf833343cccabdcdre |

b"\x1at\xae\'\xb8\xf3\x96\x8b\x9f" \xe N\XFOOX90\xdO'"'
VirusShare 1a74ae27b8f3968b9f222ce9f94f90d0 ',

b'K\X90\XI8\XC3\WX8f \Wed\W83\Wdb\WX92K\xc5\xco\Xc TA\xeD" '
VirusShare 6b9098c38f5fed83db926bc5c6c741e0 p

b'K\xb0b\xcd\x17\x1dcK@\xf9:5@y\xedP' ;!
VirusShare 4bb062cd171d634b40f93a354079e450 ',

b'&\x0e\xac\xbd;A\x93 7\xf4i\xab\xa2h\x0b\x98™ ;!
VirusShare 260eacbd3b419337f469aba2680b9860 |

b"\xd3\x1e\xfe\x98\x08\x8eD$\xf0\xe8\xd3"L\x1d\xe5P" !
VirusShare _d31efe98088e4424f0e8d3224c1de550 B



b"Xf0\ad)a4\x8cS\xe56\x14\x0e \xad $\x82\x80\x8e" '
VirusShare f0ad29348c53e536140e27ad2482808e ',

b\Xf5\xf6\x155%\x8b\xa0\xa7\x12\nf\xea \xda[p' '
VirusShare f5f61535258ba0a7120a34ea5fda5b70 ',

b \xc1\x1d\xe2\x93\xfa\xbd\xd 1\x10\xcd\xcf\xba\xe6\xe2@\xefp'
VirusShare c11de293fabdd110cdcfbae6e240ef70 B

b"\Xx1d\x86!0\xb2\xe5\xeN\xdAX06\X04F\X14y\\\x1 7\x 10" '
VirusShare 1d86214fb2e5e9df06044614795c1710 ',

b'N\xbd\xe8A@\x03\xb8\xa0\xbd8\x06\x84\xa 7\xcOHC' !
VirusShare 6ebde8414003b8a0bd380684a7c04863 "

b \Xb5RWXc1\X03"L\xe 7\x8b\xd 1\xf5\xe5\x96 SE\xdd\x80' !
VirusShare b552c103224ce78bd1f5e5962445dd80 ',

b"\XdbXi\xb5\x8e\xbA\x80><\x82p\xdb"\xc5\xa2q'" '
VirusShare db5869b58ebd803e3c8270db22c5a271 |

b'*f\xe1dA\xe9\xe6\xde\xbb\xa2\xb3z\xe 7\xbeP' !
VirusShare 6c2a66e16434e9e6debba2b37ae7be50

b"\Xc3@N\Xxc6H\WXb6V\X0T\xe8\x15\d6Qf@\xa2\xf2\xcd' '
VirusShare ¢34049c6b65607e815d6516640a2f2cd ',

b"\x94\xa 1\xdc\xda\xe6\xd 1y#\x07\x9d\xba\xfeV7u\xf0' !
VirusShare 94aldcdae6d17923079dbafe563775f0 "

b'P\Xx17\xbav\x18-c(\xf1(:2?]\x9ai" '
VirusShare 7017ba76182d6328f1283a323f5d%a69 ',

1
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b \X15\xee\xf6\x041>\x0e>\x9dy\xb IM\x0ef+b"’
VirusShare _15eef604313e0e3e9d79b14d0e662b62

b \xe5UOANt(\Wa 1\xf 7R\xde\x98\XIf\Xcf\x99\xac'
VirusShare e5554f410928a1f752de989fcf5d99ac

b \xc1\xd1c\x1aH\xd3\xe9\xae\xb0\xeeu \xc9\xeOEE' :

VirusShare c1d1631ad48d3e%aeb0ee7560c9e04545

b \Xb2\xc1\N\xb 1\x18@nN\x85\xaa\x89\x8 7\xf1.e\xfcO' :

VirusShare b2c10ab118406e85aa8987f12e65fc30

b"\Xxdb\x0c\xa 7\xbbsm\x11\xd8\xf3\x80\xb 1|2\xc5\xbe\xdd" :

VirusShare db0ca7bb736d11d8f380b17c32c5bedd

b"\Xf3\x912\x 1 7\xafK\xa03X\x 1 2\xfe\xb 5\xd04\x90F'
VirusShare f3913217afdba0335812feb5d0349046

b'M\xdd\WXb9\x8d|\d0f\xb3[a\xad\x95F3\x9d\xd 7"
VirusShare 4dddb98d7cd066b35b61a49546339dd7

b"\Xbd\x98=\xd8\xed /Iw\x0fV\xd50\xec\xa3' '
VirusShare b4983dd8ed4206c2f6c770f56d530eca3

b"\Xx96\xd26\x95\xd2\x9bg\xcd\xe9Z\x97\x80dY\xb3@'
VirusShare 96d23695d29b67cde95a97806459b340

b"\X97y\x96\x82\x1e\xaejd\xc6\xb8L2-C\xb8\xbf'
VirusShare 977996821eae6a64c6b84c322d43b8bf

!
)

)

!
)

1
)

1
)

1
)

b\xdd:\x8ee\x08w\x8be\x8aa\x16\xOb\xba\xfe\xa6\xc0'

VirusShare dd3a8e6508778b658a61160bbafea6c0

!
)
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b"\xed\x89\xeaS\X0c\xc 7&1\xc2\xcbc(\X7f[\xdc\xdb'
VirusShare ed89ea530cc72631c2cb63287f5bdcdb

b"\xe8\xf8 \xbcHar\xc1\xde;\x14w\xf3,.y":'
VirusShare e8f820bc236172c1de3b1477f32c2e79

b"\xdf\xa1P1\x85\xaa\r:\x8ap3\xa9f\x14Y\x10" '
VirusShare _dfa1503185aa0d3a8a7033a966145910

b XTIV 7s\XI7\XCcI\XC9,\x8a\X04N\xd 7\x16\xb8@'
VirusShare 195c29877397c9c92c8a0421d716b840

b'H\XF1\X1 7\Xf6\WX0C\Xf3\x1c\x9a_\xad8\x90\x9eWiF'
VirusShare 48f117f60cf31c9a5fad38909e576946

b'C\x1c\xe2"\xa5\xa8\xd8ZeHP\xed2;3\x83a' !
VirusShare 431ce222a5a8d85a65487ded323b338a

b'@@\Xb 7\x7TAX02k\xac\xdd\x18\xd8<\x97Y\x86\x98\xb6'

VirusShare 4040b77f026bacdd18d83c97598698b6

b'2S\"\x17\xadY\x92 1p\xfO\Xx8di\\\xb8B" '
VirusShare 32530d17ad5992203170f08d695cb842

b"\xa8\xed\xbde\xeem\xfdC\xfa, \x96c\xf05\xeb'
VirusShare a8edbd65ee6dfdd3fa2c209663f035eb

b"\Xc5\x920\x07\x9esjul\xf1g\xea\x13d\xe 1\xf 7"
VirusShare c59230079e736a755bf167eal364elf7

b, \XF8AXb 5 \xb8\d5:\x9e\x02\xe 7\x9910\xbdp’
VirusShare 2cf841b52ab8d53a9e02e7996c30bd70

1
)

1
)
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b"\XO0b;[ZKj~\xf56\xbb\x9e\xeN\x98\xb2\x 1 7\xd0' ;!
VirusShare Ob3b5b5adb6a7ef536bb9ee998b217d0 R

b"\xb6\x10\Xx06\af\XfO\Xb8F\Xf7/A\x1blgq\x88\x80" '
VirusShare 27b610066caff0b846f72f1049718880 ',

b"XbaQheC\x8b D\xe0 \xfaT6\x96M\x0e' !
VirusShare ba516865438b6044e060fa5436964d0e ',

b'd\xcc\WXM\Xx14A\x16\x14\xb0\X8fQ\WX86\xe5s \xb1=\xac' !
VirusShare 64ccff141614b08f5186e57360b13dac ',

b'x\xb3\xc 1\xfA\xbbg\x 1 AAxbb\Xx0c\x03\xe 1\xde\x15+\xc2\xb4'
VirusShare 78b3c1ffbb671fbb0c03eldel52bc2ba |

b X\xddf\xe 7\xbf\x07\xaa\x9 1\x8dD\xf 7\xfao\x00\x8a' !
VirusShare 58dd66e7bf07aa918d446cf7fa6f008a |

b \Xfc*\x11\xb0\xed &\xa5\x1a\x03\xec\xal\xed\xfe\xdc\x02'
VirusShare fc2allb0ed5f26a51a03ecaledfedc02 |

b'Ub3\x1 1\xcd\x9a\xdd\xfc\xb\Ax94\xc 7\x80\xOf \x9a[4" '
VirusShare 55b311cd9addfcbf94c7800f209a5b34 |

b'p"X1d\xb3w\xe3\xb1\x9b\x1ay\x9a?\xcd\xd3%h" '
VirusShare 70221db377e3b19b1a799a3fcdd33968 ',

b'D\xa9\Xb3\x87\x88\x84\x8a\xde\x96\xfO\xa0\xcf3\xfd3\x 1f'
VirusShare 44a9b38788848ade96f0a0cf33fd331f ',

b"\xa3>\xe 1\xeIW\xdeQ*\x97'm\xd3\xb9/\xed?" !
VirusShare a33eele957de512a97276dd3b92fed3f "



b"\xeb\Xf8L\XfA\x1b\xf5s\xeb7d\x1fg\xeap\x13\r' :
VirusShare ebf84cfd1bf573eb37641f67ea70130d ',

b"\X8A\XxF5\xbbK\xa0\xd 7\xa1-\x03R\xed \x9cc\x0b\xc1'
VirusShare 84f5bbdba0d7a12d0352ed5f9c630bcl ',

b'2TyuF\x0eT\x99\x1f\xea#\xddh\x8a\xcO\xf0" '
VirusShare 32547975460e54991fea23dd688ac0f0 B

b)\Xd8N\Xa2\x9 1{\xcb\x89\x00\xcd\xcE\xc\xccL \x98'
VirusShare 29d84ea2917bcb8900cd49c6cdccdc98 ',

b'K\xb48TRi\Xx96 X \xfAWKM\xfA\xfd\x98\xec' ;!
VirusShare 4bbd385452699658f4576b4dfdfd98ec |

b"\x98\xee\\\x100\Wxe9\xad\x1 7\xfcAM\xdc2\x1 7\xc9\xbd"
VirusShare 98ee5c106fe9ad17fc5edc322117c9bd ',

b'*\x88\x8e\xfbXg\xbAx83\xb5\xc98\x0 1\xe8f!":'
VirusShare 492a888efb5867bf83b5c93801e86621 |

b"Xb6\xa387?0\xb 1" x99\xa9\xd 7\x8a\x1a\xae\xb2 7\x84'
VirusShare b6a3263f4fb12299a9d78alaaeb23784 p

b"\Xxe2\xfO\xa3)\xf3~\x8b\xd0\X99\x06 \xdc=d\x16\xb0'
VirusShare e2f0a329f37e8bd099065fdc3d6416b0 |

b"'-\X82\xd2V\Xxc 7\xb6\xb5\x8c\xc8\xed\xcdvm:\x90" '
VirusShare 272d82d276c7b6b58cc8edcd766d3a90 |

b'O\X14\x88\xbd\x087P\x83/\x06\xbd"~\xf7\xb 1" :
VirusShare 4f1488bd083f50832f06bd227ef7b160 ',

1

1

1

1

1

92



b"\xe1E\xaa\xcA\xfd T 7\xe3\Xx05Wj\x17yZ\xc3\\" '
VirusShare el45aacffd5437e305576a17795ac35¢ |

b \\\x1d"F\x1c\xe 1\ xba4\x85,G\xbe\x0fd\xb 2\x0f/' !
VirusShare 5c1d22461celbd852c47be0f64b20f2f ',

b'3vI\x0f\xee<\Xbc\Wxd9\x96]\xb1\xa3\xeb\xcb\x94" '
VirusShare 33765d0fee3cbcd9965d7cbla3ebcb94 R

b"\xac\x19De\xff \xf8UB\xdf\x1e\xb3\x9c\n\xdc' !
VirusShare ac194465ff2cf85542df1eb35d9c0adc ',

b"X80J\x86\x8d\x00\xedL\x04\x1 1gF\x0eLXy\x82' !
VirusShare 804a868d00edd4c041171460e4c587982 "

b"\xe2"0\xb2\x9c\xcA\x806>\xddI.\xee\x7A\x8c" :
VirusShare e2226fb29ccd480363e6cddd92eee7f8c ',

b7 \x8e\x9a\xd3\x8b\xddb\x8 1\xd0*\x8b\xedN\xd5\xaf' !
VirusShare 5d2a8e9%ad38bdd6281d02a8bedded5af |

b"\X0bxa\xd82\x8620\xd8\xef.\xa8b(6D" '
VirusShare 0b7861d85a863230d8ef2ea862283644 ',

b"\xa2A\xed\x12\xc6\X9A\Xf1\x9 1\x96\xd0\xa 1-\xbdL @' !
VirusShare a241ed6c12c694f19196d0al2dbddcd0 ',

b"3\xa3e\x84\xcaZ5\xdeu\xleMxX\xaa"\x86" '
VirusShare 33a36584caba35de751ed4d7858aa2786 |

b"\XcfAXObAMN\Xxba\xcdlL \xa3\xba\x90\xfc\xadmk\xa3' '
VirusShare cf7d0b415ebacddca3bad0fcad6déba3 |
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b't\Wa9\W93\WX0bWXC 7A\XFINX06\\\X80:S\x9b\x8AX809\xa5'
VirusShare 74a9930bc7f9065c803a539b8f8039a5 ',

b \xadM\x1d\x8a\r\xfa\x1fA\xa8\x05\x9 1 5\xbO\xf8\xce\x9%alU'" :

VirusShare add4d1d8a0dfalfa8059135b0f8ce9a55 R

b \Xx8e\x8e\x82\x04\xce\t\xaa[\xaa\x14[\xdd>\x94\x%e\xcb' :

VirusShare 8e8e8204ce09aabbaaldbbdd3e94%9ech

b'lo\XIb\XFA\X8f"\xb 1\x10\x 1 7\x 1 7\xef\x94\x8e\n\xeb\xbb'
VirusShare 6c6f9bfd8f22b1101717ef948e0aebbb ',

" X9 \Xx95\xddbST\X07 \x9e\x8e\xac>\xae\xfbd' !
VirusShare 229495dd62535407609e8eac3eaefb64 "

b'H\X87\xdd\Xc52\x84\x 1 2\x9 7 c\xdc\xad\x80<\xac%\xb4'
VirusShare 4887ddc57a84129763dcad803cac25bd |

b'HJ>\x991za\xd8g\x96\xbe\XOf TL\xbb\x8a" '
VirusShare 484a3e99217a61d87196be0f544cbb8a ',

b'8*\X00y\xeal\x87=\xc7\xa5\x19\xc3@\xc1\xd4\x80" '
VirusShare 382a0079ea6c873dc7a519c340c1d480 p

b'P\Xf7zd\xe5\xech\xc6\x1c\x06\xc3\xddsR\xe0\xa6" '
VirusShare 50f77a64e5ec62c61c06c3dd7352e0a6 ',

b"Xxa9\X15R\Xb7f. \Xc5LD1\WXbOM\X91 " 2\x0c" '
VirusShare a91552b7662ec54c4431b04d9160320c ',

b'\Xx16\x80\04\xd90\x0AX05\Xbf,\x12p\xc9eP\x81" '
VirusShare 66168004d96f0f05bf2c1270c9655081 ',
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b"Wb0.\xb5\xed\Xf 1 B{\xd6\x00\xf2B\xb 1M\xa6p' !
VirusShare b02eb5edf1427bd600f24249b14da670 B

b'/nY\x12\xedK/O\xce\x9f>\xeON\x7f\x11b' !
VirusShare 2f6e5912eddb2fafce9f3ee0217f1162 ',

b"\xfe\x95\x99)\x08" \xae\Xx8f Th\xb2\xc2\x90p6\xc5" '
VirusShare fe9599290827ae8f5462b2c2907036¢5 ',

b"\x18\xfa\xef\x85DCA\xde\xed}gWS+g\x(T' !
VirusShare 18faef85444341deed7d6757532b67ff ',

b'CAXOWAXa 5\XcAXFA\XF6\X98\xcd\X9c\x9 7\xd8 b%-' '
VirusShare 430f57a5cffdf698cd9c97d86062252d |

b"Xa3\WIb\X7TAXFOg\xe2\tu\Xf 7\ x88\xb 1\x1f\xec\x1 1\x92\x96'
VirusShare a39b7ff067e20975f788b11fec119296 ',

D' J\X10AKI\X95WAXBN\Xd2\r\xe6\xeb6\x%ebY6' '
VirusShare 4a105ed4b31955789d20deb6e69e625936 |

b X95b\X81\X05[\Xx82\Xf 1\xcb\XbI\x19[\x86)<x\x 1f' '
VirusShare 956281055b82f1cbb9197c86293c781f p

b"\X98\x88-\x0f\X0f\xab\xe 9\xdfK{\xed\xd3\x01\x089U'
VirusShare 98882d0f0fabe9dfdb7bedd301083955 |

b'e\x8e\x93\xe2\xd3\xa1\xb7B\xec\xa5\x10\xc2/\x93R'
VirusShare 658e93e2d3alb7425deca510c22f9352 |

b"\X15\xcfIL\x9d\x1b\xe9;\x8e\x98\xf\xac_=\xf0\xe9" '
VirusShare 15cf494c9d1be93b8e98ffac5f3df0e9 "

1
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b"\Xx15 6\x964.\xa7;\xa0\x99\xa7\xa2\xaaZ\t\xf5'
VirusShare 155f3696342ea73ba099a7a2aa5a09f5

!
)

b"\xba\x84\x8a\x9d\xc 1\xd5’\xd 7\ xb5\xb 9\ xad\xObHR\WX 1 7\r" '

VirusShare ba848a9dc1d57dd7b5b9ad40b4852170d

b'C\xa6\x990\xd6\x0c8\x84q\xbA\xc93\x8b\Wd3\r\xal'
VirusShare 43a6996fd60c388471b4c9338bd30da0

b"\x8fs ih\xadF[\xad\x028D T\x8f'3" !
VirusShare 8f73606968a4467cad023844548f2733

b W8 \X9c\x10#s\xfbG[\x94[h\xbe\x1 1\x14\xd0'
VirusShare 8b9c4a102373fbd77c945b68be1114d0

b'hA(\X85c*\x84aX\x84\xd3\xad18S\xc6" '
VirusShare 685e2885632a84615884d3a4313853¢6

B\X03ZUNI TA\XEINXI 7 7 \xba\XC 78\ x0e\xd 2\Xb IK8\xc 7"

VirusShare 035a559789f73fbac7260ed2b94b38c7

b"\xde\xddj-\x0cC\xdd9ipG\X02\xb7@\xc0\xc9" '
VirusShare dedd6a2d0c43dd3969704702b740c0c9

b"\Xx9a\xa 7\Xx85\XcA\XIA\Xx 1 N\Xbd\WX8F>\Xf T\r\x82\xab\x83\xb3\x89'

VirusShare 9aa785c49419bd8f3ef70d82ab83b389

b"\Xf1\xe3\x05\xa8\x90\x8a\xe8\n\Xfc\xd5\xf66\x15\xe3*\x80'

VirusShare f1e305a8908ae80afcd5f63615e32a80

b"\xcc\xbb\Wb1\x9ag\x81*\xbbVéx\xfaV.\xc3\xb6'
VirusShare ccbbb19a67812abb563678fa562ec3b6

!
)

1
)

1
)

1
)

!
)

1

1

1
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b's1+\xed\xa3\x16\xf6R\x94\xedci\xbd\x94\xd6\x92' '
VirusShare 73312beda316f65294e46369bd94d692 ',

b"\xd2\x05%\xe6\x98\x04\x81\x81\x9%e-1\xd4Yh\xdd?":'
VirusShare d20525e6980481819e2d31d45968dd3f ',

b™*Y\x1e\xed\Xx7fB\x97 1\xf3\xc8\xcd\xba\xbdd\x0\xd6é' !
VirusShare 2a591eed7f429731f3c8cdbabd640fd6 |

b \\\xd50RX86\x9 7\x08\x8b\x05\xcbk\x8f-[o\xe3' !
VirusShare 5cd54f7d8697088b05cb6b8f2d5b6fe3 ',

b\t>\x17\x91\xad\xce\xb3\x06#\x8a\xfd\xe6*Q\xd7\x02" '
VirusShare 093e1791adceb306238afde62a51d702 "

b',\xbb\xceb\xd8\xfd\xb 1\xd2\x7f\xef\xc5\xe8\xc5\xc2\x8e\xb5'
VirusShare 2cbbce62d8fdbld27fefc5e8c5c28eb5 |

B \XfE\Xa0\XCIS=\x19\xae\x04\x96\xb 7\x9N\\\xa6\xb9:' !
VirusShare f6a07dc9533d19ae0496b79f5ca6b93a |

b'e\x11\xe23\xd 7\xbAx1 IN\X8AXI3C\xdO\xdc\x18\xcbR" '
VirusShare 6511e233d7b4114e8f9343d0dc18cb52 ',

B"\\,8\xb0\Xxfb\x950\xa2\xdb\x98\xce\xe N\ xb5\x80\x85\x92" '
VirusShare 5c2c38b0fb9530a2db98cee9b5808592 R

b'Q\x89\xee\xce?\x91e\xe3\xeb6\xb05\xb3z\xdb\x8 1\xf9' !
VirusShare 5189%eece3f9165e3e6b035b37adb81f9 "

b"\X1b\Xbc\xd30O\x19M\xla #>h\X9f\xd1\x11\x0A\x80":'
VirusShare 1bbcd34f194d1a5f233e689fd1110f80 ',



b'Q<mk]~N\XF2\xf8\x19\xba\xd6HV\x3" :'
VirusShare 513c6d6b5d7edef249f819bad64856f3

b \Xxc64;\x02]\xe 6K \xd6 T\xfA5\xf0" '
VirusShare c6343b025de6296b7d662ad637f435f0

B \XFOWIANNN\XI0NXEB7 WO T\XxafH\X9e\x0e\X9 7\xfe\n\xa3'

VirusShare fb94095c90872097afd89e0e97fe0aa3

b"\xce\xd5\xde\x80C\xca\xc 1\xb2\xccu\xc7:\xO0\xc8N\x8c" :

VirusShare ced5de8043caclb2cc75c73a00c84e8c

b'u\XIfM[\xe 7\xb6\xa5\xcf1\xbO\xccet\x0f&@" '
VirusShare 759fdd5be7b6a5cf31b0cc65740f2640

b \xc1\x1le@e\x1bC\xdbB\xf3}\x9ai\xcdQ\x85" '
VirusShare c11e40651b43dbd2f37d749a69cd5185

b'G\xdd\Wa7$\x95Y\x7Axd0%\x81\x 1 1BS\xfa\xbf’
VirusShare 47ddé6ca72495597fd02581114253fabf

b'GL:\Xfa9\x933\x162\xcc\WO0A\Xfb\x01h=\xa0" '
VirusShare 474c3afa3993331632cc0ffb01683da0

!
)

!
)

!
)

1
)

1
)

1
)

1
)

1
)

b \N\Xd5\WX88\X 1 9\WXb2\xd2\xd 1 \xee\x01\xbdy\xf0/\x86-'

VirusShare 0ad58819b2d2d120ee01bd79f02f862d

b"\xd2c\x9e\xa9\xaf\x9a\x8a\xe 12\xda\x1b\x94,\xc5V"'

VirusShare d2639ea9%af9a8ae132dalb942cc55660

b'AM\xe5e\xfd00,\xb 1\xac\xbc\xa 7\xf3\xa3\x 1 f\xf4'
VirusShare 5ee565f430302cblacbc34a7f3a31ffd

1
)

1
)

!
)

1

1

1
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b"\Xf6\x02\x13\x1 7R<\x16K\xa52>\xe7q\xd2K\x98" '
VirusShare f6021317523c164ba5323ee771d24b98 ',

b'rn\xed\x1 1\xfA\xdc\x94\xe5\x17,8=\xefPd1" '
VirusShare 726eed11ffdc94e5172c383def506431 |

b \Xfo\xb0%:*\Xdfi\x96\X 04/ \XFAX9dH\Xfb\xbb ™ '
VirusShare fbb0253a2adf6996042fff9d48fbbb60 ',

b \x1eu\x01\xc5@\x18\xcf\xc6 1\xad\xe 1\xda\xe3\xa2\x83\xd0' !
VirusShare 1e7501c54018cfc631adeldae3a283d0 ',

b'B\x0c\xed\xb3\x8da\xf5\x81c\x0A\x9cK\xa1\xcf*/" '
VirusShare 420cedb38d61f58163049c4balcf2a2f |

b"&\\\xa3\xce\xab\xle"\xa9\x1la\xe7=T\x8dKR\xe0" '
VirusShare 265ca3ceatle27a91ae73d548d4b52e0 |

b15\x89Y\xefqPDL\X81\x15\xf\xecz\xc8\b0' '
VirusShare 5d248959ef7150444c8115fdec7ac8b0 ',

b"\X8c\x88\xb9B"\x92\xae@\x 1 0\Xx9C\XIfI5\XfI\Xb8\XOb' !
VirusShare 8c88b9422292ae40109c9f5d35f9b80b ',

b"\x8e\x87\xac\x15\xe 1\xf24B\x9a\xfd\x1 9\x9al\x03y\x98" '
VirusShare 8e87ac15e1f234429af4199a6c037998 ',

b"\xbc\xf5hBN\xfe,/Ax95GG\xa 1\x0e\xb90z' !
VirusShare bcf568424efe2c2f954747a10eb9307a B

b \xab6C\xfcM\xf5V\x9c\xc5a\xb6]\xeai\xa1l\xe5\x86' '
VirusShare a643fc4df5769cc561b65deat9ale586 "

99
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b"\Xd5\Xf 1 M\X9c\x0b\xcb\xean\x14p\xe 7J**n\xd2' !
VirusShare d5f15e9cObcbeateld470e74a2a2abed2 R

b'WA\X928A"Q\x135\xed\xa3\xb30\xa 7\xa5\xf0" '
VirusShare 5792264122511335e4a3b36fa7a529f0 ',

b'K\MGP\xef\x1b\xae\xfd\xeb\xeedA\xda\xf0\xa00" '
VirusShare 4b094750ef1baefdebee3441daf0a030 B

b"\x8b\Xxaf\x8f\xch\xbaZ\xd0\x03m\xaa\xbf\x1ag\xe9\xa3\xd0' !
VirusShare 8baf8fcbba5ad0036daabfla67e9a3d0 R

b"\xe 7\x9b\xa0\xINX83[\xdA\x1 7\xc7TWyB8&\x10\x930" '
VirusShare e79ba09f835bd417c757793826109330 ',

b"\xd2\x14\xdA\xba\x82\xfO\x072\x9fD\x86[q\x90&\xf4' !
VirusShare d214dfba82f9075a9f44865b719026f4 |

B"\Xb5\x1AXd8\XfO\xddu\xdb\xeO\xco6\xfb\x995\xfdj\x1eQ" '
VirusShare b51fd8f9dd75dbe0c6fb9935fd6alesl |

b'VAX9f\XfaG~\x14M6E\X08\x9d A Q\x86\xb 7\xb0' :
VirusShare 769ffad77e144d3645089d5e5186b7b0 ',

b"\xe52\xd00O\xad\xaeW\xa1\xbf\xe 5F\xd8\xc 1\xbd\xe9\xff" :'
VirusShare eb55ad0dfadaeb7albfe546d8clbdedff |

b \xe8\x08\x80\xc6\xa8\xedb\xa9\xa8\x12QPS\x03\xff\xdc" '
VirusShare e80880c6a8ed62a%9a81251505303ffdc "

b'3\W%x93\x14BX\X8b\WX0 7\xdal\xee\x 1 5KMx98\xb9' :
VirusShare 33931442584a8b07dad9%ee154b5e98b9 ',
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b"\xcd>\xbd\xbe\xa3\x9e\x96H\xe8\x06:\x0e\x0\x97s\xf0" '
VirusShare cd3ebdbea39e9648e8063a0e0f9773f0 |

b"\xe5\xad\x8c\x9c\x9e\x95\xefo\x8 1 \xb8\xabw\xef\xd4g\xe(' !
VirusShare _e5ad8c9c9e95ef6f81b8ab77efdd67e0 ',

b"X10\X9d;H\X1b\Xcc\WXa2\xd8\Xb2&r\x9bF\x98\x18A" '
VirusShare 109d3b481bcca2d8b226729b4698185¢e ',

b'y~\xfO\x96\x89\x1ag\xdeX\xe3\x07\xaa\xcac\xda " '
VirusShare 797ef096891a71de58e307aaca63da20 ',

b'cA\Xx92\xe 2xN\xcA\xf8\xe 7\xb 1 C\xd6\xf3\xad\xcd,\xec' !
VirusShare 6392e2784decff8e7b143d6f3adcd2cec |

b'8/\x80\xbe\x13 2j%A0e/\x9c\xcf\x02" '
VirusShare 382f80be1320326a254130652f9ccf02 |

b'+\xfb\x0e\xf1\xb8\x11S5\xcaa\xc9<d\x1a\x9e\xd1d' '
VirusShare 2bfb0ef1b81124ca61c93c341a%ed164 |

b \Xfaa\xfA\xb5\c0\xeeA\x105\x0 1\xcd\xd2\x8 7\x0b\x8c\xb 3’ !
VirusShare f434ffb5c0eed1107301cdd2870b8cb3 ',

b \Xfd2\x02\xa5w\xe2\x1b\xd5\xf2>@\x04y\rE\x9e' '
VirusShare fd3202a577e21bd5f23e4004790d45%e ',

b"\xaf\xc17\xde\x86)\x8ej\xed\x10zGl\rg\xc2' '
VirusShare afc13fde86298e6aed107ad76c0d71c2 "

b \xabR\xf3\xa1>t\xc6EX\xf5[\xc\xdbUZ\x98\xc 7' !
VirusShare ab52f3a13e74c658f55bcddb555a98c7 "
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b'Y\xfaV\x03\xc\xe5\xb 7\xfd$,N\xd 7\n\x8 7\xdf\xa0" '
VirusShare 59fa5603cfe5b7fd242cded70a87dfa0 |

b "X8f\xbb\xa3\t\x1c\0b\X86\xfb\xf1\xc 1\xc4P\xd8g\x0c\xd 0’ !
VirusShare 8fbba3091c0b86fbflc1c450d8670cd0 B

b \Xxd2\x988\xbA\xe6\x1 7\xe3yo\x14\x12\x8\x0bn\xc0G" '
VirusShare d29826bd4e617e3796f14128f0b6ec047 ',

b"\XdfAX85\XaN\X8IN\XIbh\X0 1 L{\Xb0\Xf 7 )\x9A\xdb\x 10' !
VirusShare df85a9899b68016c7bb0f7632994db10 ',

b"\Xx01\xa8\xcd\xb8S$>\xde\xad\x 1 \xf6\xde\n\x9d\x9f\x0 1\xd0' !
VirusShare 01a8c4b8243edead1ff6de0a9d9f01d0 |

b"\xad\xda\xb5\x83\xed|\xeb\xa1\xe8\x15\x1e\x19\xcd\xb6\xb1" '
VirusShare addab583ed7cebale815291e19cdbébl |

b"xcl \x9ey\x1eO\x8a\xfP\x06\x13\xd9N\x9b\xda\xca\xdd\x0 7' !
VirusShare c1209e791e4f8aff0613d99bdacadd07 |

b"\X9a\x06J\xc21\x96\x0b\x00v(T\x802\xa5\xec\xb7" '
VirusShare 9a064ac231960b007628548032a5echb7 |

b'#\xc8\Xc5[\xe3ySIp,\x14\x9e\xeb 1\xc6\x84" '
VirusShare 23c8c55be3795349702c149eeb31c684 |

b"\xaa(\x01\xb8N\x82\xbc\xacOP\xe0\xa1\x0c\x1a\xc4"'
VirusShare aa2801b82182bcac3050e0a1210clacd ',

b"\xe3\xcb\xe8\xaf=\x18\x8e_s\xca\xd3\xb2\xfO\xb4/\xf0" '
VirusShare e3cbe8af3d188e5f73cad3b2f0b42ff0 ',
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b"\xed<\xbe\xe7\x8a\xdan\xbf\xa8~7Z\xa2\x8c\xbeU4":'
VirusShare ed3cbee78adatebfa87e5aa28cbe5534 R

b"\xc6\xa3ft\xbdO\xce \WOfiC\x8a\x03w\xcb\x19m' :
VirusShare c6a36674bd4fce0f69438a0377cb196d B

b \xe0\xdd]\xa1\xbfEj\xaZN[\x00\xa8\xdO{\x02\x8b" '
VirusShare _eOdd5dalbfd56aa24e5b00a8d07b028b

b"\Xb2\x13\Xf 7\x89\x 1 90LwW" X8 \xd9\xce\xe 7\xab\x99\x8b" '
VirusShare b213f78919304c77278cd9cee7ab998b ',

b N\Xx8c\xe8\xfa&\x86+"\x80\xc3(\xd 7\xe9I\xe5\x92\x06' !
VirusShare 498ce8fa26862b2280c328d7e9e59206 "

b"c\xad\x8c\x10\xa5-\xbb\xa9A\xddnc\x04\xfd\x94' '
VirusShare 6063ad8c10a52dbba%941d46e6304fd94 |

b \X18\WMXx94\x8ag\x8M\xe9\xd0\xe3\x9d# \xae\x82\x9d\xed\xc0' '
VirusShare 18ff948a718fe9d0e39d23ae829dedc0 ',

b"'\X8e\xe8\x95\xa2\xaf\xc6C\xcah \X06\x035\xf2\x%e\xec' '
VirusShare 8ee895a2afc643ca6820060324f29eec p

class RansomwareDetectorApp:

def init_ (self, master):
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self.master = master
self.master.title("Ransomware Detector")

self.master.ceometry("700x500")

# Initialize variables
self.selected dir = None

self.ransomware found = False

# Ul elements
bg label = tk.Label(root, image=bg image)

bg label.grid(row=0, column=0, columnspan=2)

frame = tk.Frame(root, bg='white', borderwidth=2, relief="groove")

frame.place(relx=0.5, rely=0.7, relwidth=0.9, relheight=0.4,

anchor='center')

self.select dir button = tk.Button(frame, text="Select Directory",

command=self.select directory)
self.select dir button.place(x=5, y=2)

self.select_dir_button.config(height=2, width=15)
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self.select dir label = tk.Label(frame, text="Selected directory: None",

bg="white", wraplength=500, justify="left")

self.select dir label.place(x=122, y=0)

self.scan_button = tk.Button(frame, text="Scan",

command=self.scan_directory)
self.scan_button.place(x=5, y=50)

self.scan_button.config(height=2, width=15)

self.result label = tk.Label(frame, text="", bg="white",

wraplength=800, justify="left")

self.result label.place(x=122, y=50)

self.delete button = tk.Button(frame, text="Delete Ransomware",

command=self.delete _ransomware, state="disabled")
self.delete_button.place(x=5, y=100)

self.delete button.config(height=2, width=15)
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self.quarantine_button = tk.Button(frame, text="Quarantine",
command=self.quarantine_ransomware, state="disabled")
self.quarantine_button.place(x=5, y=150)

self.quarantine_button.config(height=2, width=15)

# Prevent the master window from resizing based on the size of its

contents
master.grid_columnconfigure(0, weight=1)

master.grid_rowconfigure(1, weight=1)

def select directory(self):
self.selected dir = filedialog.askdirectory()

self.select dir label.config(text="Selected directory:

{}'.format(self.selected dir))

def scan_directory(self):
# Check if a directory has been selected
if self.selected dir is None:

messagebox.showerror("Error”, "Please select a directory to scan")

return
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self.ransomware found = False

# Traverse the selected directory and its subdirectories and check

each file for ransomware signatures
for root, dirs, files in os.walk(self.selected dir):
for file in files:
file = os.path.join(root, file)
with open(file, 'rb') as f:

contents = f.read()

for signature ,ransomware name in

RANSOMWARE _SIGNATURES.items():
if signature in contents:
self.ransomware found = True

self.result label.config(text="Found ransomware at:

{N\nRansomware: {}".format(file, ransomware name), font=("Helvica", 10), fg

— Ilredll)
self.delete button.config(state="normal")

self.quarantine_button.config(state="normal")
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return

if not self.ransomware_found:

self.result_label.config(text="Ransomware not found",

font=("Helvica", 10), fg = "blue")
self.delete button.config(state="disabled")
self.quarantine_button.config(state="disabled")

#self.delete_button.config(state="disabled")

def delete ransomware(self):
if not self.ransomware found:

n n

messagebox.showerror("Error", "No ransomware found, cannot

delete")

return

# Get the file path that was identified as containing ransomware

ransomware _file = self.result label.cget("text").split("\n")[0].split(": ")[1]

# Delete the ransomware file
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try:
os.remove(ransomware _file)
self.result label.config(text="Ransomware file was deleted")
self.delete_button.config(state="disabled")
return
except PermissionError:

self.result label.config(text="Access denied, cannot delete

ransomware file")
except FileNotFoundError:
self.result_label.config(text="Ransomware file not found")

self.delete button.config(state="disabled")

def quarantine_ransomware(self):
if self.ransomware found:
for root, dirs, files in os.walk(self.selected dir):
for file in files:
file path = os.path.join(root, file)
with openl(file_path, 'rb') as f:

contents = f.read()
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for signature in RANSOMWARE_SIGNATURES:
if signature in contents:
dst_dir = r"D:\ext\QuarantineFolder"
os.makedirs(dst_dir, exist_ok=True)
dst file_path = os.path.join(dst_dir, file)
try:
shutil.Lmove(file_path, dst file_path)

self.result label.config(text="Ransomware file in

Quarantine")
except Permissionkrror:

self.result label.config(text="Access denied, cannot

Quarantine ransomware file")
self.delete button.config(state="disabled")
self.quarantine_button.config(state="disabled")
return
self.result_label.config(text="Ransomware file not found")
self.delete_button.config(state="disabled")
self.quarantine button.config(state="disabled")

else:



messagebox.showerror("Error", "No ransomware found, cannot

Quarantine")

return

root = tk.Tk()
bg image = tk.Photolmage(file="banner.png")

bg image = bg image.subsample(2, 2)

app = RansomwareDetectorApp(root)
root.mainloop()

- Source Code Quarantine

import os

import tkinter as tk

from tkinter import filedialog, messagebox

from PIL import Image

# set the directory path
folder_path = r'D:\ext\QuarantineFolder"

# get a list of all the files in the directory

111
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files = os.listdir(folder_path)
# loop through each file in the folder
for file in files:

# print the file name

print(file)

# print the file address
file_path = os.path.join(folder path, file)

print(file_path)

class RansomwareDetectorApp:
def _init_ (self, master):
self.master = master
# Set the title and size of the window
self.master.title("Quarantine Folder")
self.master.geometry("650x550")
root.configure(bg="#004080")

# Add a label at the top of the frame
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#self.header label = tk.Label(root, text="Files in Quarantine Folder",
font=("Arial", 20))
#self.header label.pack(pady=15)
bg label = tk.Label(root, image=bg image)

bg label.grid(row=0, column=0, columnspan=2)

self.file Llist =[]
frame = tk.Frame(root, bg="gray", borderwidth=2, relief="groove")

frame.place(relx=0.5, rely=0.6, relwidth=0.8, relheight=0.45,

anchor='center’)

self.listbox = tk.Listbox(frame, selectmode=tk. MULTIPLE, width=29,
height=12)

self.listbox.place(x=200, y=12)

self.select dir button = tk.Button(frame, text="Select Directory",

command=self.select directory, font=("Helvica", 10))
self.select dir button.place(x=10, y=30)
self.select dir_button.config(height=2, width=15)

self.select dir label = tk.Label(frame, text="Selected directory: None",

pady=10, font=("Helvica", 10),bg = "grey", wraplength=150, justify="Lleft")
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self.select dir_label.place(x=10, y=70)

self.delete button = tk.Button(frame, text="Delete ransomware",
command=self.delete ransomware, state="normal", font=("Helvica", 12),

fg="red")
self.delete button.place(x=10, y=160)

self.delete button.config(height=2, width=17)

master.pack propagate(False)

def select directory(self):
# Open a file dialog to select a directory

folder path = filedialog.askdirectory()

# Check if the selected directory matches the desired name
if os.path.basename(folder path) != 'QuarantineFolder":

nn

messagebox.showerror("Error", "Please select a directory named

'QuarantineFolder™)
return

# Update the label with the selected directory
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self.select dir_label.config(text="Selected : {}".format(folder_path))

# Clear the file list
self file_list.clear()

self.listbox.delete(0, tk.END)

# Get a list of all the files in the directory

files = os.listdir(folder path)

# Add each file to the listbox

for file in files:
file_path = os.path.join(folder path, file)
selffile_list.append(file path)
self.listbox.insert(tk.END, file)

def update _files_list(self):
self.listbox.delete(0, tk.END) # clear the listbox
self-file_list.clear() # clear the file list

self.folder_path = self.select dir label.cget("text")[11:] # get the
folder path from the label

files = os.listdir(self.folder_path)
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for file in files:
file_path = os.path.join(self.folder_path, file)
selffile_list.append(file path)
self.listbox.insert(tk.END, file)

self.delete button.config(state="normal")

def delete_ransomware(self):
selected indices = self.listbox.curselection()
if len(selected indices) == 0:
messagebox.showerror("Error", "No files selected, cannot delete")
return
for index in selected indices:
file_path = self.file_listlindex]
try:
os.remove(file_path)
except Exception as e:
messagebox.showerror("Error", str(e))
# Refresh the file list

self.update files list()
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messagebox.showinfo("Success", "Ransomware deleted successfully")
return

root = tk.Tk()

bg image = tk.Photolmage(file="QRTbanner.png")

bg image = bg image.subsample(2, 4)

app = RansomwareDetectorApp(root)

root.mainloop()
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