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1 [ o v & < ] Y
QﬂLLUQ@@ﬂLU‘UﬂWﬂU‘UU aonlu 4 BUNANE

JUT 3 g01nenssuskounsees (Android Architecture)

(‘17'im: https://images.slideplayer.in.th/40/11124651/slides/slide_3.jpg)
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v

2.3.1 FukaUnaLAtu (Application)

g & 2 & oA ) = T a o 4
Futlazidutuneguuanvadlassaivanidnenssu Android Fadudiuvoskennaiadui
W Tuan g 1w wenndinduiu/ddud, SMS, Ufiu, unud, Buusiges, sietiedfnse

Judu Fawenndintuazegluguuuuvedld .apk Inevluwaiazedlulasanes data/app

APPLICATIONS

Contacts Phone

U7l 4 assarstuueunaiadu (Application)

(171'34’1: https://www.electronicproducts.com/wp-content/uploads/images2-fun-

dipert-android-1-apr2012.gif)

2.3.2 funoundindumisuisa (Application Framework)
sLquuﬁyﬁ]zaumm’tﬁ’ﬂ'ﬂw”wmmmmLﬁﬂ’ﬁL%‘&Jﬂ’Lﬁﬁ’mu Tauu 11w APl (Application
Programming Interface) @4 Android ldaenwuuliifteanainudideulunisidau application
componentlnglutuiiUszneuseuanmaindumsuisa feil
1.View System 1Judruildlunisauaunismauamiunsairsuenndiady
Wi lists, grids, text boxes, buttons Wag embeddable web browser
2. Location Manager Wuduiidanmsiieafunumisvesgunsaimnniadeud
3. Content Provider 1fudufildaiuaunisidrfsdeyaffinsldanus iy
(Share data) szMinsuewnaLAduiuandnaiu 1wy ToyarAnse (Contact)
4. Resource Manager Lﬂumuﬁﬁ'ﬂmi%’ayjamqs’] flalddruvedldnlusunsy
Wi 3UNM, localized strings, layout %ﬂ%zasﬂulm%ﬂm% res/
5. Notification Manager Ludaufinruaudiaud (Event) fineg Auansuunoy
annue (Status bar) 1wy Tunsaifildsuderudeaefililifuwarnsudafouduy

6. Activity Manager Lﬂudaumuqu Life Cycle voaaWnaATY
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APPLICATION FRAMEWORK

Window Content View

Activity Manager Manager Providers System

Telephony Resource Location Notification
Manager Manager Manager Manager

Package Manager

JUT 5 lassasnstuneundiadumlsuiisa (Application Framework)

(171'34’1: https://www.electronicproducts.com/wp-content/uploads/images2-fun-

dipert-android-1-apr2012.gif)

2.3.3 dulausTa (Library)

]
a

Android lasausiunguvedlausizaneg fddguasiianudnduenlininune wede

[y 1

AMugzmnlinutniaulazdeden siaulusunst Inedetsedlausiandfgy 1o

- System C library \Junquuedlausisuinsgiuiieguuiiugiuuesniw C laus3 (libc) dwsu

' (%
aa A

embedded systemvaNugIUa19IN Linux

- Media Libraries tJunqunisviaudafiiiie 1uMPEGE, H.264, MP3, AAC, AMR, JPG, uag

PNG

- Surface Manager \Junquni13dnni1sgukuuniinge n1smantiae 20/3D library Wunguves

NIWNWUY 2 316 %39SGL (Scalable Graphics Library) tagliuu 3 4@ w38 OpenGL

- FreeType Lﬂuﬂajmaﬁmmu (Bitmap) uaziaLes (Vector) &m5un1tsutaes (Render) A
. I 1 v 2R v v ] v a [ | 1

- SQLite Wunguvesgudeya Wnetnimuaunsaldgudeyailiiutoyauennaiadusingeg 16

- Browser Engine {JuNguY8IN1sHARIHAULAIULUT RS Ingag UuTugIuYes Webkit Feaud

anwazAa8iuGoogle Chrome
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LIBRARIES ANDROID RUNTIME

Surface Manager Meda SQLite Core Libraries

DIV Vireaa

Framework

OpenGLIES FreeType Machine

SGL SSL

SUT 6 Taseas1agulausns (Library) uay uaunsess Runtime

(ﬁuﬂ: https://www.electronicproducts.com/wp-content/uploads/images2-fun-

dipert-android-1-apr2012.gif)

2.3.4 LaUASEYA Runtime

Android Runtime @sagUsnauluaie 2 d1u e Dalvik VM (Virtual Machine) wazCore

Java Library

[ '
IS IS

(1) Dalvik VM (Virtual Machine) d@uilgniigusmieniy Java ieldianiznisly
sulugunsaliadoudl Dalvik VMagLansi14a1n Java VM (Virtual Machine) Ao Dalvik
VM az3ulid dex finaulndunannlud class waz jar el tool fide31dx iudhiily
n13Tusanana Java Willng dex azdvunnevinfauazimnzansugunsalindoudl
1NN class tiledpsnsldndsnuanuunimeiegsiussansnwgan

(2) Core Java Library dhuiliiulausn3unsgiu uwindaauuaneig

2.3.5 GULABSILATDIAUND

i v I
v 2/ U

L3 = a wa a Q‘l’ = & v
JEUUKBUATREATUgNa VU U UTassEuuUfURnsAundlnglutuilasdleaidunis
N9UMAY 9 @1 WALAAILINNLAIZLABITRIAUSNTALITIAUATY LU N1FIANITULIBAINTN

wazN1saumawAIatny tWudy [6]
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LINUX KERNEL

Flash Memory Binder (IPC)

Display
Driver Driver

Driver Camera Driver

Audio Power
Drivers Management

Keypad Driver WiFi Driver

JUN 7 lassaietuimesiuavesdynd (Linux Kernet)

(ﬁm: https://www.electronicproducts.com/wp-content/uploads/images2-fun-dipert-

android-1-apr2012.gif)
2.4 ATeiAdas

2.4.1 MATIFI N1395393ULAR MU UAUATIBULTE VLU URNISHOURTRAMENTIATIEH

GRLRRI
a v dy Y o k4 o (% Y v a wva A A

AeilladnauenislduuuitasinisnsaiulandunsiguussuuliRnisvesileds g
linguinsiFeuivenaies NuIdedidmungieananudesanisianusunsulii g
Uszasanne veslinlalaswanlusunsuneudlidariuim dwuudiaesnlidnaueiinin
TWsunsuwaudli¥amilunsed Wsunsuweuilasanilusintesldndnnsveinisnsaduguuy

g dl d‘ dl ! :.JI U A 1 1 o
angdnusianziazasnildulisunsuiessylusunsuiudunsevsell windnnisveanis
MT193UULUUANESNYITIRNIT189d Y NnaTilliTanselandunsiefdlniduun {19
o & v [ a [ = A ] = ¥ v Y o [ <
Plusewnanlusunsuueuibifaaue Failelsiauigldnaianissmanlviuainenniy

Wwethiamlniluvasiuvuudiaesiiauslaldvaianisiseuivesaieddunisidnnguues

lendunse vlidsmmsniuldnduneldfudinldndunsedilvailadsuwuuuanseludne

v
Y

pa tumerlunsdiiunsidetuan (1) sunueundieduuussuuufoanisueuasensing
ueUndtnduuniuasueundduidusunsie (2) afrradnuarlnginseinsnsaneiues

anudvesludiBuunsy uazAauiveaey war (3) af1elumavesnissuunldndunsiean
1 aasnuaeilditiludureueundindulniasioundinduilusunse Tunsmaaesldld
Tndunsrediuau 500 Wlduagldnunfidiuan 500 dsuszneumelidainueundiaduund 400

8 wazlndvusaszuudruiu 100 Wadusuni1sas19lunarodnisankunlAndunsIe kasansy
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[ '

nsnusielandunTelniililieglugiuteya nuiluwmanlauiauetuiosasauuwiugn
wnnit 88.9 TuvausearArnulinaziogazanudnieilaviiiu 95.0uay 82.8 Auawy

(7]

2.4.2 ABEes MsiIguifigulseansamnisasndudawisiagldinatiamilesioya

[

NIl TagUsvasd WednauensSeuiisudsednianlunisnsiadudawss
Usztanuoauas (adware) neld 3 wuudiassduldnn dunasannmosuusdu (Support Vector
Machine) W18nkug (Naive Bayes) uaziioutnulnaan K sa (k-Nearest Neighbor) dayaiilylu

msidedudeyainiuledMalwaredomainlist (MDL) Ya.a. 2009 3 2017 d7uau 2,311 Towuu

[
=

MANYUUY Internet Browser Usenaunig Worm, Trojan, Spyware LLa¥ virus FINAANTIINNNS
NARBINUI Funesanmetuuyiu danugneies 95.41% wdnudliaugnaes 91.22% wag

dieuulndan K fa fianugnaesi 92.98% auasiu [8]

2.4.3 91U3T81309 Adware Detection and Privacy Control in Mobile Devices.

In this paper we propose a system and algorithms for detection of Adware in
mobile devices that are based on machine learning algorithms and are capable of adapting
to the ongoing transformation of Adware and Malware. The system is based on static and
dynamic analysis of mobile applications, extraction of useful features and real-time
classification. This classification is based on supervised machine learning algorithms with
emphasis on fast, linear operations and efficient implementation on mobile devices.

The system presented in this paper enables identification of relevant features that
are salient in Adware and Malware, useful for further analysis by security researchers. The
proposed system exhibits a detection rate of 97%. The system has been tested and
verified on known, industry standard, datasets and is superior to state of the art solutions
available in the market. These result have been verified by 3 party evaluators. [9]

dueaeluide Ao N1395399U Adware vugUnsailatie
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druiunne1aludde A N13RTI93ULeALISINEBIMINEaNes N machine learning uay
ansausuliindunsilasuuUateganeliloswoinenunlsiaziialls F95eUUaLTUegAunIs

Y

a 3 a a a v A A
Ansgiwuvadalazlauidnvesloundintuiiete

2.6.4 113381303 A framework for Android Malware detection and classification.

Currently the android platform is that the quickest growing hand-held OS package.
And it's become the foremost desirable and viable objective of malevolent applications.
Android malware growth has been increasing dramatically in conjunction with increasing
the variety and guiltiness of their developing techniques. Mobile malware is therefore
pernicious and, on the increase, consequently having a quick and reliable detection
system is important for the users. Subtle Android malware use detection shunning
techniques so as to cover their malicious activities from analysis tools. During this analysis,
a brand-new detection and characterization system for investigation significant deviations
within the network behaviour of a smart-phone application is planned. The most goal of
the planned system is to guard mobile device users and cellular infrastructure
corporations from malicious applications simply nine traffic feature measurements. The
planned system isn't solely ready to observe the malicious or masquerading apps,
however may also determine them as general malware or specific malware (i.e. adware)
on a mobile device. The planned methodology showed the common accuracy 94% for 5
classifiers namely; Random Forest (RF), K-Nearest Neighbour (KNN), decision Tree (DT),
Random Tree (RT) and Regression (R) etc. We have a tendency to conjointly provide a
tagged dataset of mobile malware traffic with a lot of applications includes benign and
twelve completely different families of each adware and general malware. Recent
substantial analysis on machine learning algorithms analyse options from mischievous
application and use those preferences to catalogue and discover unknown malicious
applications. This study condenses the progression of malware detection techniques
supported machine learning algorithms centred on the Android Operating systems. [10]

dunraeluide Ao N13n93U Adware Tuszuuufuinis Android
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druriunnaeluidy Ao N19IATIERNEIRUSaNes N machine leamning 9¥3LAS1E%
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= 1

Fdonannuaundetungngdau wasldn1siiAiodnrins1en1shazAurILaUNa Rt Ul

9
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gunTenliIin

2.4.5 1113881303 Android Adware Detection Model Based on Machine Learning
Techniques.

In recent years, the popularity and use of smartphones have increased which make
it the main medium of communication. Attackers are constantly monitoring smartphones
to get secret data and information from them through various attacks of malware, one of
them is Advertising Software (Adware). Security specialists and researchers are working on
the effective detection of android malware using Machine Learning (ML) techniques. In
this paper, a new detection model is proposed to protect smart devices from adware
attacks via monitoring the network traffic. Several data pre-processing, feature selection
techniques, and ML algorithms are used to detect adware samples in is presented dataset.
Then, a comparison was made between the ML classifiers, Random Forest (RF), k-Nearest
Neighbors (k-NN), Decision Tree (DT), Multi-Layer Perceptron (MLP), XGBoost (XGB), and
Logistic Regression (LR) via seven performance metrics to determine the best for adware
detection. The proposed method showed the best detection accuracy are (98.66%),
(98.10%) and (98.05%) for (DT), (XGB) and (k-NN) respectively. [11]

dnindeluide Ao n13nTI93u Adware luszuudFuAns Android

duituannaludde Ao msmsredunislandveuenuasinunisnsiaaeumsiudstoya
w301y MIUszinanateyaalmin wallanisiienauautd Lavdane3iu Machine Learning
ndurnsUs suLi susEnd i anenUsEan 7 Wuu Ao Machine Learning classifiers,
Random Forest (RF), k-Nearest Neighbors (k-NN), Decision Tree (DT), Multi-Layer Perceptron
(MLP), XGBoost (XGB), wag Logistic Regression (LR)
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2.4.6 91U3TI389 Smart Adware and Product Recornmendation using Object
Detection.

Object detection (OD) has been used in a number of different case studies. Many
times, while viewing videos on a streaming platform, viewers may desire to learn more
about a specific object or product. Many video streaming applications have been
discovered to employ predefined tags or video titles to promote adverts to viewers, and
these applications do not use OD to recommend products. Adding predetermined tags to
videos can be time consuming and have an influence on the app’s usefulness. To address
this problem, this research proposes a novel approach that employs machine learning-
based OD to identify potential objects/products that the recommendation module with
mAP of 51.3 which can be used to find appropriate internet links. [12]

dufiadeluide e N30T Adware

drufiuanendludde fe 19 Machine learing Object detection lun1sasavaeulasan

PUSIUAUULDUNALATUERTUIALD
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FupouNIS I ILNUYINTATLENNALATURTIITULAZAER Adware dmsuiiede
Android iiieliussa Tnguszasdvedlasenis ftuneudail
3.1 WHUN1IALEIRY
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3.3 |a30elefld
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3.5 agUdunaunsaiiueny

3.1 WAUNITAIUIY
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msfnfiunuazdavihnsidell lWunsaswazeenuuuienniiedunsiaiuwazing
Adware dwsuilefie Android lagdin1ssiuriudeyanineites auluiunauveinIsnsiady
wazidn Adware dwsuilefia Android Livelikennaindunsiaduwazindn Adware dwiuile
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- e lnsAN Lo oRnLaNNALATULDAKIS WONNALATUILVINTALNUNLDNNALATU
WAL AL ILEASLANTIUI LB NNALATUTRALDALIS
© LANWALATUAINNTNYININITASINTULAL AN DNLAI1LAULDNNALATUN AL A

wisusaldaudle

3.2.2 AATILALALDDNLUULDNNALATUY
ﬁw%’ayjamﬂﬁmmmLLasﬁﬂ‘mmmlf]ulﬂ"lﬁmﬁwmﬁmeﬁ LATUINIIHUT UR DU

nsaiuanuieriruasUiuulazanwgIa e nnaIAdy

3.2.3 [08ULUTNTULATNAIL LD NNALATU

UununsTLIrLALIA NS ie s uAIAIAIUANNISYIIUTEIlUsuN SULN B 196N
TUsunsuvinaulamunannis geldnwl java NauILennaLATUASI9TULAEN9A Adware

dwsuiledia Android iellanenndiadunanunsavinnulanuingUssasnaell

3.2.4 ned@auIeuu

WGumsthuenwaladunsiaduiazinda Adware dmsuilefie Android fiasaanysal 1
vhyinABUANLYNABIIBITEUY lemdaunnsssuaznsvhiiianaiavesiaenwalady Tnemg
fugWauaziszuuiigniaundiiandumeasuinszuy a1unsafieznsa9du uagdin
Adware d1wfuiledia Android 1¥agsgndeaniels mniianudanainazyinnisiindulud

FUADY (3.2.3) NMSTBUIUTLNTULAENAIUITEUU

3.2.5 agUranaziauanalaseny
naflaannmeaeiuennalAtunsI93U Lagidn Adware Application dwsuiletie

Android 1najunauazineiaue
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3.3 109N by

3.3.1 AUBISIIS
1) wSearaufinmes Cpu Intel i7 ram 24 GB 1135038 3060
2) Wnda Intel(R) Core(TM) i5-8265U CPU @ 1.60GHz 1.80 GHz ram 8 GB

3) InsdAnvidlons Samsung j7, InsAnwviione Real me 3

3.3.2 AUBONALIS

1) 5UUUATANT Windows 10 uszuudfiansilisesiunisien

2) WWsunsu Android studio Mlunsideunazasiswennaintunsaduwaiidn
Adware Application d1m$uiiefa Android

3) TUswn31 Photoshop 14luniseenuuulensuveiuenndindunsiaduuay

Min Adware Application d1m3uiiena Android
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3.4 1 WgUlUSHNTULATHAIUILDNNALATU

UL UNI S rtaf eenwuuludunoun1satiuaud 3.2 urawiauudiie

Andunsiligumdimuaunisyinuraswenndintuiielidkenndinduaansarinulaniy

[

OUIEaA AawNuRIwanInIsvinnusiolul

e

3.4.1 W99 Flowchart

Tl UNISLANITUNDUVDILDNWALATUNITATIVTULAE AR Adware dmsuileda Android

Flowchart kannaAtuns193ukasnNdn Adware @msuilafa Android

Adware scan

Adware files found

A 4

| Manage Adwere |

Y

Management results

5UN 8 Flowchart Msviausennaindunsiadunazindn Adware Application @ wiuilafie

Android



Flowchart wannaAtuss193uLaznian Adware @1suilana Android

Adwere app

NO
Want to delete?
Y
Remove Adwere Apps collect
result

U 9 Flowchart nsvirnuwennanduidn Adware Application dwsuilefis Android
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3.5 dyUdunaunsALiiueu

3.4.1 Anwanudululivedlasanu veduuzidnnnensdiivinw wWednwidaya
LarAUNITaY AT 8Ll 99U Adware 1 BUINIINTATIMBNNALATUATIATY waziIdn
Adware Application d1115Uiia0e Android #E991ATIVTIUAINADINITVDITZUULAD I1NTUUUN
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A9299U NISHAAINE LAZNITAULDNNALATU Adware Application

3.4.4 NAFBUTTUU YNNISNAADULBNNELATUY LAgNITILENUSELNN Adware UNHARIUL
NsANINAaY RINUULTUTINITNAOUUDNNALATUATIVIU LagA1dn Adware Application
dmsuiiata Android F98Usza@nSAnlun1sNII93U kazdnn Adware 3oy LB LANAGNS

Wulumuindeanig

3.4.5 a3UnakaziLauanalATIL YIHan laaInNnIsnaaslennaladunsiadfu uag

Aam Adware Application @usuilofio Android Hudiuszdnsanlun1sns13dv Lazdnnn

Y
o
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UNN 4

NANISANRUIUIRY

INNITTANILATIULONNALAT UATIITULAZA1TA Adware Application @15 uilede

Android WUITLBNNALAT UAIUITAVIINITATIFTULAL AR WONNALATUNAA Adware n1ely

wiadla Beanansaldnulamuingusvasduagveuniginlanadimungld
4.1 HaN1IANLTUY

NMSIRTILENNAIATURTIITULAEANYA Adware Application d@usuileiie Android lafin1g
Asununszytumeuluuni 3 lnglelusunsu Android studio waza1w java lumsiaun

v

LONNALATUY FeleNanIsAELIIU f9T

4.1 lonpuvoIuaNNaLATUY

5U7 10 lomouvedwennaindy
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1146 @+ B @ - N =0@

ALL INSTALLED APPLICATIONS

MTK Non-Framework LBS

com.mediatek.gnss.nonframeworklbs

APP Enhancement Services

com.coloro S.gamespace

Rounded

com.android.theme.icon_pack.rounded.syste
mui

After-Sales Service

com.oppoex.afterservice

User guide

com.oppo.operationManual

Files

com.android.documentsui

Data usage

com.coloros.simsettings

SUT 11 lunthusnuenndiaduazuanawenndindunaannisluesos
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@Override
protected void onCreate(Bundle savedinstanceState) {
Handler handler = new Handler();
handler.postDelayed(new Runnable() {
@Override
public void run() {

// Query the usage stats here

}, 1000);

super.onCreate(savedinstanceState);
setContentView(R.layout.activity main);

Button backButton = findViewByld(R.id.back button);

// Button bgrunButton = findViewByld(R.id.bgrun_button);
Button button_scan = findViewByld(R.id.button_scan);
backButton.setVisibility(View.VISIBLE);
backButton.setText("All installed applications");

// bgrunButton.setText("All installed applications");

// bgrunButton.setVisibility(View.VISIBLE);

mListView = findViewByld(R.id.list_view);

mAdapter = new ArrayAdapter<>(this, android.R.layout.simple_list_item 1);

29



mListView.setAdapter(mAdapter);
button_scan.setVisibility(View.VISIBLE);
Button button remove adware = findViewByld(R.id.button remove adware);
button remove adware.setVisibility(View.GONE);
backButton.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
// Call the onCreate method again to display the list of installed apps
onCreate(null);
// Set the text of the button to "All applications installed"

// Set the visibility of the button to "visible"

b;
// Get a list of all installed apps on the device
PackageManager packageManager = getPackageManager();

List<Applicationinfo> installedApps =

packageManager.getinstalledApplications(PackageManager.GET META DATA);
// Add the app names and package names to the list

List<String> appList = new ArrayList<>();

for (Applicationinfo app : installedApps) {

String appName = app.loadlLabel(packageManager).toString();

30
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String packageName = app.packageName;

applist.add(@appName + "\nPackage : " + packageName);

AppListAdapter adapter = new AppListAdapter(this, installedApps);
mListView.setAdapter(adapter); }

fa0e9lAn N 2

public class AppListAdapter extends ArrayAdapter<Applicationinfo> {
private final Activity context;
private final List<ApplicationInfo> appList;
public AppListAdapter(Activity context, List<Applicationinfo> appList) {
super(context, R.layout.list_item, appList);
this.context = context;

this.appList = appList;

@Override
public View getView(int position, View convertView, ViewGroup parent) {
Layoutlnflater inflater = context.getLayoutInflater();
View rowView = inflater.inflate(R.layout.list_item, null, true);
// Find the views in the layout
ImageView applconimageView = (ImageView) rowView.findViewByld(R.id.app_icon);

TextView appNameTextView = (TextView) rowView.findViewByld(R.id.app_name);
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TextView packageNameTextView = (TextView)
rowView.findViewByld(R.id.package name);
// Get the Applicationinfo object for this position
Applicationinfo app = appList.get(position);
// Set the app name and package name in the TextViews
String appName = app.loadLabel(context.getPackageManager()).toString();
String packageName = app.packageName;
appNameTextView.setText(appName);
packageNameTextView.setText(packageName);
// Set the app icon in the ImageView
Drawable applcon = app.loadlcon(context.getPackageManager());
applconimageView.setimageDrawable(applcon);
rowView.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {

// Get the package name of the app

String packageName = app.packageName;

// Create an intent to uninstall the package

Intent intent = new Intent(Intent. ACTION_UNINSTALL PACKAGE);

intent.setData(Uri.parse("package:" + packageName)),

// Start the uninstall activity



context.startActivity(intent);

D

return rowView;

33
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4.3 ienA Scan WennalAdu faguRl 10 sruvaskansLennaladuruaneluATo

fn Adware

1146 Q- B @ » e =a @
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package com.app.detectndelete;

import java.util. ArrayList;

import java.util.List;

import android.Manifest;

import android.app.Activity;

import android.app.ActivityManager;

import android.app.usage.UsageStats;

import android.app.usage.UsageStatsManager;
import android.content.Context;

import android.content.Intent;

import android.content.pm.Applicationinfo;
import android.content.pm.PackageManager;
import android.graphics.drawable.Drawable;
import android.net.Urj;

import android.os.Bundle;

import android.os.Handler;

import android.provider.Settings;

import android.util.Log;

import android.view.LayoutInflater;

import android.view.View;

import android.view.ViewGroup;

import android.widget.ArrayAdapter;

import android.widget.Button;

import android.widget.ListView;

import android.widget. TextView;

import android.widget.Toast;

import androidx.core.app.ActivityCompat;
import androidx.core.content.ContextCompat;

public class MainActivity extends Activity {
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private static final int REQUEST DELETE PACKAGES = 1;
private ListView mListView;
private ArrayAdapter<String> mAdapter;
@Override
protected void onCreate(Bundle savedinstanceState) {
Handler handler = new Handler();
handler.postDelayed(new Runnable() {
@Override
public void run() {
// Query the usage stats here
}
}, 1000);
super.onCreate(savedinstanceState);
setContentView(R.layout.activity main);
Button backButton = findViewByld(R.id.back_button);

// Button bgrunButton = findViewByld(R.id.bgrun_button);
Button button_scan = findViewByld(R.id.button_scan);
backButton.setVisibility(View.VISIBLE);
backButton.setText("All installed applications");

// bgrunButton.setText("All installed applications");

// bgrunButton.setVisibility(View.VISIBLE);
mListView = findViewByld(R.id.list_view);
mAdapter = new ArrayAdapter<>(this, android.R.layout.simple_list_item 1);
mListView.setAdapter(mAdapter);
button_scan.setVisibility(View.VISIBLE);

Button button remove adware = findViewByld(R.id.button remove adware);
button remove adware.setVisibility(View.GONE);
backButton.setOnClickListener(new View.OnClickListener() {

@Override

public void onClick(View v) {



// Call the onCreate method again to display the list of installed apps
onCreate(null);

// Set the text of the button to "All applications installed"

// Set the visibility of the button to "visible"

b;
// Get a list of all installed apps on the device
PackageManager packageManager = getPackageManager();
List<Applicationinfo> installedApps =
packageManager.getinstalledApplications(PackageManager.GET _META DATA);
// Add the app names and package names to the list
List<String> appList = new ArrayList<>();
for (Applicationinfo app : installedApps) {
String appName = app.loadLabel(packageManager).toString();
String packageName = app.packageName;
applList.add(appName + "\nPackage : " + packageName);
}
AppListAdapter adapter = new AppListAdapter(this, installedApps);
mListView.setAdapter(adapter);
}
// Method to detect and remove adware from the device
private void removeAdware() {
// Get a list of all installed apps on the device
PackageManager packageManager = getPackageManager();
List<Applicationinfo> installedApps =
packageManager.getinstalledApplications(PackageManager.GET META DATA);
// Iterate through the list of installed apps
for (Applicationinfo app : installedApps) {
// Check if the app is adware
if (isAdware(app)) {
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// Uninstall the adware app
if (ContextCompat.checkSelfPermission(this,
Manifest.permission.REQUEST DELETE PACKAGES)
I= PackageManager.PERMISSION_GRANTED) {
// Permission is not granted
// Request permission
ActivityCompat.requestPermissions(this,
new String[l{Manifest.permission.REQUEST DELETE PACKAGES},
REQUEST DELETE PACKAGES);
}else {
// Permission has already been granted
// Proceed with deleting the package
}
// Uninstall the adware app
String packageName = app.packageName;
Intent intent = new Intent(Intent. ACTION_UNINSTALL PACKAGE,
Uri.parse("package:" + packageName));
intent.addFlags(intent.FLAG_ACTIVITY NEW_TASK);
startActivity(intent);
try {
// Check if the app was uninstalled successfully
if (packageManager.getApplicationinfo(packageName, 0) == null) {
// App was uninstalled, remove it from the list and display a message
String appName = app.loadLabel(packageManager).toString();
mAdapter.remove(appName);
}else {
// App was not uninstalled, do not remove it from the list
}

} catch (PackageManager.NameNotFoundException e) {
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// Package name was not found, app was uninstalled, remove it from the
list and display a message
String appName = app.loadlLabel(packageManager).toString();

mAdapter.remove(appName);

}

// Method to check if an app is adware

private boolean isAdware(Applicationinfo app) {

String[] adwarePackageNames = {

"com.ngocph.masterfree”,
"com.mghstudio.ringtonemaker”,
"com.video.downloadmasterfree",
"com.hunghh.instadownloader",
"com.chungit.tank1990",
"com.massapp.instadownloader,
"com.chungit.tankbattle",
"com.chungit.basketball",
"com.applecat.worldchampion2018",
"org.minigamehouse.photoalbum”,
"com.mngh.tuanvn.fbvideodownloader",
"com.v2social.socialdownloader",
"com.hikeforig.hashtag",
"com.chungit.heroesjump”,
"com.mp4d.video.downloader",
"com.videotompd.downloader,
"boxs.puzzles.Puzzlebox",
"com.intatwitfb.download.videodownloader",

"com.doscreenrecorder.screenrecorder”,



"com.toptools.allvideodownloader",
"com.topl.videodownloader",
"com.santastudio.headsoccer2",
"com.ringtonemakerpro.ringtonemakerapp2019",
"com.hugofqg.solucionariodebaldor",
"com.anit.bouncingball”,
"com.dktools.liteforfb",
"net.radiogroup.tvnradio”,
"com.anit.bouncingball”,
"com.floating.tube.bymuicv",
"org.cocos2dx.SpiderSolitaireGames”,
"games.puzzle.crosssum”,
"dots.yellow.craft",
"com.tvngroup.ankina.reminderWater",
"com.hdevs.ringtonemaker2019",
"com.carlosapps.solucionariodebaldor”,
"com.mngh1.flatmusic",
"com.tvn.app.smartnote”,
"com.thrtop.alldownloader”,
"com.anthu91.soccercard",
"com.hugofg.wismichudosmildiecisiete",
"com.gamebasketball.basketballperfectshot”,
"com.nteam.solitairefree",
"com.instafollowers.hiketop",
"free.calls.messages’,
"com.a.bluescanner”,
"com.bb.image.editor",
"com.cc.image.editor",
"com.d.bluemagentascanner”,

"com.doo.keeping,
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"com.e.orangeredscanner",
"com.hz.audio”,
"cos.mos.comprehensive”,
"com.garbege.background.cutout",
"com.hanroom.cutbackground",
"com.jiajia.autocut.photo”,
"com.jiakebull.picture.background",
"com.fruit.autocut.photo’,
"com.huankuai.autocut.picture”,
"com.bird.sky.whale.camera",
"com.blue.deep.cleaner’,
"com.cool.ice.camera’,

"com filter.sweet.camera’,
"com.fishing.when.orangecamera”,
"com.fvcorp.ffclient.cs",
"com.g360.funny.camera”,
"com.group.hotcamera”,
"com.inslab.instasaver",
"com.itop.top100insfollowers",
"com.liwushuo.gifttalk",
"com.mob.dualwha",
"com.mobile.ninewallpaperl”,
"com.op.blinking.camera",
"com.op.blinkingcamera”,
"com.tec.file.master”,
"global.fm.filesexplorer”,
"com.g360.zcamera’,
"com.multi.account.parallel.dual’,
"com.multi.whatweb",

"com.nianclub.cleandoctor”,
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"com.security.multiple.account.applock’,
"com.tenappsmultiwhat",

"com.yiyue.wuhao",

"dotapps.multispace”,

"dotapps.multiwhats",

"opt.game.talent’,
"com.heavy.excavator.simulator.driveandtransport”,
"com.hoverboard.racing.speed.simulator”,
"com.zg.real.tractor.farming.simulator.game”,
"com.ambulancerescue.driving.simulator”,
"com.heavymountain.bus2018simulator",
"com.firetruckemergency.driver”,
"com.farming.tractor.realharvest.simulator”,
"com.carparking.challenge.parksimulator”,
"com.speedboat.jetski.racing.simulator”,
"com.watersurfing.carstunt.racing.simulator”,
"com.offroad.woodtransport.truckdriver”,
"com.volumen.booster.equalizer",
"com.ks.prado.Car.parking.race.drive.apps’,
"com.zg.offroad.QOil.tanker.transporter.truck.cargo.simulator”,
"com.monstertruck.demolition”,
"com.hummerlimotaxi.simulator.driving”,
"com.excavator.wreckingball.demolition.simulator",
"com.offroad.gold.transport.truck”,
"com.sea.animals.trucktransport.simulator”,
"com.water.surfingrace.motorbike.stunt",
"com.policechase.thiefpersecution”,
"com.police.plane.transporter.game”,
"com.ambulance.driver.extreme.rescue.simulator”,

"com.hovercraftracer.speedracing.boat",
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"com.cars.transport.truckdriver.simulator”,
"com.motorbike.pizza.delivery.drivesimulator”,
"com.heavy.excavator.stonecutter.simulator”,
"com.bottle.shoot.archery.game”,
"com.offroadbuggy.car.racingsimulator",
"com.garbagetruck.city.trash.cleaningsimulator’,
"com.tanks.attack.simulator.war.attack”,
"com.dinosaurpark.trainrescue”,
"com.pirateshipboat.racing3d.simulator”,
"com.flyingtaxi.simulator.race",
"com.jetpackinwater.racersimualtor.danger”,
"com.boostervolumen.amplifiersoundandvolumen®,
"com.farmgames.animal.farming.simulator”,
"com.monstertruck.racing.competition.simulator”,
"com.simulator.offroadjeep.car.racing",
"com.simulator.flyingcar.stunt.extremetracks.racing”,
"com.simulator.tractorfarming.driving",
"com.impossible.farming.transport.simulator",
"com.volumenbooster.equalizerboost”,
"com.mustang.rally.championship.racingsimulator”,
"com.deleted.photo.recovery",
"com.race.boat.speedy",
"com.cycle.bike.racing.came”,
"com.write.name.live.wallpaper.hd”,
"com.maginal.unicorn.eame”,
"com.grafton.cycle.jungle.rider.race",
"com.lovecallingapps.lovecaller.Screen”,
"com.city.car.funny.racing.stunt.game.pro’,
"com.citycar.funny.racinggame.stunt.simulator’,

"com.urban.Limo.taxi.simulation.games",
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"com.cg.heavy.tractor.simulator.game”,
"com.campervan.drivingsimulator.caravan®,
"com.bootleshoot.sniper”,
"com.globalcoporation.fullscreenincomingcaller.app’,
"com.mustache.beard.editor”,
"com.volumenbooster.increaservolumen”,
"com.photoeditor.girlfriend.addgirlstophoto.pic”,
"com.tracker.location.number.free.spy",
"com.garden.editor.app’,

"com.fortunewheel.game”,
"com.farming.transport.tractor.simulator”,
"com.offroad.tractor.transport.drivingsimulator",
"com.customwallpaper.mynameonlivewallpaper”,
"com.flying.ambulance.emergency.rescue.simulator”,
"com.mustang.driving.car.race",
"com.waterpark.carracing.simulator”,
"com.impossibletrucks.extremetrucks.simulator”,
"com.extreme.flying.motorbike.stuntsimulator”,
"com.emergency.firetruck.rescue.drivingsimulator”,
"com.snowplow.simulator.heavysnow.excavator",
"com.waterskiing.simulator.cames”,
"com.photomaker.editor.women.makeupandhairstyle’,
"com.fortune.mountain”,
"com.vanpizza.truckdelivery.simulator”,
"com.truck.simulator.transportandparking”,
"com.hoverboard.racing.spider.attacksimulator”,
"com.moto.sport.championship.racingsimulator”,
"com.demolitionderby.simulator”,
"com.lovecaller.free.loveringtones",

"com.house.transport.truck.movingvan.simulator”,
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"com.heavy.excavator.simulator.stonedriller",
"com.cycle.downhill.game”,
"com.extreme.rallychampionship.race’,
"com.missileattack.army.truck”,
"com.mobile.caller.location.tracker.freecall’,
"com.mobilenumberlocator.tracker”,
"com.mynameonlivewallpaper.animated.hd",
"com.spk.coach.offroad.School.bus.mountain.free”,
"com.fullscreen.incomingcaller.app”,
"com.allsuit.man.casualshirt.photo.editor",
"com.americanmuscle.car.race",
"com.offroad.nuclearwastetransport.truckdriver",
"com.madcars.fury.racing.driving.simulator”,
"com.high.wheeler.speed.race.championship”,
"com.colorbynumber.number.coloring.paint.game”,
"com.campervan.race.driving.simulator.game”,
"com.unicornfloat.speedrace.simulator”,
"com.dualscreenbrowser",
"com.harvest.timber.simulatorandtransport”,
"com.racingsimulator.hot.micro.racers",
"com.lara.unicorn.dash.magical.raider.race",
"com.wingsuit.simulator.extreme”,
"com.foodtruck.driving.simulator",
"com.dograce.competition”,
"com.suvcar.parking.simulator.game”,
"com.clap.phonefinder.locator”,
"com.phonenumerlocator.findphonenumbers”,
"com.whatsapplock.gallerylock.ninexsoftech.lock”,
"com.secret.screenrecorder.screenshotrecord”,

"com.facebeauty.makeup”,
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"com.write.your.christmas.letter.santa.threewisemen”,
"com.deletedfiles.photo.audio.video.recovery",
"com.screndualbrowserdouble.app.android”,
"com.crack.mobile.screen.prank’,
"photoeditor.Garden.photoframe”,
"com.modiphotoframe.editor”,
"com.callerscreen.lovecaller”,
"com.antitheftalarm.fullbatteryalarm.sound",
"com.lovecaller.screen.custom”,
"com.sms.message.voice.reading’,
"com.photo.text.editor.nameonpic”,
"com.mtsfreegames.Speedboatracing’,
"com.simulator.traindriving”,
"com.grafton.Cycle.jungle.rider",
"com.gl.racinghorse.competition”,
"moveapptosd.tosdcard.freeapp”,
"com.avatarmaker.poptoy.creator”,
"com.myphoto.live.wallpaper.editor”,
"com.messenger2.play.game.Unicorndashk”,
"com.truck.wheelofdeath",
"com.livetranslator.translateinlive”,
"com.volumecontrol.widget.volumebooster",
"com.worldcup2018football.shirt. maker.photoeditor",
"com.girlfriendphotoeditor.girlsinyourphoto”,
"com.myphoto.on.musicplayer.free”,
"com.taxidriving.simulatorgame.race",
"com.garden.photoeditor.photoframe”,
"com.fortunewheel.deluxe",
"com.motorcycle.extremeracing.simulator”,

"com.offroad.snow.bike.christmas.racing”,
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"com.Droidhermes.bottleninja",
"com.Hadiikhiya.photochangebackground",
"com.offroad.christmas.treetransport.truck.driversimulator",
"com.tank.transport.armytruck.simulator”,
"com.flagteams.facepaint.editor.world2018cup",
"com.russianworld2018cup.livewallpaper.flagsteam",
"com.editor.selfie.camera.photo”,
"com.desirepk.Offroad.transport.simulator.apps”,
"massimo.Vidlan.maxplayer",
"com.flashalerts.callandsms”,
"com.photovideo.maker.withmusic",
"com.braingames.igtest.skills",
"com.mix.audio.and.video",
"com.poptoy.creator.edityourpoptoy”,
"com.flashalert.callandsms”,
"com.photoframe.of .heart",
"com.shayari.hindi.status.photo.text",
"com.happy.photo.birthday.cake",
"com.photoeditor.nature.photoframes’,
"com.photoframe.calendar2018editor",
"com.christmas.truck.transportsimulator.game”,
"com.christmas.vandrive.modern.santa",
"com.anbrothers.voicechanger.app’,
"com.monsters.vs.water.duel”,
"com.flowers.editor.photo.frame”,
"videoeditor.musicvideo.Phototovideomaker.videoeditor",
"com.racing.games.toiletpaper.race’,
"com.Zv.puppiesdog.racegame”,
"com.luxury.photo.frame.photo.editor",

"com.bike.wheelofdeath”,
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"com.gbesoft.worldfamousphotoframes.app",
"com.heavysnowexcavator.christmas.rescue’,
"com.syor.deleted.photo.recovery.video.restore",
"com.footballanalyzer.resultsandstats",
"com.photoframe.cube3d.live.wallpaper.hd",
"com.photoframe.geenhill",
"com.christmas.magnetic.magicboard.drawandwrite”,
‘com.animalspart.photo.editor”,
"com.camera.blur.photoeffects",
"com.quick.photo.frame.carphotoframe”,
"com.game.handsslap.manitascalientes.redhands”,
"com.maa.durga.live.wallpaper",
"com.photomontage.men.sweatshirt.editor",
"com.wordsgame.connectletters",
"lanas.recover.deleted.pictures.photos”,
"com.customized.radio.alarm.clock”,
"com.antispamcalls.blockspamcaller”,
"com.compatibilitytest.friends.couples”,
"com.dualscreen.android.app.double’,
"com.magic.glow.livewallpaper.animatedwallpaper’,
"com.game.virtualpet.porgy”,
"com.explosiongame.taptheball”,
"com.analog.digital.clock.live.wallpaper",
"com.royalestas.information”,

"com.editor firetext.photo.frame”,
"editor.card.greetings.christmas.com.christmasgreetingscard",
"com.bestappsco.bestapplock.free’,
"com.DJ.photoframe.editor”,
"com.autocall.redial.automatic.recall”,

"com.picquiz.guess.picture.game”,
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"com.professionalrecorder.audio.call.record",
"com.dodjoy.yxsm.global",
"com.games37.eoa’,
"com.tapenjoy.warx",
"‘com.UE.JYMF&hL",
"com.reedgame.ljeg",
"com.baiduyn.indonesiamyth",
"com.baplay.love”,
"com.entertainment.mfgen.android",
"com.esportshooting.fps.thekillbox.tr",
"com.fitfun.cubizone.love",
"com.gemstone.neverfindme”,
"com.ghosttuisan.android",
"com.herogames.gplay.kowsglo",
"com.herogames.gplay.kowsea",
"com.icantw.wings",
"com.indie.wdjt.ft1",
"com.indie.wd;jt.ft2",
"com.jiahe jian.hjths",
"com.linecorp.LGSAMTH",
"com.qgc.mgden.android”,
"com.sa.xueqjing.en”,
"com.sixwaves.warshiprising",
"com.vtcmobile.thuychien”,
"music.party.together",
"com.yileweb.mgcsgja.android",
"com.moloong.wijhj.tw",
"com.drxjlh1"

I

String packageName = app.packageName;
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for (String adwarePackageName : adwarePackageNames) {
if (packageName.equals(adwarePackageName)) {

return true;

}
return false;
}
public void onScanClick(View view) {
// Get a list of all installed apps on the device
PackageManager packageManager = getPackageManager();

List<Applicationinfo> installedApps =

packageManager.getinstalledApplications(PackageManager.GET _META DATA);

Button backButton = findViewByld(R.id.back button);
Button button_scan = findViewByld(R.id.button_scan);
// Button bgrunButton = findViewByld(R.id.bgrun_button);

Button button remove adware = findViewByld(R.id.button _remove adware);

backButton.setText("Back");
backButton.setVisibility(View.VISIBLE);
// bgrunButton.setVisibility(View.GONE);
// Clear the list of apps
mAdapter.clear();
button_scan.setVisibility(View.GONE);
button remove adware.setVisibility(View.VISIBLE);
// Create a list of adware apps
List<Applicationinfo> applist = new ArrayList<>();
// Add the adware apps to the list
for (Applicationinfo app : installedApps) {
if (isAdware(app)) {
appList.add(app);
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}
// Create a new adapter for the list of adware apps
ApplListAdapter adapter = new ApplistAdapter(this, appList);
mListView.setAdapter(adapter);
if (adapter.getCount() == 0) {
Toast.makeText(this, "No adware apps found", Toast.LENGTH SHORT).show();

}
/* public void onBackgroundRunningAppsClick(View view) {
Button backButton = findViewByld(R.id.back button);
Button bgrunButton = findViewByld(R.id.bgrun_button);
backButton.setVisibility(View.VISIBLE);
bgrunButton.setVisibility(View.GONE);
backButton.setText("Background Running Apps");
List<Applicationinfo> runningApps = new ArrayList<>();
ActivityManager activityManager = (ActivityManager)
getSystemService(Context ACTIVITY SERVICE);
List<ActivityManager.RunningAppProcessinfo> runningProcesses =
activityManager.getRunningAppProcesses()
PackageManager packageManager = getPackageManager();
for (ActivityManager.RunningAppProcessinfo processinfo : runningProcesses) {
try {

Applicationinfo applnfo =
packageManager.getApplicationinfo(processinfo.pksList[0],
PackageManager.GET _META DATA);

runningApps.add(appinfo);

} catch (PackageManager.NameNotFoundException e) {

// lgnore apps that can't be found
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*/

AppListAdapter adapter = new AppListAdapter(this, runningApps);
mListView.setAdapter(adapter);

if (adapter.getCount() == 0) {

Toast.makeText(this, "No running apps found", Toast.LENGTH_SHORT).show();

// Button click handler to remove adware
public void onRemoveAdwareClick(View view) {

removeAdware();
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// Method to detect and remove adware from the device
private void removeAdware() {
// Get a list of all installed apps on the device
PackageManager packageManager = getPackageManager();

List<Applicationinfo> installedApps =
packageManager.getinstalledApplications(PackageManager.GET _META DATA);

// Iterate through the list of installed apps
for (Applicationinfo app : installedApps) {
// Check if the app is adware
if (isAdware(app)) {
// Uninstall the adware app

if (ContextCompat.checkSelfPermission(this,

Manifest.permission.REQUEST DELETE PACKAGES)
I= PackageManager.PERMISSION GRANTED) {
// Permission is not granted
// Request permission
ActivityCompat.requestPermissions(this,
new String[[{Manifest.permission.REQUEST DELETE PACKAGES},
REQUEST DELETE PACKAGES);

} else {
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// Permission has already been granted

// Proceed with deleting the package

// Uninstall the adware app
String packageName = app.packageName;

Intent intent = new Intent(Intent. ACTION_UNINSTALL PACKAGE,

Uri.parse("package:" + packageName));
intent.addFlags(intent.FLAG_ACTIVITY NEW_TASK);
startActivity(intent);
try {
// Check if the app was uninstalled successfully
if (packageManager.getApplicationinfo(packageName, 0) == null) {
// App was uninstalled, remove it from the list and display a message
String appName = app.loadLabel(packageManager).toString();
mAdapter.remove(appName);
}else {

// App was not uninstalled, do not remove it from the list

} catch (PackageManager.NameNotFoundException e) {

// Package name was not found, app was uninstalled, remove it from the

list and display a message

String appName = app.loadLabel(packageManager).toString();



1}

mAdapter.remove(appName);
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agnldn 7 1
public void onScanClick(View view) {
// Get a list of all installed apps on the device
PackageManager packageManager = getPackageManager();

List<Applicationinfo> installedApps =
packageManager.getinstalledApplications(PackageManager.GET _META DATA);

Button backButton = findViewByld(R.id.back button);
Button button_scan = findViewByld(R.id.button_scan);

// Button bgrunButton = findViewByld(R.id.bgrun_button);
Button button_remove adware = findViewByld(R.id.button_remove adware);
backButton.setText("Back");
backButton.setVisibility(View.VISIBLE);

// bgrunButton.setVisibility(View.GONE);

// Clear the list of apps

mAdapter.clear();
button_scan.setVisibility(View.GONE);
button_remove_adware.setVisibility(View.VISIBLE);
// Create a list of adware apps
List<ApplicationInfo> appList = new ArrayList<>();
// Add the adware apps to the list

for (Applicationinfo app : installedApps) {



if (isAdware(app)) {

appList.add(app);

// Create a new adapter for the list of adware apps
AppListAdapter adapter = new ApplListAdapter(this, appList);
mListView.setAdapter(adapter);

if (adapter.getCount() == 0) {

Toast.makeText(this, "No adware apps found", Toast. LENGTH SHORT).show()

faeenalAn N 2

public void onRemoveAdwareClick(View view) {
removeAdware();
}
Frog13lAn 1 3
private boolean isAdware(Applicationinfo app) {
String[] adwarePackageNames = {
"com.ngocph.masterfree”’,

"com.mghstudio.ringtonemaker”,

)
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"com.video.downloadmasterfree",
"com.hunghh.instadownloader",
"com.chungit.tank1990",
"com.massapp.instadownloader”,
"com.chungit.tankbattle",
"com.chungit.basketball”,
"com.applecat.worldchampion2018",
"org.minigamehouse.photoalbum”,
"com.mngh.tuanvn.fbvideodownloader",
"com.v2social.socialdownloader",
"com.hikeforig.hashtag",
"com.chungit.heroesjump”,
"com.mpé.video.downloader",
"com.videotompd.downloader”,
"boxs.puzzles.Puzzlebox",
"com.intatwitfb.download.videodownloader",
"com.doscreenrecorder.screenrecorder”,
"com.toptools.allvideodownloader",
"com.topl.videodownloader",
"com.santastudio.headsoccer2’,

"com.ringtonemakerpro.ringtonemakerapp2019",
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"com.hugofq.solucionariodebaldor”,
"com.anit.bouncingball”,
"com.dktools.liteforfb",
"net.radiogroup.tvnradio”,
"com.anit.bouncingball”,
"com.floating.tube.bymuicv",
"org.cocos2dx.SpiderSolitaireGames’,
"games.puzzle.crosssum”,
"dots.yellow.craft",
"com.tvngroup.ankina.reminderWater",
"com.hdevs.ringtonemaker2019",
"com.carlosapps.solucionariodebaldor”,
"com.mngh1.flatmusic",
"com.tvn.app.smartnote”,
"com.thrtop.alldownloader",
"com.anthu91.soccercard",
"com.hugofg.wismichudosmildiecisiete",
"com.gamebasketball.basketballperfectshot’,
"com.nteam.solitairefree”,
"com.instafollowers.hiketop",

"free.calls.messages’,
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"com.a.bluescanner”,
"com.bb.image.editor",
"com.cc.image.editor”,
"com.d.bluemagentascanner”,
"com.doo.keeping”,
"com.e.orangeredscanner”,
"com.hz.audio’,
"cos.mos.comprehensive”,
"com.garbege.background.cutout”,
"com.hanroom.cutbackground",
"com.jiajia.autocut.photo”,
"com.jiakebull.picture.background",
"com.fruit.autocut.photo’,
"com.huankuai.autocut.picture”,
"com.bird.sky.whale.camera",
"com.blue.deep.cleaner”,
"com.cool.ice.camera",

"com filter.sweet.camera’,
"com.fishing.when.orangecamera",
"com.fvcorp.ffclient.cs”,

"com.g360.funny.camera’,
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"com.group.hotcamera”,
"com.inslab.instasaver",
"com.itop.top100insfollowers",
"com.liwushuo.gifttalk",
"com.mob.dualwha’,
"com.mobile.ninewallpaperl”,
‘com.op.blinking.camera”,
"com.op.blinkingcamera’,
"com.tec file.master",
"global.fm.filesexplorer”,
"com.g360.zcamera’,
"com.multi.account.parallel.dual’,
"com.multi.whatweb",
"com.nianclub.cleandoctor”,
"com.security.multiple.account.applock’,
"com.tenappsmultiwhat’,
"com.yiyue.wuhao",
"dotapps.multispace”,
"dotapps.multiwhats",
"opt.game.talent”,

"com.heavy.excavator.simulator.driveandtransport",
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"com.hoverboard.racing.speed.simulator”,
"com.zg.real.tractor.farming.simulator.game”,
"com.ambulancerescue.driving.simulator”,
"com.heavymountain.bus2018simulator”,
"com.firetruckemergency.driver",
"com.farming.tractor.realharvest.simulator”,
"com.carparking.challenge.parksimulator”,
"com.speedboat jetski.racing.simulator”,
"com.watersurfing.carstunt.racing.simulator”,
"com.offroad.woodtransport.truckdriver”,
"com.volumen.booster.equalizer",
"com.ks.prado.Car.parking.race.drive.apps"’,
"com.zg.offroad.QOil.tanker.transporter.truck.cargo.simulator”,
"com.monstertruck.demolition”,
"com.hummerlimotaxi.simulator.driving”,
"com.excavator.wreckingball.demolition.simulator",
"com.offroad.gold.transport.truck’,
"com.sea.animals.trucktransport.simulator”,
"com.water.surfingrace.motorbike.stunt",
"com.policechase.thiefpersecution’,

"com.police.plane.transporter.game”,
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"com.ambulance.driver.extreme.rescue.simulator”,
"com.hovercraftracer.speedracing.boat”,
"com.cars.transport.truckdriver.simulator”,
"com.motorbike.pizza.delivery.drivesimulator”,
"com.heavy.excavator.stonecutter.simulator”,
"com.bottle.shoot.archery.game”,
"com.offroadbuggy.car.racingsimulator",
"com.garbagetruck.city.trash.cleaningsimulator”,
"com.tanks.attack.simulator.war.attack”,
"com.dinosaurpark.trainrescue”,
"com.pirateshipboat.racing3d.simulator”,
"com.flyingtaxi.simulator.race",
"com.jetpackinwater.racersimualtor.danger",
"com.boostervolumen.amplifiersoundandvolumen®,
"com.farmgames.animal.farming.simulator”,
"com.monstertruck.racing.competition.simulator”,
"com.simulator.offroadjeep.car.racing”,
"com.simulator.flyingcar.stunt.extremetracks.racing”,
"com.simulator.tractorfarming.driving",
"com.impossible.farming.transport.simulator”,

"com.volumenbooster.equalizerboost",
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"com.mustang.rally.championship.racingsimulator”,
"com.deleted.photo.recovery",
"com.race.boat.speedy",
"com.cycle.bike.racing.came”,
"com.write.name.live.wallpaper.hd",
"com.maginal.unicorn.game’,
"com.grafton.cycle.junsle.rider.race",
"com.lovecallingapps.lovecaller.Screen’,
"com.city.car.funny.racing.stunt.game.pro’,
"com.citycar.funny.racinggame.stunt.simulator”,
"com.urban.Limo.taxi.simulation.games",
"com.cg.heavy.tractor.simulator.game”,
"com.campervan.drivingsimulator.caravan®,
"com.bootleshoot.sniper”,
"com.globalcoporation.fullscreenincomingcaller.app”,
"com.mustache.beard.editor",
"com.volumenbooster.increaservolumen”,
"com.photoeditor.girlfriend.addgirlstophoto.pic”,
"com.tracker.location.number.free.spy",
"com.garden.editor.app’,

"com.fortunewheel.game”,
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"com.farming.transport.tractor.simulator”,
"com.offroad.tractor.transport.drivingsimulator",
"com.customwallpaper.mynameonlivewallpaper”,
"com.flying.ambulance.emergency.rescue.simulator”,
"com.mustang.driving.car.race",
"com.waterpark.carracing.simulator”,
"com.impossibletrucks.extremetrucks.simulator”,
"com.extreme.flying.motorbike.stuntsimulator",
"com.emergency.firetruck.rescue.drivingsimulator”,
"com.snowplow.simulator.heavysnow.excavator",
"com.waterskiing.simulator.cames”,
"com.photomaker.editor.women.makeupandhairstyle’,
"com.fortune.mountain,
"com.vanpizza.truckdelivery.simulator”,
"com.truck.simulator.transportandparking”,
"com.hoverboard.racing.spider.attacksimulator”,
"com.moto.sport.championship.racingsimulator”,
"com.demolitionderby.simulator”,
"com.lovecaller.free.loveringtones’,
"com.house.transport.truck.movingvan.simulator”,

"com.heavy.excavator.simulator.stonedriller",
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"com.cycle.downhill.game”,
"com.extreme.rallychampionship.race’,
"com.missileattack.army.truck”,
"com.mobile.caller.location.tracker.freecall’,
"com.mobilenumberlocator.tracker",
"com.mynameonlivewallpaper.animated.hd",
"com.spk.coach.offroad.School.bus.mountain.free",
"com.fullscreen.incomingcaller.app’,
"com.allsuit.man.casualshirt.photo.editor",
"com.americanmuscle.car.race",
"com.offroad.nuclearwastetransport.truckdriver",
"com.madcars.fury.racing.driving.simulator”,
"com.high.wheeler.speed.race.championship”,
"com.colorbynumber.number.coloring.paint.game”,
"com.campervan.race.driving.simulator.game”,
"com.unicornfloat.speedrace.simulator”,
"com.dualscreenbrowser",
"com.harvest.timber.simulatorandtransport”,
"com.racingsimulator.hot.micro.racers",
"com.lara.unicorn.dash.magical.raider.race",

"com.wingsuit.simulator.extreme”,
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"com.foodtruck.driving.simulator”,
"com.dograce.competition”,
"com.suvcar.parking.simulator.game”,
"com.clap.phonefinder.locator”,
"com.phonenumerlocator.findphonenumbers",
"com.whatsapplock.gallerylock.ninexsoftech.lock”,
"com.secret.screenrecorder.screenshotrecord”,
"com.facebeauty.makeup",
"com.write.your.christmas.letter.santa.threewisemen”,
"com.deletedfiles.photo.audio.video.recovery",
"com.screndualbrowserdouble.app.android”,
"com.crack.mobile.screen.prank’,
"photoeditor.Garden.photoframe”,
"com.modiphotoframe.editor”,
"com.callerscreen.lovecaller”,
"com.antitheftalarm.fullbatteryalarm.sound",
"com.lovecaller.screen.custom”,
"com.sms.message.voice.reading",
"com.photo.text.editor.nameonpic’,
"com.mtsfreegames.Speedboatracing”,

"com.simulator.traindriving”,
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"com.grafton.Cycle.jungle.rider",
"com.gl.racinghorse.competition”,
"moveapptosd.tosdcard.freeapp”,
"com.avatarmaker.poptoy.creator”,
"com.myphoto.live.wallpaper.editor”,
"com.messenger2.play.game.Unicorndashk”,
"com.truck.wheelofdeath",
"com.livetranslator.translateinlive”,
"com.volumecontrol.widget.volumebooster”,
"com.worldcup2018football.shirt.maker.photoeditor",
"com.girlfriendphotoeditor.girlsinyourphoto”,
"com.myphoto.on.musicplayer.free",
"com.taxidriving.simulatorgame.race”,
"com.garden.photoeditor.photoframe”,
"com.fortunewheel.deluxe",
"com.motorcycle.extremeracing.simulator”,
"com.offroad.snow.bike.christmas.racing",
"com.Droidhermes.bottleninja",
"com.Hadiikhiya.photochangebackground”,
"com.offroad.christmas.treetransport.truck.driversimulator",

"com.tank.transport.armytruck.simulator”,
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"com.flagteams.facepaint.editor.world2018cup”,
"com.russianworld2018cup.livewallpaper.flagsteam”,
"com.editor.selfie.camera.photo’,
"com.desirepk.Offroad.transport.simulator.apps”,
"massimo.Vidlan.maxplayer",
"com.flashalerts.callandsms",
"com.photovideo.maker.withmusic",
"com.braingames.igtest.skills",
"com.mix.audio.and.video",
"com.poptoy.creator.edityourpoptoy”,
"com.flashalert.callandsms",
"com.photoframe.of.heart",
"com.shayari.hindi.status.photo.text",
"com.happy.photo.birthday.cake",
"com.photoeditor.nature.photoframes’,
"com.photoframe.calendar2018editor”,
"com.christmas.truck.transportsimulator.game”,
"com.christmas.vandrive.modern.santa",
"com.anbrothers.voicechanger.app’,
"com.monsters.vs.water.duel”,

"com.flowers.editor.photo.frame”,
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"videoeditor.musicvideo.Phototovideomaker.videoeditor”,
"com.racing.games.toiletpaper.race”,
"com.Zv.puppiesdog.racegame”,
"com.luxury.photo.frame.photo.editor",
"com.bike.wheelofdeath”,
"com.gbesoft.worldfamousphotoframes.app”,
‘com.heavysnowexcavator.christmas.rescue”,
"com.syor.deleted.photo.recovery.video.restore",
"com.footballanalyzer.resultsandstats",
"com.photoframe.cube3d.live.wallpaper.hd",
"com.photoframe.geenhill",
"com.christmas.magnetic.magicboard.drawandwrite”,
"com.animalspart.photo.editor",
"com.camera.blur.photoeffects",
"com.quick.photo.frame.carphotoframe”,
"com.game.handsslap.manitascalientes.redhands",
"com.maa.durga.live.wallpaper",
"‘com.photomontage.men.sweatshirt.editor’,
"com.wordsgame.connectletters”,
"lanas.recover.deleted.pictures.photos”,

"com.customized.radio.alarm.clock”,
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"com.antispamcalls.blockspamcaller”,
"com.compatibilitytest.friends.couples”,
"com.dualscreen.android.app.double’,
"com.magic.glow.livewallpaper.animatedwallpaper”,
"com.game.virtualpet.porgy”,
"com.explosiongame.taptheball”,
"com.analog.digital.clock.live.wallpaper",
"com.royalestas.information”,

"com.editor firetext.photo.frame”,
"editor.card.greetings.christmas.com.christmasgreetingscard”,
"com.bestappsco.bestapplock.free”,
"com.DJ.photoframe.editor",
"com.autocall.redial.automatic.recall’,
"com.picquiz.guess.picture.game”,
"com.professionalrecorder.audio.call.record",
"com.dodjoy.yxsm.global",

"com.games37.eoa",

"‘com.tapenjoy.warx",

"com.UE.JYMF&hL",

"com.reedgame.ljeg",

"com.baiduyn.indonesiamyth",
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"com.baplay.love",
"com.entertainment.mfgen.android",
"com.esportshooting.fps.thekillbox.tr",
"com.fitfun.cubizone.love",
"com.gemstone.neverfindme”,
"com.ghosttuisan.android",
"com.herogames.gplay.kowsglo”,
"com.herogames.gplay.kowsea",
"com.icantw.wings",
"com.indie.wdjt.ft1",
"com.indie.wdjt.ft2",

"com.jiahe jian.hjths",
"com.linecorp.LGSAMTH",
"com.gc.mgden.android”,
‘com.sa.xueging.en’,
"com.sixwaves.warshiprising”,
"com.vtcmobile.thuychien”,
"music.party.together",
‘com.yileweb.mgcsgja.android”,
"com.moloong.wjhj.tw",

"com.drxjlh1" }
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JUNBUNISANAILUTHATY AU lnantasinne Android studio

1. ailuan Android studio 910
https://developer.android.com/studio?gclid=CjOKCQjw8e-gBhDOARIsAJiDsaVbRIX8V-
MMCCi-dg_dz-1br YcPkOFmMrdQ7Wew2-ZplDzQl4piGLsaAkccEALwW wcB&gclsrc=aw.ds

@
%

developers an atf Andeoid Studio y k X Q

NOROID STUDIO

Android Studio

Get the official Integrated Development

Environment (IDE) for Android app

development.

Download Android Studio Electric Lol &,

Read release notes (&)

Anldsuthe g8 Android Studio
New features Al

FEATURE

Multipreview API

U7 n-1 aflnaa Android studio
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2. prndlvaniasanadlinadalidtunn uadazviaentinsng Setup a1nduliin1sAe

Next

Android Studio Setup

Welcome to Android Studio Setup

Setup will guide you through the installation of Android
Studio.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

Android
Stuadio

JU7 n-2 antllvanasanalinailaldaun udavzmentinng Setup a1ntuliii

ANSAANT Next
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3. AANY Next

Android Studic Setup

Choose Components
Choose which features of Android Studio you want to install.

Check the components you want to install and uncheck the components you don't want to
install. Clid: Mext to continue,

Description

Select components to install: Android Studio

Android Virtual Device

Space required: 3.2GB

Cancel

U1 n-3 AANT Next
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4. \don path Naglelun1sinAsaaasag

Android Studio Setup

Configuration Seltings
Install Locations

Android Studio Installation Location

The location spedified must have at least S00MB of free space.
Click Browse to customize:

C:\Program Files\androidandroid Studio Browse,.

JUN n-4 150N path Nagldlun1sinfsasaios
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5. 1N%U SaN15ANLLVan

Android Studio Setup

Installing
Please wait while Android Studio is being installed.

Extract: grpc-netty-shaded.jar

Show details

SUT n-5 Nty s9n15A1van



86

6. anuluantasadu Tivinisaany Next

Installation Complete
setup was completed successfully,

Completed

Show details

JUN n-6 Wiannuilvasiaiadu livin1saand Next
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7. ANt Finish

Android Studic Setup

Completing Android Studio Setup

Android Studio has been installed on your computer,

Click Finish to dose Setup.

Start Android Studio

Android
Studio

gﬂﬁ n-7 AANY Finish
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8. AaNT OK

W |mport Android Studic Settings

Config or installation directory

Do not import settings

sU7l n-8 Adndl OK
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9. Whgntilusunsu Android studio

o Android Studio

Projects
Customize Welcome tO Al‘ldl’Oid StUdiO

Plugins

Learn Android Studic

+ 4

Mew Project Open Get from VCS

SUN n-9 1hgvtilusunsy Android studio
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124 v
Adan1sldau
1. NNDSNAUFILENNALATUATINIULAZNANIR Adware Application d1usulle

019 Android 1AgAILaNNALATUILLAAILONNALATUNIVUA LULATD

1146 Qi+ B @ o e =a

ALL INSTALLED APPLICATIONS

MTK Non-Framework LBS

com.mediatek.gnss.nonframeworklbs

APP Enhancement Services
com.coloros.gamespace

Rounded
com.android.theme.icon_pack.rounded.syste
mui

After-Sales Service
COlﬂ.OpDOBX.GfIEFS@FVlC@

User guide

com.oppo.operationManual

Files
com.android.documentsui

Data usage
com.coloros.simsettings

U

SUN ¥-1 nthvesuruimlennaatunsiaduuasindn Adware Application

dwsuilane Android



2. NUULIIN1SARNT Scan IMNUUUSUAU LADALNUNILDNNALATUNGA

Adware TudiA3ed Lavhannalatuiin Adware aguannagy v-2

1330 @8 ¢ @ - N =o®@

BACK

SUV car - parking simulator
com.suvcar.parklng,simulatorgame

UNINSTALL ALL

U ¥-2 wonnaiadunin Adware 9zUansly
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3. NUULAYIIN15AANT Uninstall all liiaatiun1509Un1SAARILONNALATUN

fn Adware M9uAN18IUAILATEY NEIINTUTZUUALLIARNYINNNSEUSUY 11
% a 5 Qg{ = Y v @ :911 Y a al' a 1Y
A99N1900UNTARGIULVS oLy D1deIn1siAuLaUTAlAANT sntdn weon

ADINISOAUNNTAAGILAVINNITARNT ANAY

1147 Q- B @ » NE =@

SUV car - parking simulat...

Do you want to uninstall this app?

CANCEL OK

9-3 AAN



LOWNALATUNAR Adware N1elulASewiavug laaaun1sandsdnsalseusos

uananegy v-4

1330 @ 8 ¢ @ - D&Y = E @

UNINSTALL ALL

= a 5 ° =
E‘U‘Vl V-4 DDUNITAARIALI
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code

buitd.grade

plugins {
id '‘com.android.application'
}
android {
namespace 'com.app.detectndelete’
compileSdk 32
defaultConfig {
applicationld "com.app.detectndelete’
minSdk 26
targetSdk 32
versionCode 1
versionName "1.0"
testinstrumentationRunner "androidx.test.runner.AndroidJUnitRunner’
}
buildTypes {
release {
minifyEnabled false
proguardFiles getDefaultProguardFile('proguard-android-optimize.txt), 'proguard-
rules.pro’
}
}
compileOptions {
sourceCompatibility JavaVersion.VERSION 1 8
targetCompatibility JavaVersion.VERSION 1 8

}

dependencies {



implementation 'androidx.appcompat:appcompat:1.5.1'
implementation 'com.google.android.material:material:1.7.0'
implementation 'androidx.constraintlayout:constraintlayout:2.1.4'
testimplementation ‘junit;junit:4.13.2'
androidTestimplementation ‘androidx.test.ext;junit:1.1.4"

androidTestimplementation 'androidx.test.espresso:espresso-core:3.5.0'

javaclass

1) ApplListAdpter
package com.app.detectndelete;
import java.util.ArrayList;
import java.util.List;
import android.Manifest;
import android.app.Activity;
import android.app.ActivityManager;
import android.app.usage.UsageStats;
import android.app.usage.UsageStatsManager;
import android.content.Context;
import android.content.Intent;
import android.content.pm.Applicationinfo;
import android.content.pm.PackageManager;
import android.graphics.drawable.Drawable;
import android.net.Urj;
import android.os.Bundle;
import android.os.Handler;
import android.provider.Settings;
import android.util.Log;

import android.view.LayoutInflater;
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import android.view.View;
import android.view.ViewGroup;
import android.widget.ArrayAdapter;
import android.widget.Button;
import android.widget.ListView;
import android.widget. TextView;
import android.widget.Toast;
import androidx.core.app.ActivityCompat;
import androidx.core.content.ContextCompat;
public class MainActivity extends Activity {
private static final int REQUEST DELETE_PACKAGES = 1,
private ListView mListView;
private ArrayAdapter<String> mAdapter;
@Override
protected void onCreate(Bundle savedinstanceState) {
Handler handler = new Handler();
handler.postDelayed(new Runnable() {
@Override
public void run() {
// Query the usage stats here
}
}, 1000);
super.onCreate(savedinstanceState);
setContentView(R.layout.activity main);
Button backButton = findViewByld(R.id.back button);
// Button bgrunButton = findViewByld(R.id.bgrun_button);
Button button_scan = findViewByld(R.id.button_scan);
backButton.setVisibility(View.VISIBLE);
backButton.setText("All installed applications");
// bgrunButton.setText("All installed applications");
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// bgrunButton.setVisibility(View.VISIBLE);
mListView = findViewByld(R.id.list_view);
mAdapter = new ArrayAdapter<>(this, android.R.layout.simple_Llist_item 1);
mListView.setAdapter(mAdapter);
button_scan.setVisibility(View.VISIBLE);
Button button remove adware = findViewByld(R.id.button _remove_adware);
button remove adware.setVisibility(View.GONE);
backButton.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
// Call the onCreate method again to display the list of installed apps
onCreate(null);
// Set the text of the button to "All applications installed"
// Set the visibility of the button to "visible"

b;
// Get a list of all installed apps on the device
PackageManager packageManager = getPackageManager();
List<Applicationinfo> installedApps =
packageManager.getinstalledApplications(PackageManager.GET META DATA);
// Add the app names and package names to the list
List<String> applList = new ArrayList<>();
for (Applicationinfo app : installedApps) {
String appName = app.loadLabel(packageManager).toString();
String packageName = app.packageName;
appList.add(appName + "\nPackage : " + packageName);
}
AppListAdapter adapter = new AppListAdapter(this, installedApps);
mListView.setAdapter(adapter);
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// Method to detect and remove adware from the device
private void removeAdware() {
// Get a list of all installed apps on the device
PackageManager packageManager = getPackageManager();
List<Applicationinfo> installedApps =
packageManager.getinstalledApplications(PackageManager.GET _META DATA);
// Iterate through the list of installed apps
for (Applicationinfo app : installedApps) {
// Check if the app is adware
if (isAdware(app)) {
// Uninstall the adware app
if (ContextCompat.checkSelfPermission(this,
Manifest.permission.REQUEST DELETE PACKAGES)
I= PackageManager.PERMISSION_GRANTED) {
// Permission is not granted
// Request permission
ActivityCompat.requestPermissions(this,
new String[J{Manifest.permission.REQUEST DELETE PACKAGES},
REQUEST DELETE PACKAGES);
}else {
// Permission has already been granted
// Proceed with deleting the package
}
// Uninstall the adware app
String packageName = app.packageName;
Intent intent = new Intent(Intent. ACTION_UNINSTALL PACKAGE,
Uri.parse("package:" + packageName));
intent.addFlags(Intent.FLAG_ACTIVITY _NEW_TASK);
startActivity(intent);
try {
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// Check if the app was uninstalled successfully

if (packageManager.getApplicationinfo(packageName, 0) == null) {
// App was uninstalled, remove it from the list and display a message
String appName = app.loadlLabel(packageManager).toString();
mAdapter.remove(appName);

} else {
// App was not uninstalled, do not remove it from the list

}

} catch (PackageManager.NameNotFoundException e) {
// Package name was not found, app was uninstalled, remove it from the
list and display a message
String appName = app.loadLabel(packageManager).toString();

mAdapter.remove(appName);

}

// Method to check if an app is adware

private boolean isAdware(Applicationinfo app) {

String[] adwarePackageNames = {

"com.ngocph.masterfree”,
"com.mghstudio.ringtonemaker”,
"com.video.downloadmasterfree",
"com.hunghh.instadownloader",
"com.chungit.tank1990",
"com.massapp.instadownloader”,
"com.chungit.tankbattle",
"com.chungit.basketball’,
"com.applecat.worldchampion2018",

"org.minigamehouse.photoalbum”,
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"com.mngh.tuanvn.fbvideodownloader",
"com.v2social.socialdownloader",
"com.hikeforig.hashtag",
"com.chungit.heroesjump”,
"com.mpd.video.downloader”,
"com.videotompd.downloader”,
"boxs.puzzles.Puzzlebox",
"com.intatwitfb.download.videodownloader”,
"com.doscreenrecorder.screenrecorder”,
"com.toptools.allvideodownloader",
"com.topl.videodownloader",
"com.santastudio.headsoccer2",
"com.ringtonemakerpro.ringtonemakerapp2019",
"com.hugofqg.solucionariodebaldor",
"com.anit.bouncingball”,
"com.dktools.liteforfb",
"net.radiogroup.tvnradio”,
"com.anit.bouncingball”,
"com.floating.tube.bymuicv",
"org.cocos2dx.SpiderSolitaireGames”,
"games.puzzle.crosssum”,
"dots.yellow.craft",
"com.tvngroup.ankina.reminderWater",
"com.hdevs.ringtonemaker2019",
"com.carlosapps.solucionariodebaldor”,
"com.mngh1.flatmusic",
"com.tvn.app.smartnote”,
"com.thrtop.alldownloader”,
"com.anthu91.soccercard",

"com.hugofg.wismichudosmildiecisiete",
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"com.gamebasketball.basketballperfectshot”,
"com.nteam.solitairefree”,
"com.instafollowers.hiketop",
"free.calls.messages’,
"com.a.bluescanner”,
"com.bb.image.editor’,
"com.cc.image.editor”,
"com.d.bluemagentascanner’,
"com.doo.keeping”,
"com.e.orangeredscanner",
"com.hz.audio",
"cos.mos.comprehensive”,
"com.garbege.background.cutout",
"com.hanroom.cutbackground",
"com.jiajia.autocut.photo”,
"com.jiakebull.picture.background",
"com.fruit.autocut.photo’,
"com.huankuai.autocut.picture”,
"com.bird.sky.whale.camera",
"com.blue.deep.cleaner”,
"com.cool.ice.camera",

"com filter.sweet.camera’,
"com.fishing.when.orangecamera”,
"com.fvcorp.ffclient.cs",
"com.g360.funny.camera”,
"com.group.hotcamera”,
"com.inslab.instasaver",
"com.itop.top100insfollowers",
"com.liwushuo.gifttalk",

"com.mob.dualwha",
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"com.mobile.ninewallpaperl”,
"com.op.blinking.camera’,
"com.op.blinkingcamera",
"com.tec.file.master”,
"global.fm.filesexplorer’,
"com.g360.zcamera’,
"com.multi.account.parallel.dual’,
"com.multi.whatweb",
"com.nianclub.cleandoctor”,
"com.security.multiple.account.applock’,
"com.tenappsmultiwhat”,
"com.yiyue.wuhao",

"dotapps.multispace”,

"dotapps.multiwhats",

"opt.game.talent’,
"com.heavy.excavator.simulator.driveandtransport”,
"com.hoverboard.racing.speed.simulator”,
"com.zg.real.tractor.farming.simulator.game”,
"com.ambulancerescue.driving.simulator”,
"com.heavymountain.bus2018simulator”,
"com.firetruckemergency.driver”,
"com.farming.tractor.realharvest.simulator”,
"com.carparking.challenge.parksimulator”,
"com.speedboat.jetski.racing.simulator”,
"com.watersurfing.carstunt.racing.simulator”,
"com.offroad.woodtransport.truckdriver",
"com.volumen.booster.equalizer”,
"com.ks.prado.Car.parking.race.drive.apps’,
"com.zg.offroad.QOil.tanker.transporter.truck.cargo.simulator”,

"com.monstertruck.demolition”,
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"com.hummerlimotaxi.simulator.driving”,
"com.excavator.wreckingball.demolition.simulator",
"com.offroad.gold.transport.truck’,
"com.sea.animals.trucktransport.simulator”,
"com.water.surfingrace.motorbike.stunt’,
"com.policechase.thiefpersecution”,
"com.police.plane.transporter.game”,
"com.ambulance.driver.extreme.rescue.simulator”,
"com.hovercraftracer.speedracing.boat”,
"com.cars.transport.truckdriver.simulator”,
"com.motorbike.pizza.delivery.drivesimulator”,
"com.heavy.excavator.stonecutter.simulator”,
"com.bottle.shoot.archery.game”,
"com.offroadbuggy.car.racingsimulator",
"com.garbagetruck.city.trash.cleaningsimulator’,
"com.tanks.attack.simulator.war.attack”,
"com.dinosaurpark.trainrescue”,
"com.pirateshipboat.racing3d.simulator”,
"com.flyingtaxi.simulator.race",
"com.jetpackinwater.racersimualtor.danger",
"com.boostervolumen.amplifiersoundandvolumen”,
"com.farmgames.animal.farming.simulator”,
"com.monstertruck.racing.competition.simulator”,
"com.simulator.offroadjeep.car.racing",
"com.simulator.flyingcar.stunt.extremetracks.racing”,
"com.simulator.tractorfarming.driving",
"com.impossible.farming.transport.simulator",
"com.volumenbooster.equalizerboost”,
"com.mustang.rally.championship.racingsimulator”,

"com.deleted.photo.recovery",
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"com.race.boat.speedy",
"com.cycle.bike.racing.came”,
"com.write.name.live.wallpaper.hd",
"com.maginal.unicorn.eame”,
"com.grafton.cycle.jungle.rider.race",
"com.lovecallingapps.lovecaller.Screen”,
"com.city.car.funny.racing.stunt.game.pro’,
"com.citycar.funny.racinggame.stunt.simulator",
"com.urban.Limo.taxi.simulation.games",
"com.cg.heavy.tractor.simulator.game”,
"com.campervan.drivingsimulator.caravan",
"com.bootleshoot.sniper”,
"com.globalcoporation.fullscreenincomingcaller.app’,
"com.mustache.beard.editor",
"com.volumenbooster.increaservolumen”,
"com.photoeditor.girlfriend.addgirlstophoto.pic”,
"com.tracker.location.number.free.spy",
"com.garden.editor.app’,
"com.fortunewheel.game”,
"com.farming.transport.tractor.simulator",
"com.offroad.tractor.transport.drivingsimulator",
"com.customwallpaper.mynameonlivewallpaper”,
"com.flying.ambulance.emergency.rescue.simulator”,
"com.mustang.driving.car.race",
"com.waterpark.carracing.simulator”,
"com.impossibletrucks.extremetrucks.simulator”,
"com.extreme.flying.motorbike.stuntsimulator”,
"com.emergency.firetruck.rescue.drivingsimulator”,
"com.snowplow.simulator.heavysnow.excavator",

"com.waterskiing.simulator.cames”,
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"com.photomaker.editor.women.makeupandhairstyle”,
"com.fortune.mountain”,
"com.vanpizza.truckdelivery.simulator",
"com.truck.simulator.transportandparking”,
"com.hoverboard.racing.spider.attacksimulator”,
"com.moto.sport.championship.racingsimulator”,
"com.demolitionderby.simulator”,
"com.lovecaller.free.loveringtones’,
"com.house.transport.truck.movingvan.simulator”,
"com.heavy.excavator.simulator.stonedriller”,
"com.cycle.downhill.game”,
"com.extreme.rallychampionship.race”,
"com.missileattack.army.truck”,
"com.mobile.caller.location.tracker.freecall’,
"com.mobilenumberlocator.tracker”,
"com.mynameonlivewallpaper.animated.hd",
"com.spk.coach.offroad.School.bus.mountain.free",
"com.fullscreen.incomingcaller.app’,
"com.allsuit.man.casualshirt.photo.editor",
"com.americanmuscle.car.race",
"com.offroad.nuclearwastetransport.truckdriver",
"com.madcars.fury.racing.driving.simulator”,
"com.high.wheeler.speed.race.championship”,
"com.colorbynumber.number.coloring.paint.game”,
"com.campervan.race.driving.simulator.game”,
"com.unicornfloat.speedrace.simulator”,
"com.dualscreenbrowser",
"com.harvest.timber.simulatorandtransport”,
"com.racingsimulator.hot.micro.racers",

"com.lara.unicorn.dash.magical.raider.race",
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"com.wingsuit.simulator.extreme”,
"com.foodtruck.driving.simulator”,
"com.dograce.competition”,
"com.suvcar.parking.simulator.game”,
"com.clap.phonefinder.locator”,
"com.phonenumerlocator.findphonenumbers",
"com.whatsapplock.gallerylock.ninexsoftech.lock”,
"com.secret.screenrecorder.screenshotrecord",
"com.facebeauty.makeup”,
"com.write.your.christmas.letter.santa.threewisemen”,
"com.deletedfiles.photo.audio.video.recovery",
"com.screndualbrowserdouble.app.android”,
"com.crack.mobile.screen.prank’,
"photoeditor.Garden.photoframe”,
"com.modiphotoframe.editor”,
"com.callerscreen.lovecaller”,
"com.antitheftalarm.fullbatteryalarm.sound",
"com.lovecaller.screen.custom”,
"com.sms.message.voice.reading",
"com.photo.text.editor.nameonpic”,
"com.mtsfreegames.Speedboatracing”,
"com.simulator.traindriving”,
"com.grafton.Cycle.jungle.rider",
"com.gl.racinghorse.competition”,
"moveapptosd.tosdcard.freeapp”,
"com.avatarmaker.poptoy.creator”,
"com.myphoto.live.wallpaper.editor”,
"com.messenger2.play.game.Unicorndashk”,
"com.truck.wheelofdeath",

"com.livetranslator.translateinlive”,
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"com.volumecontrol.widget.volumebooster”,
"com.worldcup2018football.shirt.maker.photoeditor”,
"com.girlfriendphotoeditor.girlsinyourphoto”,
"com.myphoto.on.musicplayer.free",
"com.taxidriving.simulatorgame.race”,
"com.garden.photoeditor.photoframe”,
"com.fortunewheel.deluxe",
"com.motorcycle.extremeracing.simulator”,
"com.offroad.snow.bike.christmas.racing”,
"com.Droidhermes.bottleninja”,
"com.Hadiikhiya.photochangebackground",
"com.offroad.christmas.treetransport.truck.driversimulator",
"com.tank.transport.armytruck.simulator”,
"com.flagteams.facepaint.editor.world2018cup",
"com.russianworld2018cup.livewallpaper.flagsteam”,
"com.editor.selfie.camera.photo”,
"com.desirepk.Offroad.transport.simulator.apps”,
"massimo.Vidlan.maxplayer",
"com.flashalerts.callandsms”,
"com.photovideo.maker.withmusic",
"com.braingames.igtest.skills",
"com.mix.audio.and.video",
"com.poptoy.creator.edityourpoptoy”,
"com.flashalert.callandsms",
"com.photoframe.of .heart",
"com.shayari.hindi.status.photo.text",
"com.happy.photo.birthday.cake”,
"com.photoeditor.nature.photoframes’,
"com.photoframe.calendar2018editor",

"com.christmas.truck.transportsimulator.game”,
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"com.christmas.vandrive.modern.santa",
"com.anbrothers.voicechanger.app’,
"com.monsters.vs.water.duel”,
"com.flowers.editor.photo.frame”,
"videoeditor.musicvideo.Phototovideomaker.videoeditor”,
"com.racing.games.toiletpaper.race’,
"com.Zv.puppiesdog.racegame”,
"com.luxury.photo.frame.photo.editor",
"com.bike.wheelofdeath",
"com.gbesoft.worldfamousphotoframes.app,
"com.heavysnowexcavator.christmas.rescue’,
"com.syor.deleted.photo.recovery.video.restore",
"com.footballanalyzer.resultsandstats",
"com.photoframe.cube3d.live.wallpaper.hd",
"com.photoframe.geenhill’,
"com.christmas.magnetic.magicboard.drawandwrite”,
"com.animalspart.photo.editor",
"com.camera.blur.photoeffects",
"com.quick.photo.frame.carphotoframe”,
"com.game.handsslap.manitascalientes.redhands",
"com.maa.durga.live.wallpaper",
"com.photomontage.men.sweatshirt.editor",
"com.wordsgame.connectletters",
"lanas.recover.deleted.pictures.photos”,
"com.customized.radio.alarm.clock”,
"com.antispamcalls.blockspamcaller”,
"com.compatibilitytest.friends.couples”,
"com.dualscreen.android.app.double’,
"com.magic.glow.livewallpaper.animatedwallpaper’,

"com.game.virtualpet.porgy",
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"com.explosiongame.taptheball,
"com.analog.digital.clock.live.wallpaper",
"com.royalestas.information”,
"com.editor firetext.photo.frame”,
"editor.card.greetings.christmas.com.christmasgreetingscard”,
"com.bestappsco.bestapplock.free”,
"com.DJ.photoframe.editor”,
"com.autocall.redial.automatic.recall’,
"com.picquiz.guess.picture.game”,
"com.professionalrecorder.audio.call.record",
"com.dodjoy.yxsm.global",
"com.games37.eoa’,
"com.tapenjoy.warx",

"‘com.UE.JYMF&hL",

"com.reedgame.ljeg",
"com.baiduyn.indonesiamyth",
"com.baplay.love",
"com.entertainment.mfgen.android",
"com.esportshooting.fps.thekillbox.tr",
"com fitfun.cubizone.love",
"com.gemstone.neverfindme”,
"com.ghosttuisan.android",
"com.herogames.gplay.kowsglo",
"com.herogames.gplay.kowsea",
"com.icantw.wings",

"com.indie.wdjt.ft1",

"com.indie.wd;jt.ft2",

"com.jiahe jian.hjths",
"com.linecorp.LGSAMTH",

"com.qgc.mgden.android”,
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"com.sa.xueqjing.en”,
"com.sixwaves.warshiprising”,
"com.vtcmobile.thuychien”,
"music.party.together",
"com.yileweb.mgcsgja.android",
"com.moloong.wjhj.tw",
"com.dr.xjlh1"

2

String packageName = app.packageName;

for (String adwarePackageName : adwarePackageNames) {

if (packageName.equals(adwarePackageName)) {

return true;

}
return false;
}
public void onScanClick(View view) {
// Get a list of all installed apps on the device
PackageManager packageManager = getPackageManager();
List<Applicationinfo> installedApps =
packageManager.getinstalledApplications(PackageManager.GET _META DATA);
Button backButton = findViewByld(R.id.back button);
Button button_scan = findViewByld(R.id.button_scan);
// Button bgrunButton = findViewByld(R.id.bgrun_button);
Button button remove adware = findViewByld(R.id.button _remove adware);
backButton.setText("Back");
backButton.setVisibility(View.VISIBLE);
// bgrunButton.setVisibility(View.GONE);
// Clear the list of apps
mAdapter.clear();
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button_scan.setVisibility(View.GONE);
button remove adware.setVisibility(View.VISIBLE);
// Create a list of adware apps
List<Applicationinfo> applist = new ArrayList<>();
// Add the adware apps to the list
for (Applicationinfo app : installedApps) {

if (isAdware(app)) {

appList.add(app);

}

// Create a new adapter for the list of adware apps
AppListAdapter adapter = new AppListAdapter(this, appList);
mListView.setAdapter(adapter);
if (adapter.getCount() == 0) {
Toast.makeText(this, "No adware apps found", Toast.LENGTH SHORT).show();

}

/* public void onBackgroundRunningAppsClick(View view) {
Button backButton = findViewByld(R.id.back button);
Button bgrunButton = findViewByld(R.id.bgrun_button);
backButton.setVisibility(View.VISIBLE);
bgrunButton.setVisibility(View.GONE);
backButton.setText("Background Running Apps");
List<Applicationinfo> runningApps = new ArrayList<>();
ActivityManager activityManager = (ActivityManager)

getSystemService(Context ACTIVITY SERVICE);
List<ActivityManager.RunningAppProcessinfo> runningProcesses =
activityManager.getRunningAppProcesses();
PackageManager packageManager = getPackageManager();

for (ActivityManager.RunningAppProcessinfo processinfo : runningProcesses) {
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try {

Applicationinfo applnfo =
packageManager.getApplicationinfo(processinfo.pksList[0],
PackageManager.GET _META DATA);

runningApps.add(applnfo);

} catch (PackageManager.NameNotFoundException e) {

// lgnore apps that can't be found

}
AppListAdapter adapter = new AppListAdapter(this, runningApps);
mListView.setAdapter(adapter);
if (adapter.getCount() == 0) {
Toast.makeText(this, "No running apps found", Toast.LENGTH SHORT).show();

*/
// Button click handler to remove adware
public void onRemoveAdwareClick(View view) {

removeAdware();

2) MainActivuty
package com.app.detectndelete;
import java.util. ArrayList;
import java.util.List;
import android.Manifest;
import android.app.Activity;
import android.app.ActivityManager;

import android.app.usage.UsageStats;



import android.app.usage.UsageStatsManager;
import android.content.Context;

import android.content.Intent;

import android.content.pm.Applicationinfo;
import android.content.pm.PackageManager;
import android.graphics.drawable.Drawable;
import android.net.Urj;

import android.os.Bundle;

import android.os.Handler;

import android.provider.Settings;

import android.util.Log;

import android.view.LayoutInflater;

import android.view.View;

import android.view.ViewGroup;

import android.widget.ArrayAdapter;

import android.widget.Button;

import android.widget.ListView;

import android.widget. TextView;

import android.widget.Toast;

import androidx.core.app.ActivityCompat;
import androidx.core.content.ContextCompat;

public class MainActivity extends Activity {

private static final int REQUEST DELETE PACKAGES = 1;

private ListView mListView;
private ArrayAdapter<String> mAdapter;
@Override

protected void onCreate(Bundle savedinstanceState) {

Handler handler = new Handler();
handler.postDelayed(new Runnable() {
@Override
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public void run() {
// Query the usage stats here
}
}, 1000);
super.onCreate(savedinstanceState);
setContentView(R.layout.activity main);
Button backButton = findViewByld(R.id.back button);
// Button bgrunButton = findViewByld(R.id.bgrun_button);
Button button_scan = findViewByld(R.id.button_scan);
backButton.setVisibility(View.VISIBLE);
backButton.setText("All installed applications");
// bgrunButton.setText("All installed applications");
// bgrunButton.setVisibility(View.VISIBLE);
mListView = findViewByld(R.id.list_view);
mAdapter = new ArrayAdapter<>(this, android.R.layout.simple_list item 1);
mListView.setAdapter(mAdapter);
button_scan.setVisibility(View.VISIBLE);
Button button remove adware = findViewByld(R.id.button _remove_adware);
button remove adware.setVisibility(View.GONE);
backButton.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
// Call the onCreate method again to display the list of installed apps
onCreate(null);
// Set the text of the button to "All applications installed"
// Set the visibility of the button to "visible"

b;
// Get a list of all installed apps on the device

PackageManager packageManager = getPackageManager();
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List<Applicationinfo> installedApps =
packageManager.getinstalledApplications(PackageManager.GET _META DATA);
// Add the app names and package names to the list

List<String> appList = new ArrayList<>();

for (Applicationinfo app : installedApps) {

String appName = app.loadLabel(packageManager).toString();
String packageName = app.packageName;
appList.add(appName + "\nPackage : " + packageName);

}

AppListAdapter adapter = new AppListAdapter(this, installedApps);

mListView.setAdapter(adapter);

}
// Method to detect and remove adware from the device
private void removeAdware() {

// Get a list of all installed apps on the device

PackageManager packageManager = getPackageManager();

List<Applicationinfo> installedApps =
packageManager.getinstalledApplications(PackageManager.GET _META DATA);

// Iterate through the list of installed apps

for (Applicationinfo app : installedApps) {

// Check if the app is adware
if (isAdware(app)) {
// Uninstall the adware app
if (ContextCompat.checkSelfPermission(this,
Manifest.permission.REQUEST DELETE PACKAGES)
I= PackageManager.PERMISSION GRANTED) {
// Permission is not granted
// Request permission
ActivityCompat.requestPermissions(this,

new String[l{Manifest.permission.REQUEST DELETE PACKAGES},
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REQUEST DELETE PACKAGES);
}else {
// Permission has already been granted
// Proceed with deleting the package
}
// Uninstall the adware app
String packageName = app.packageName;
Intent intent = new Intent(Intent. ACTION_UNINSTALL PACKAGE,
Uri.parse("package:" + packageName));
intent.addFlags(Intent.FLAG_ACTIVITY _NEW_TASK);
startActivity(intent);
try {
// Check if the app was uninstalled successfully
if (packageManager.getApplicationinfo(packageName, 0) == null) {
// App was uninstalled, remove it from the list and display a message
String appName = app.loadlLabel(packageManager).toString();
mAdapter.remove(appName);
}else {
// App was not uninstalled, do not remove it from the list
}
} catch (PackageManager.NameNotFoundException e) {
// Package name was not found, app was uninstalled, remove it from the
list and display a message
String appName = app.loadLabel(packageManager).toString();

mAdapter.remove(appName);

}
// Method to check if an app is adware
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private boolean isAdware(Applicationinfo app) {
String[] adwarePackageNames = {

"com.ngocph.masterfree’,
"com.mghstudio.ringtonemaker”,
"com.video.downloadmasterfree",
"com.hunghh.instadownloader",
"com.chungit.tank1990",
"com.massapp.instadownloader”,
"com.chungit.tankbattle",
"com.chungit.basketball",
"com.applecat.worldchampion2018",
"org.minigamehouse.photoalbum”,
"com.mngh.tuanvn.fbvideodownloader",
"com.v2social.socialdownloader”,
"com.hikeforig.hashtag",
"com.chungit.heroesjump”,
"com.mp4d.video.downloader",
"com.videotompd.downloader,
"boxs.puzzles.Puzzlebox",
"com.intatwitfb.download.videodownloader",
"com.doscreenrecorder.screenrecorder”,
"com.toptools.allvideodownloader",
"com.topl.videodownloader",
"com.santastudio.headsoccer?2",
"com.ringtonemakerpro.ringtonemakerapp2019",
"com.hugofqg.solucionariodebaldor",
"com.anit.bouncingball”,
"com.dktools.liteforfb",
"net.radiogroup.tvnradio”,

"com.anit.bouncingball”,
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"com.floating.tube.bymuicv",
"org.cocos2dx.SpiderSolitaireGames”,
"games.puzzle.crosssum”,
"dots.yellow.craft",
"com.tvngroup.ankina.reminderWater",
"com.hdevs.ringtonemaker2019",
"com.carlosapps.solucionariodebaldor”,
"com.mnghl.flatmusic",
"com.tvn.app.smartnote”,
"com.thrtop.alldownloader”,
"com.anthu91.soccercard",
"com.hugofg.wismichudosmildiecisiete",
"com.gamebasketball.basketballperfectshot”,
"com.nteam.solitairefree”,
"com.instafollowers.hiketop”,
"free.calls.messages’,
"com.a.bluescanner”,
"com.bb.image.editor",
"com.cc.image.editor",
"com.d.bluemagentascanner”,
"com.doo.keeping,
"com.e.orangeredscanner",
"com.hz.audio",
"cos.mos.comprehensive”,
"com.garbege.background.cutout",
"com.hanroom.cutbackground",
"com.jiajia.autocut.photo”,
"com.jiakebull.picture.background",
"com.fruit.autocut.photo’,

"com.huankuai.autocut.picture”,
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"com.bird.sky.whale.camera”,
"com.blue.deep.cleaner”,
"com.cool.ice.camera”,

"com filter.sweet.camera’,
"com.fishing.when.orangecamera”,
"com.fvcorp.ffclient.cs",
"com.g360.funny.camera”,
"com.group.hotcamera”,
"com.inslab.instasaver",
"com.itop.top100insfollowers",
"com.liwushuo.gifttalk",
"com.mob.dualwha",
"com.mobile.ninewallpaperl”,
"com.op.blinking.camera”,
"com.op.blinkingcamera”,
"com.tec.file.master”,
"global.fm.filesexplorer”,
"com.g360.zcamera’,
"com.multi.account.parallel.dual’,
"com.multi.whatweb",
"com.nianclub.cleandoctor”,
"com.security.multiple.account.applock’,
"com.tenappsmultiwhat",
"com.yiyue.wuhao",
"dotapps.multispace”,
"dotapps.multiwhats",

"opt.game.talent’,
"com.heavy.excavator.simulator.driveandtransport”,
"com.hoverboard.racing.speed.simulator”,

"com.zg.real.tractor.farming.simulator.game”,
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"com.ambulancerescue.driving.simulator”,
"com.heavymountain.bus2018simulator",
"com.firetruckemergency.driver”,
"com.farming.tractor.realharvest.simulator”,
"com.carparking.challenge.parksimulator”,
"com.speedboat.jetski.racing.simulator”,
"com.watersurfing.carstunt.racing.simulator”,
"com.offroad.woodtransport.truckdriver",
"com.volumen.booster.equalizer”,
"com.ks.prado.Car.parking.race.drive.apps’,
"com.zg.offroad.QOil.tanker.transporter.truck.cargo.simulator”,
"com.monstertruck.demolition”,
"com.hummerlimotaxi.simulator.driving”,
"com.excavator.wreckingball.demolition.simulator”,
"com.offroad.gold.transport.truck”,
"com.sea.animals.trucktransport.simulator”,
"com.water.surfingrace.motorbike.stunt",
"com.policechase.thiefpersecution”,
"com.police.plane.transporter.game”,
"com.ambulance.driver.extreme.rescue.simulator",
"com.hovercraftracer.speedracing.boat",
"com.cars.transport.truckdriver.simulator”,
"com.motorbike.pizza.delivery.drivesimulator”,
"com.heavy.excavator.stonecutter.simulator”,
"com.bottle.shoot.archery.game”,
"com.offroadbuggy.car.racingsimulator’,
"com.garbagetruck.city.trash.cleaningsimulator’,
"com.tanks.attack.simulator.war.attack”,
"com.dinosaurpark.trainrescue”,

"com.pirateshipboat.racing3d.simulator”,
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"com.flyingtaxi.simulator.race",
"com.jetpackinwater.racersimualtor.danger’,
"com.boostervolumen.amplifiersoundandvolumen”,
"com.farmgames.animal.farming.simulator”,
"com.monstertruck.racing.competition.simulator”,
"com.simulator.offroadjeep.car.racing",
"com.simulator.flyingcar.stunt.extremetracks.racing”,
"com.simulator.tractorfarming.driving",
"com.impossible.farming.transport.simulator",
"com.volumenbooster.equalizerboost”,
"com.mustang.rally.championship.racingsimulator”,
"com.deleted.photo.recovery”,
"com.race.boat.speedy",
"com.cycle.bike.racing.game”,
"com.write.name.live.wallpaper.hd”,
"com.maginal.unicorn.eame”,
"com.grafton.cycle.jungle.rider.race",
"com.lovecallingapps.lovecaller.Screen”,
"com.city.car.funny.racing.stunt.game.pro’,
"com.citycar.funny.racinggame.stunt.simulator’,
"com.urban.Limo.taxi.simulation.games",
"com.cg.heavy.tractor.simulator.game”,
"com.campervan.drivingsimulator.caravan®,
"com.bootleshoot.sniper”,
"com.globalcoporation.fullscreenincomingcaller.app’,
"com.mustache.beard.editor",
"com.volumenbooster.increaservolumen”,
"com.photoeditor.girlfriend.addgirlstophoto.pic”,
"com.tracker.location.number.free.spy",

"com.garden.editor.app’,
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"com.fortunewheel.game”,
"com.farming.transport.tractor.simulator”,
"com.offroad.tractor.transport.drivingsimulator",
"com.customwallpaper.mynameonlivewallpaper”,
"com.flying.ambulance.emergency.rescue.simulator”,
"com.mustang.driving.car.race",
"com.waterpark.carracing.simulator”,
"com.impossibletrucks.extremetrucks.simulator”,
"com.extreme.flying.motorbike.stuntsimulator”,
"com.emergency.firetruck.rescue.drivingsimulator”,
"com.snowplow.simulator.heavysnow.excavator”,
"com.waterskiing.simulator.games”,
"com.photomaker.editor.women.makeupandhairstyle”,
"com.fortune.mountain”,
"com.vanpizza.truckdelivery.simulator”,
"com.truck.simulator.transportandparking”,
"com.hoverboard.racing.spider.attacksimulator”,
"com.moto.sport.championship.racingsimulator”,
"com.demolitionderby.simulator”,
"com.lovecaller.free.loveringtones",
"com.house.transport.truck.movingvan.simulator”,
"com.heavy.excavator.simulator.stonedriller",
"com.cycle.downhill.game”,
"com.extreme.rallychampionship.race”,
"com.missileattack.army.truck”,
"com.mobile.caller.location.tracker.freecall",
"com.mobilenumberlocator.tracker",
"com.mynameonlivewallpaper.animated.hd",
"com.spk.coach.offroad.School.bus.mountain.free",

"com.fullscreen.incomingcaller.app”,
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"com.allsuit.man.casualshirt.photo.editor",
"com.americanmuscle.car.race",
"com.offroad.nuclearwastetransport.truckdriver",
"com.madcars.fury.racing.driving.simulator”,
"com.high.wheeler.speed.race.championship”,
"com.colorbynumber.number.coloring.paint.game”,
"com.campervan.race.driving.simulator.game”,
"com.unicornfloat.speedrace.simulator”,
"com.dualscreenbrowser”,
"com.harvest.timber.simulatorandtransport”,
"com.racingsimulator.hot.micro.racers",
"com.lara.unicorn.dash.magical.raider.race",
"com.wingsuit.simulator.extreme”,
"com.foodtruck.driving.simulator”,
"com.dograce.competition”,
"com.suvcar.parking.simulator.game”,
"com.clap.phonefinder.locator”,
"com.phonenumerlocator.findphonenumbers”,
"com.whatsapplock.gallerylock.ninexsoftech.lock”,
"com.secret.screenrecorder.screenshotrecord”,
"com.facebeauty.makeup”,
"com.write.your.christmas.letter.santa.threewisemen”,
"com.deletedfiles.photo.audio.video.recovery",
"com.screndualbrowserdouble.app.android”,
"com.crack.mobile.screen.prank’,
"photoeditor.Garden.photoframe”,
"com.modiphotoframe.editor”,
"com.callerscreen.lovecaller”,
"com.antitheftalarm.fullbatteryalarm.sound",

"com.lovecaller.screen.custom”,
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"com.sms.message.voice.reading’,
"com.photo.text.editor.nameonpic”,
"com.mtsfreegames.Speedboatracing”,
"com.simulator.traindriving”,
"com.grafton.Cycle.jungle.rider",
"com.gl.racinghorse.competition®,
"moveapptosd.tosdcard.freeapp”,
"com.avatarmaker.poptoy.creator”,
"com.myphoto.live.wallpaper.editor”,
"com.messenger2.play.game.Unicorndashk”,
"com.truck.wheelofdeath",
"com.livetranslator.translateinlive”,
"com.volumecontrol.widget.volumebooster",
"com.worldcup2018football.shirt.maker.photoeditor",
"com.girlfriendphotoeditor.girlsinyourphoto”,
"com.myphoto.on.musicplayer.free",
"com.taxidriving.simulatorgame.race",
"com.garden.photoeditor.photoframe”,
"com.fortunewheel.deluxe",
"com.motorcycle.extremeracing.simulator’,
"com.offroad.snow.bike.christmas.racing”,
"com.Droidhermes.bottleninja”,
"com.Hadiikhiya.photochangebackground",
"com.offroad.christmas.treetransport.truck.driversimulator",
"com.tank.transport.armytruck.simulator”,
"com.flagteams.facepaint.editor.world2018cup",
"com.russianworld2018cup.livewallpaper.flagsteam”,
"com.editor.selfie.camera.photo”,
"com.desirepk.Offroad.transport.simulator.apps”,

"massimo.Vidlan.maxplayer",
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"com.flashalerts.callandsms”,
"com.photovideo.maker.withmusic",
"com.braingames.igtest.skills",
"com.mix.audio.and.video",
"com.poptoy.creator.edityourpoptoy”,
"com.flashalert.callandsms”,
"com.photoframe.of .heart",
"com.shayari.hindi.status.photo.text",
"com.happy.photo.birthday.cake”,
"com.photoeditor.nature.photoframes’,
"com.photoframe.calendar2018editor”,
"com.christmas.truck.transportsimulator.game”,
"com.christmas.vandrive.modern.santa",
"com.anbrothers.voicechanger.app”,
"com.monsters.vs.water.duel”,
"com.flowers.editor.photo.frame”,
"videoeditor.musicvideo.Phototovideomaker.videoeditor",
"com.racing.games.toiletpaper.race’,
"com.Zv.puppiesdog.racegame”,
"com.luxury.photo.frame.photo.editor",
"com.bike.wheelofdeath",
"com.gbesoft.worldfamousphotoframes.app”,
"com.heavysnowexcavator.christmas.rescue’,
"com.syor.deleted.photo.recovery.video.restore",
"com.footballanalyzer.resultsandstats",
"com.photoframe.cube3d.live.wallpaper.hd",
"com.photoframe.geenhill",
"com.christmas.magnetic.magicboard.drawandwrite”,
"com.animalspart.photo.editor",

"com.camera.blur.photoeffects",
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"com.quick.photo.frame.carphotoframe”,
"com.game.handsslap.manitascalientes.redhands",
"com.maa.durga.live.wallpaper’,
"com.photomontage.men.sweatshirt.editor",
"com.wordsgame.connectletters",
"lanas.recover.deleted.pictures.photos”,
"com.customized.radio.alarm.clock”,
"com.antispamcalls.blockspamcaller”,
"com.compatibilitytest.friends.couples”,
"com.dualscreen.android.app.double’,
"com.magic.glow.livewallpaper.animatedwallpaper’,
"com.game.virtualpet.porgy”,
"com.explosiongame.taptheball”,
"com.analog.digital.clock.live.wallpaper",
"com.royalestas.information”,

"com.editor firetext.photo.frame”,
"editor.card.greetings.christmas.com.christmasgreetingscard",
"com.bestappsco.bestapplock.free’,
"com.DJ.photoframe.editor”,
"com.autocall.redial.automatic.recall’,
"com.picquiz.guess.picture.game”,
"com.professionalrecorder.audio.call.record",
"com.dodjoy.yxsm.global",

"com.games37.eoa’,

"com.tapenjoy.warx",

"‘com.UE.JYMF&hL",

"com.reedgame.ljeg",
"com.baiduyn.indonesiamyth",

"com.baplay.love",

"com.entertainment.mfgen.android”,
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"com.esportshooting.fps.thekillbox.tr",
"com.fitfun.cubizone.love",
"com.gemstone.neverfindme",
"com.ghosttuisan.android",
"com.herogames.gplay.kowsglo",
"com.herogames.gplay.kowsea",
"com.icantw.wings",
"com.indie.wdjt.ft1",
"com.indie.wd;jt.ft2",
"com.jiahe.jian.hjths",
"com.linecorp.LGSAMTH",
"com.qgc.mgden.android”,
"com.sa.xueqjing.en”,
"com.sixwaves.warshiprising”,
"com.vtcmobile.thuychien”,
"music.party.together”,
"com.yileweb.mgcsgja.android",
"com.moloong.wjhj.tw",
"com.drxjlh1"

I

String packageName = app.packageName;

for (String adwarePackageName : adwarePackageNames) {

if (packageName.equals(adwarePackageName)) {

return true;

}
return false;
}
public void onScanClick(View view) {

// Get a list of all installed apps on the device
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PackageManager packageManager = getPackageManager();
List<Applicationinfo> installedApps =
packageManager.getinstalledApplications(PackageManager.GET_META DATA);
Button backButton = findViewByld(R.id.back button);
Button button_scan = findViewByld(R.id.button_scan);
// Button bgrunButton = findViewByld(R.id.bgrun_button);
Button button remove adware = findViewByld(R.id.button _remove adware);
backButton.setText("Back");
backButton.setVisibility(View.VISIBLE);
// bgrunButton.setVisibility(View.GONE);
// Clear the list of apps
mAdapter.clear();
button_scan.setVisibility(View.GONE);
button_remove_adware.setVisibility(View.VISIBLE);
// Create a list of adware apps
List<Applicationinfo> applist = new ArrayList<>();
// Add the adware apps to the list
for (Applicationinfo app : installedApps) {
if (isAdware(app)) {
appList.add(app);

}

// Create a new adapter for the list of adware apps
AppListAdapter adapter = new AppListAdapter(this, appList);
mListView.setAdapter(adapter);

if (adapter.getCount() == 0) {
Toast.makeText(this, "No adware apps found", Toast.LENGTH SHORT).show();
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/* public void onBackgroundRunningAppsClick(View view) {
Button backButton = findViewByld(R.id.back button);
Button bgrunButton = findViewByld(R.id.bgrun_button);
backButton.setVisibility(View.VISIBLE);
berunButton.setVisibility(View.GONE);
backButton.setText("Backeround Running Apps");
List<Applicationinfo> runningApps = new ArrayList<>();
ActivityManager activityManager = (ActivityManager)

getSystemService(Context ACTIVITY SERVICE);
List<ActivityManager.RunningAppProcessinfo> runningProcesses =
activityManager.getRunningAppProcesses();

PackageManager packageManager = getPackageManager();

for (ActivityManager.RunningAppProcessinfo processinfo : runningProcesses) {
try {

Applicationinfo applnfo =
packageManager.getApplicationinfo(processinfo.pkgList[0],
PackageManager.GET _META DATA);

runningApps.add(applinfo);

} catch (PackageManager.NameNotFoundException e) {

// Ignore apps that can't be found

}
AppListAdapter adapter = new AppListAdapter(this, runningApps);
mListView.setAdapter(adapter);
if (adapter.getCount() == 0) {
Toast.makeText(this, "No running apps found", Toast.LENGTH_SHORT).show();

*/



// Button click handler to remove adware
public void onRemoveAdwareClick(View view) {

removeAdware();

Layout

1) Activity main

<?xml version="1.0" encoding="utf-8"?>

<LinearLayout xmlns:android="http://schemas.android.com/apk/res/android"

android:id="@+id/main_layout"
android:layout width="match_parent"
android:layout_height="match_parent"
android:orientation="vertical">
<Button
android:id="@+id/bgrun_button"
android:layout width="match parent"
android:layout_height="48dp"
android:background="@color/black"

android:onClick="onBackgroundRunningAppsClick"

android:text="Background Running Apps"
android:visibility="gone"
android:textSize="18sp"
android:textStyle="bold"
android:textColor="@color/white"/>
<Button
android:id="@+id/back_button"
android:layout width="match parent"

android:layout_height="wrap_content"
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android:background="@color/black"

android:text="Applications installed"

android:textColor="@color/white"

android:textSize="18sp"

android:textStyle="bold" />
<ListView

android:id="@+id/list_view"

android:layout_width="match_parent"

android:background="#121212"
android:layout_height="585dp" />

<Button

android:id="@+id/button_remove_adware"

android:layout_width="match_parent"

android:layout_height="48dp"

android:onClick="onRemoveAdwareClick"

android:text="Uninstall all"

android:background="@color/black"

android:visibility="gone"

android:textSize="18sp"

android:textStyle="bold"

android:textColor="@color/white"/>
<Button

android:id="@+id/button_scan"

android:layout_width="match_parent"

android:layout_height="48dp"
android:background="@color/black"
android:onClick="onScanClick"
android:text="Scan"
android:visibility="gone"

android:textSize="18sp"
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android:textStyle="bold"
android:textColor="@color/white"/>

</LinearLayout>

2) Lis_item
<LinearlLayout
xmlns:android="http://schemas.android.com/apk/res/android"
android:layout_width="match_parent"
android:layout height="wrap content"
android:orientation="horizontal">
<lmageView
android:id="@+id/app_icon"
android:layout_width="48dp"
android:layout_height="48dp"
android:layout_margin="16dp" />
<LinearLayout
android:layout width="wrap_content"
android:layout _height="wrap content"
android:orientation="vertical">
<TextView
android:id="@+id/app_name"
android:layout width="wrap_content"
android:layout_height="wrap content"
android:textColor="@color/white"
android:textSize="18sp" />
<TextView
android:id="@+id/package_name"
android:layout width="wrap_content"
android:layout_height="wrap content"

android:textColor="@color/white"
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android:textSize="14sp" />

</LinearLayout></LinearLayout>

Manifests

<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
xmlns:tools="http://schemas.android.com/tools">
<uses-permission android:name="android.permission.REQUEST DELETE_PACKAGES" />
<uses-permission android:name="android.permission.ROLE_QUERY ALL PACKAGES" />
<uses-permission android:name="android.permission.PACKAGE_USAGE_STATS"
tools:ignore="ProtectedPermissions" />
<uses-permission android:name="ACTION_USAGE_ACCESS SETTINGS"/>
<application
android:allowBackup="true"
android:dataExtractionRules="@xml/data_extraction_rules"
android:fullBackupContent="@xml/backup_rules"
android:icon="@drawable/icon"
android:label="@string/app_name"
android:roundlcon="@drawable/iconround"
android:supportsRtl="true"
android:theme="@style/Theme.DetectNDelete"
tools:targetApi="31">
<activity
android:name="MainActivity"
android:exported="true">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>
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<meta-data
android:name="android.app.lib_name"
android:value="" />
</activity>
</application>

</manifest>
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